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INTRODUCTION: 
NOSSLONDON2026 is a multi-national corporation, they operate at two locations, Birmingham and London. As an IT tech, I have been approached by the company to carry out research on the topology provided. My research will involve summarizing two types of hypervisors, Type 1 and Type 2, and selecting the type suitable for the topology. I will be exploring IP addresses, the structure, format, and the IPv4 and IPv6 addressing, and how IP addressing functions and the effectiveness of the network. I will also research the understanding of routing, and the differences between static and dynamic routing. I will select the routing approach suitable for the topology setup, and summarize my understanding of VPNs, Active Directory Domain Services (AD DS) and Certificate Authorities, and focus on their key features and best practices.
Based on the research, I will select the appropriate hypervisor, and download the chosen hypervisor, server, and client operating systems for the topology network. I will create a network as per the given topology and take screenshots of the setup. Once the research is completed, I will reflect on any challenges and issues I faced during the deployment and testing and provide my own reflection of the research.


TASK1: 
RESEARCH ON HYPERVISORS:
HYPERVISOR: 
A hypervisor also known as a virtual machine monitor (VMM) creates and runs virtual machines. A virtual machine can virtualize any hardware resource, including processors, memory and network connectivity [1]. It is a software that allows a single physical machine (host) to run multiple machines (VMs) or ‘guests”. It allows different operating systems to operate on one machine. There are two types of hypervisors, type 1 and type 2. 
TYPE 1: 
The type 1 hypervisor, also known as ‘bare metal hypervisor,’ has direct access to the hardware resources; Type 1 hypervisors are booted directly on bare hardware without relying on the host operating system [2]. It creates and coordinates virtual machines (VMM). They are complex to manage and require system administrator-level knowledge. Type 1 hypervisors offer great performance to their VM’s; this is because they have direct access and do not need to travel through the operating system layer. This makes the VM more secure on Type 1 hypervisor. They are used in data centers, web servers, and other computing workload situations; and offer high scalability, reliability, and stability to the network system. 
TYPE 2: 
Type 2 hypervisors is a software that is installed on the host operating system, known as a ‘hosted’ or ‘embedded hypervisor’. This hypervisor requires an underlying operating system to run on [3]. It is installed on the machine and runs as an application. It interacts with the machine hardware through the host machine operating system; this makes the process slower and less efficient. Type 2 hypervisors can be installed by all users as an application on an operating system; even those that are not trained, can operate them. They are used in desktop and development environments, where workload is not intense; it allows multiple operating systems on a single laptop/workstation. It is easy to install and user-friendly.




RESEARCH ON IP ADDRESSING:
An IP (Internet Protocol) address is a unique numerical label given to every device connected to a computer and network. It serves as a digital address between devices, for sending and receiving data through the internet, to ensure information reaches the correct destination. Routers and switches work together to allow data to be sent between networks. When the data is sent by the user, the switch on the local network receives the data, and forwards the data to the router. The router acts as a gateway. Once the packet is received, it finds another router to move the data to its destination network. Data travels through multiple routes across the internet. Once the data is received by the destination router, it then forwards the data to the local switch and finally arrives at the destination device. 
IP addresses are unique identifiers for devices on a network; they allow routers to direct traffic securely through firewalls and manage IP space through subnetting to improve performance. Subnetting is when IP addresses divide large networks into smaller manageable segments; this reduces traffic and improves performance. IP addresses are used to monitor traffic, implement firewalls, and address suspicious activity against threats. The IP address identifies the host and provides the location of the host in the network and establishes a path to that host.
An IPv4 (Internet Protocol Version 4) address is a unique 32-bit numerical identifier displayed in a dotted decimal notation, assigned to devices, such as, computers, smartphones and routers, it allows data to be sent to their destinations, it works as a digital mailing address. Can be used in public within local networks; all hosts within a single network share the same address. It is assigned to network administrators via protocols like DHCP (Dynamic Host Configuration Protocol). An IPv6 is a 128-bit identifier and is designed for larger addresses, as it provides expanded address space. It works just like an IPv4, but with greater efficiency and built-in features. IPv6 offers additional functionalities over IPv4 [4]. Devices can configure themselves without DHCP and is a modern addressing system for the internet.






IMAGES OF IP ADDRESSING:
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RESEARCH ON ROUTERS: 
Routing protocols are rules used by routers to communicate and exchange network topology information and find the most efficient path for data packets across networks. Routing ensures that data is efficiently transported from source to destination and reduces the amount of information lost during the transmission process [5]. 
Types of Algorithms:
Distance Vector: Finds the best path for hop count.
Link-state: Creates a map of the network topology for routing using algorithms.
Hybrid: Combines distance vector and link-state.
Types by scope: 
Interior Gateway Protocol (IGP) is used for routing within an autonomous system.
Exterior Gateway Protocols (EGP) are used for routing between different autonomous systems.
STATIC ROUTING: 
Static routing is when administrators manually define routers. Static routing aids in transmitting packets from one node to another, but one drawback is that it cannot be updated automatically [6]; the routers stay the same until manually changed again. It has high security, but it cannot automatically reroute failures. It is a small and stable network, with low CPU/bandwidth. Static routing does not use protocols and complex routing algorithms.
DYNAMIC ROUTING: 
Dynamic routing is run by algorithms to automatically detect changes and select the best path in the network [7]. It is best for large, complex networks. It offers lower security, though it has more bandwidth and CPU resources.  
STATIC APPROACH: A static approach will be best suitable for the topology setup, considering the Debian server’s role as a DHCP Relay and the Windows server’s connectivity. It is secure and works well for small, stable networks. Also, static routers are manually configured and updated by an administrator.



RESEARCH ON NETWORK SERVICES: 
VPN’s: (Virtual Private Network) 
Virtual private network (VPN) creates secure, encrypted tunnels for internet traffic, by using strong encryption. This secures the data being sent, makes sure the user has guaranteed privacy by not storing the user's activity. It also has a kill switch, which automatically disconnects the internet, to prevent data leakage if the connection in the VPN drops. It uses Multi-Factor Authentication (MFA) for extra security for user logins; VPN ensures the software is updated to protect clients against vulnerabilities; also, to improve privacy and security [8]. 
DHCP (Dynamic Host Configuration Protocol) 
DHCP is a widely used protocol that enables automatic IP address allocation to devices on a network [9]; there is no manual configuration. It has centralized administration that manages the network configurations from a central server. Conflict prevention ensures that no two devices have the same IP address. It has both IPv4 and IPv6 protocol versions. For best practices it has backup configuration; it regularly backs up the DHCP server database and configurations. It implements redundancy by using two DHCP servers. If one server fails, the other will be in place.
Active Directory Domain Services (AD DS): 
The directory service that Microsoft established for Windows domain is known as Active Directory [10]. It centralizes administration by allowing IT to create, modify, and delete accounts from a single platform across the network. The network objects are structured into domains and forests for logical management. For best practices, it enforces strong passwords to protect sensitive accounts and monitor suspicious behaviors. 
Certificate Authorities: 
A certificate authority is an organization that issues digital certificates to websites, businesses, and individuals; they issue and sign certificates. They validate websites, users, and device’s identities by requesting certificates. Meanwhile, data fabrication or falsification of official documents is still common [11]. Strong validation should be implemented to prevent unauthorized issuance. Automated systems for renewals and installation should be implemented to reduce downtime caused by expired certificates. 



TASK2:
2.1) Choose your Hypervisor: 
For this network topology, upon reaching a conclusion after researching both type 1 and type 2 hypervisors, I selected type 2 hypervisor, reason being it is user friendly and free to download and install. Type 2 hypervisors are perfect for development, personal virtualization needs, and testing [12]. It will run as an application on top of an existing host operating system, such as Windows, etc., as it does not have direct access to the physical device. Hypervisor type 2 can operate multiple operating systems on one device, which is ideal for the network topology. 


















2.2) Download and setup: 
1) I typed the Oracle VirtualBox in google search bar; I was brought to this page, where I clicked “Download” to get started.
[image: ]
2) On this page I clicked “Accept and Download” The Oracle virtual box was downloaded; I then installed it on the desktop on my laptop.
[image: ]

3) In Google search bar; I typed “Windows Server 2022, I then clicked on “Download the ISO”
[image: ]
4) I was then taken to this page, where I typed in my details and clicked on “Download now”. I then saved the Windows 2022 Server in my downloads folder.
[image: ]


5) I opened The Oracle VirtualBox, I clicked on “New”. This window appeared; in this window I gave the VM a name and in the “ISO Image” I selected “The Windows 2022 server I had previously downloaded and completed the installation.
[image: ]
6) This page appeared once Windows 2022 was installed on the Oracle Virtual Box.

[image: ]


7) I then downloaded “Windows 11 Enterprise” and followed the same procedure as “Windows 2022 Server”.
[image: ]
8) When my Windows 11 was downloaded, these details appeared on the Oracle VirtualBox.
[image: ]


9) For the “Windows 2022” server, 3 adapters are required for connections in the topology, I selected relevant information for the 3 adapters and clicked “OK”
[image: ]
10) For the “Windows Client”, 1 adapter is required for the topology, I put the appropriate information required and selected “OK”.
[image: ]

11) In the “Network Connection” settings, I renamed the demo labs, with the names, NAT, BIRMINGHAMLAN AND WAN.
[image: ]
12) In the “Windows Server 2022” setting, I selected “Network” and selected “Internet Protocol Version 4”, and clicked on “Properties” and typed the IP address given in the topology diagram, then selected, “OK”
[image: ]

13) I repeated the same process for the “Windows Client”, I typed in the IP address and clicked “OK”.
[image: ]
14) In the “Windows Client” I searched for “Command Prompt”, In the Command Prompt I typed “ping” followed by the IP address to connect to the “Windows Server”. The screenshot was the outcome I received.
 The connection between “The Windows Server” and the “Windows Client” was successful.
[image: ]

15) In the Google search bar, I searched for “Download Debian,” I came to this page. I then downloaded “64-bit PC netinst iso”.
[image: ]
16) I then added the “Debian Servers” download link to the Oracle VirtualBox.
[image: ]


17) In the Google search bar, I searched for “www.debian.org/CD/live/” and downloaded the link “Live GNOME.” for the Debian Client.
[image: ]
18) Once the “Debian Client” was downloaded, I repeated the same procedure as the “Debian Server,” and added the download to the Oracle VirtualBox.
[image: ]

19) In the settings of the “Debian Server”, I clicked on “Network”, and added 3 adapters to the server, I selected the relevant information required and clicked “OK”.
[image: ]

20) In the “Debian Server” I was making connections within the same server.
[image: ]
21) In nano, this file describes the network interfaces available on the system, and how to activate them.
[image: ]
22) In the “Debian Server” I used the “ping” command to make connections to the same server.
[image: ]


23) In the “Debian Server” I used the “ping” command to connect to the two IP addresses on the same server. 
[image: ]
24) In the “Debian Client” settings, in “Network” I added 1 adapter, and selected the relevant information, and clicked on “OK”.
[image: ]

25) I started running both machines, “Debian Server & Debian Client”. I used the “ping” command to connect the 2 machines with the IP addresses.
The connection was successful, as they are both in the same network.
[image: ]
26) I then started running “Windows Client & Debian Client”, I used the “ping” command to connect the two machines using IP addresses. The connection was unsuccessful. 
The two machines were from different networks; they did not belong to the same network, which is why the connection was not successful.
[image: ]
TECHNICAL REFLECTION: 
When working on network deployment and testing, I faced no issues or challenges when testing “Windows Server and Windows Client”, as I followed instructions carefully, and the result was successful. However, I struggled with “Debian Server”; I found that it was quite a challenging and lengthier process than “Windows Server”.  As I worked through each stage, I documented and provided screenshots of my work.

PERSONAL REFLECTION:
This assessment was very interesting to work with. Before this experience I had zero knowledge of virtual machines and how they operated. I gained so much knowledge and understanding of the two types of hypervisors, IP addresses, routers, and network services. Downloading and setting up the Oracle VirtualBox, Operating Systems and Servers were challenging at first, as I struggled for a few attempts. However, as I continued with the process, and carefully followed the instructions, I was able to understand the process better. I was able to complete the deployment and testing and provide screenshots of my work. I thoroughly enjoyed working on this assignment, I have gained new skills and knowledge that will benefit me for future purposes. 
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