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1. Work Plan for Lifelong Learning and Risk Assessment
The assignment will be approached by reading the brief and understanding the tasks to be
done and follow the correct procedures to get the tasks done correctly, then the risk
assessment will be carried out. Use the resources given such as diagrams to help complete
the tasks. Begin by investigating the robotic arm and palletiser, provide technical data for the

devices to confirm they are ce the risk assessment is completed and

have the necessary data sheets, | will then begin the programming of the system.

After completing the Programming procedures and recording the results the next step is to
research newer standards and devices to meet the demands of modern manufacturing. Next
discuss the effects the subsystems have on environment and society and discuss
maintenance and reliability of the system. Now write suitable conclusions and
recommendations for improvements that could be made on the System. Figure1 shows how

the Risk assessment table will work.

Severity/Consequence A gOOd work p/an
Slightly harmful Harmful Extremely harmful
(1) 2) (3)
Highly unlikely
Likelihood a) Trivial risk Tolerable risk Moderate risk
(Score 1) (Score 2) (Score 3)
Unlikely Figure1

2 lerable risk Mod risk k | risk

(Score 2) (Score 4) (Score 6)
Likely
o Moderate risk Substantial risk
3) (Score 3) (Score 6)

The Risk assessment table can be found in the Appendix as Figure 2.




These belong in the appendix

Hazard Title

Thermal tank

Description

Boiling water in the tank makes the tank hot enough to burn you

HR - Risk Estimation & Evaluation

Degree of Possible Harm 12 Possibility of Occurrence 25
Possibility of Avoidance 0.75 Frequency of Exposure 25
Hazard Rating Number 56.25 Summary Level low risk

HRN =DPH x PA x PO x FE

Risk Reduction Description

Training on using the system to ensure understanding of how to keep

safe while working with boiling water.

Applied Standards

IEC 62061 1S013849-1

HR — Risk Mitigation Evaluation

Degree of Possible Harm 12 Possibility of Occurrence 15
Possibility of Avoidance 05 Frequency of Exposure 25
Hazard Rating Number 225 Summary Level very low risk

HR - Possible Residual Risk &
Mitigation




Hazard Title

Mechanical

Description

High pressure hydraulics with stored energy don’t have a lock on the

door and anyone can access it.

HR - Risk Estimation & Evaluation

Degree of Possible Harm 25 Possibility of Occurrence 1.25
Possibility of Avoidance 2.5 Frequency of Exposure 1
Hazard Rating Number 78.1 Summary Level moderate risk

HRN=DPHxPAXPO X FE

Risk Reduction Description

Lock with a key that is kept by trained persons.

IS0 13849-1:199% ENE62061
Applied Standards
HR - Risk Mitigation Evaluation
Degree of Possible Harm 25 Possibility of Occurrence 1
Possibility of Avoidance 2 Frequency of Exposure 1
Hazard Rating Number 50 Summary Level low risk

HR — Possible Residual Risk &
Mitieat




Hazard Title

Mechanical Hazards

Description

conveyor where the origin is moving elements and potential

consequence is crushing of someone's fingers as the conveyor

moves along and your fingers could get trapped under the conveyor.

HR - Risk Estimation & Evaluation

Degree of Possible Harm 3 Possibility of Occurrence 25
Possibility of Avoidance 0.75 Frequency of Exposure 3
Hazard Rating Number 16.9 Summary Level very low risk

Risk Reduction Description

HRN = DPH x PA x PO x FE

Install guards around the conveyor

Applied Standards

IEC 62061

IEC 61508

HR — Risk Mitigation Evaluation

Mitigation

Degree of Possible Harm 3 Possibility of Occurrence 0.05
Possibility of Avoidance 0.75 Frequency of Exposure 3
Hazard Rating Number 0.33 Summary Level negligible risk

HR - Possible Residual Risk &




2. Research

The integrated automation systems such as the robotic arm and conveyor need to cooperate
such as SIL (Safety Integrity Level) where the minimum is SIL1

SIL2 you need the integrity to avoid more serious yet limited |[yyEEEpR— berson sult in
serious injury to one or more persons. After doing a risk assessment | believe the integrated

automation system we are working on needs SIL2. Then if you needed SIL3 you would need

the integrity to avoid serious incidents involving a number of fatalities and/or serious injuries
(Instrumentation, 2023). There is then PL (Performance Level) which also gives you a rating
a,b,c,d and e representing the average probability of dangerous failure per hour, which
corresponds to your SIL rating as PL rating ‘a’ doesn't meet SIL1 rating, b and ¢ are SIL1, d
is SIL2, e is SIL3. Using PL is well suited for individual machines rather than large complex
tacilities as it works with ISO 13849-1 whereas SIL works with IEC 62061 (eaton, 2023).

EN IS0 138491 IEC 62061

Applicable to hydraulic, pneumat- Only applicable to electrical,

ic and electromechanical systems electronic and programmable
without restriction. electronic systems.

Applicable to programmable elec- Use of EN ISO 13849 possible with
tronic systems with restrictions. mixed systems.

Only designated architectures up

toPLd.

Calculation concept based on Any architecture possible.

designated architectures

Suitable for the safety verification ~ Suitable for the safety verification
of devices and all safety functions  of devices and all safety functions
using tables. using calculations.

All equipment on the integrated automation system we are working on needs to be UKCA and
CE marked and then UKCA and CE marked as a system as a whole. As all the equipment on
the system we are working on is from different factories they each need a UKCA and CE
marks then now they’'ve all been put together to build this integrated automation system, the
whole system needs to be marked as a package. To get the UKCA mark you need to comply
by giving each product a serial number for identification and the approved body which carried
out the conformity assessment procedure, the relevant legislation which the product complies
(gov, 2023).

Looking at the internet security for the system, it is very secure as it doesn't allow anyone to
access the system from outside the college servers other than the VPN which is secure by the
lecturer. The VoT web page accessed through the internet can then only be accessed if you

are on college wifi. The college then has a firewall to prevent any unwanted hackers from

Citation Needed




getting into the system, but as it is not an industrial system it is unlikely anyone will want to
hack the system as there is no benefit.




incomplete

3. System Overview and Operation

Looking at the CIM communications, the PLC acting as the master PLC is actually a slave
PLC and has master PLCs feeding into acting as slave PLCs and using ProfiNet method which
contains a GET-PUT method to move data between the PLCs. These PLCs then talk to four
HMI screens used to control the palletiser system.

Need to add a diagnosis of putget here

Looking at the CIM system, it consists of sensors and actuators. There are 6 proximity
detectors at each station where five of which are the binary pattern sensors and the other one
will notify if there is a wagon at station. There is also a release piston which lets the pallet
move on to the next station once it gets the signal that the pallet is done at that station. There

are five stations along the conveyor in total. Starting with the Pneumatic station

There is then a station for the camera inspection. This camera will look at the pallet that arrives
and decide what needs to be done with it next such as if there is a stamp on the pallet then it
need to go to be dipped in a tank.

System diagram with M2M links are missing.




4. Health and Safety, and the Environment

ulations the CIM system does not conform to therefore to make the system safer,

Write in the third person
ould add more guarding around the conveyor and a barrier to stop people getting too

close to the robot as its moving around which would help conform with PUWER.

The boiling water tank needs better covering such as a heat proof cover to conform with
regulations requirement G3 in building regulations 2010.
For the hydraulics stored energy that needs a lock to comply with PSSR 2000.

These are environmental problems as if someone is hurt from these then work will be slowed
and the efficiency of the system will be reduced as you are being over cautious trying not to
get in the way of any of these hazards.

Line spacing should be 1.5
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4. Maintenance, Reliability and Commercial Risk

The CIM system has maintenance and reliability requirements such as indicating to
the engineer when looking for a problem that the Air is ok and the photobeam is in use
through light indicators. There are also light indicators to indicate the handshaking
signals sent to and from each PLC which could give the engineer an idea of what could
have gone wrong. Then the pages made for the VoT HMI will have Profinet counters
which will allow an engineer to keep track of the parts going around the stations which
could help find a problem, there is also loop data for FC535, LC541 and TC511 which
will give the engineer a good idea of what the loops are doing and could possible see
problem in the data.

11




5. Complex System Design — Individual Modifications

Profinet counters for each station

| Add new screen

[T Engineer - Azzembly Station - Rabot
[ Enginees - Assembly Station - Slider
[T Engineer - Hydraulic Station

[C] Engineer - Material Selection

[ Engineer - Fneumatic Station

[ Engineer - Pneumatic Station 10 Mi...
[C] Engineer - Pracess Loap FES35

] Engineer - Process Loop LCS41

] Enginwer - Process Loop TES11

] Engineer - Process Station

] Engineer - Vizion Station

] Engineer - Water Recirculation

] FY vain o

] F2 Material Selection

[ F3 Wagen Code

] F5 Preumantic Station

O] F vision Suation

] F7 Hydraulic Swtion

These images should be in the appendix

] FB Assermbly Babet Satien
] F9 Process Swution
] F10 Water Recireulstion B
; . wii ) [eimmaticone [t Toiarie ]
P view 2 Propeny kst General 2
mm Procass Famat
s - — y
:::.m.. PLEtBg: “PLC_102 PUT counter” € e Decimal places: 0 @]
Lirnits Address: Int Field length: [3_]%]
StylesiDezigns . . Leading rercs: [ |
::::n:ws » ype : - [ - -
Indicators for Air OK and Photobeam and Assembly robot Slider 0-1320mm
—_ et R
B Add new screen

[ Engineer - Assembly Station - Robot

Flerokarian e
[[] Engineer - Material Selection

[C] Engineer - Preumatic Station

[C] Engineer - Preumatic Station 10 M...
[C] Engineer - Frocess Loop FC535

[C] Engineer - Process Loop LCS41

[[] Engineer - Process Loop TCS11

[[] Engineer - Process Station

[C] Engineer - Vision Sttien

] Engineer - Water Recirculation

] P Msin € 5 Water Recirculation
] F2 Material Selection
[C] F3 wegon Code

[7] #5 Preumatic Station
] 76 Vision Station

[ ]
0 “lies

+ DO0D0.00

[0 #7 Hydravlic Station

] 78 Aszembly Robot Statien

[ P Process Station

[T F10 Water Recirculation

e v

u > || Prop | | Events | Texs |

Maw Y Propey it Genenl
General [
Appearance ez T
Lt » wietorrow: [T
Limits .

L -

Miscellsnecus F R " eumatic - ARLOK L On: | Pilotlight_acund_G_On| |
security I o E o Found_G_OF] [~ |

Where is your testing table?
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Handshaking signals sent to and from PLC102

I Add new screen Al
7] Engineer - Assembly Station - Robot
] Engineer - Assembly Station - Slider
] Engineer - Hydraulic Station

[[] Engineer - Main CIM

[[] Engineer - Matenal Selection
[ Engineer-F ic Station

] Engineer - Pneumatic Station 10 M...
] Engineer - Process Loop FC535

] Engineer - Process Locp LC541

] Engineer - Process Loop TC511

] Engineer - Process Station

] Engineer - Vision Station

[l Engineer - Water Recirculation

ET] F1 Main CIM Place Pallet
] F2 Material Selection
] F3 Wagon Code

[] F5 Preumatic Station Place Stamp
[ F6 vision Station
] F7 Hydraulic Station

Place Handle CH1

] F8 Assembly Robot Station n
] F9 Process Station
] F10 Weter Recirculation PlotLight_Square_G_2 [Graphic /O field]
B = n Properties | Animations | Events | Texts |
L view ¥ Fropeny list General
General P
Appearance
i Layout Tag: | Pneumatic - Go Online 'Em
' o PLCtag: °PLC 102" *Pneumstic -Go Online®
Miscellaneous
Security il Address: Bool
Bit number:
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Handshaking signals sent to and from PLC103

B Add new screen

] Engineer - Assembly Station - Robot
] Engineer - Assembly Station - Slider

] Engineer - Hydraulic Station

] Engineer - Main CIM

] Engineer - Material Selection

] Engineer - Pneumatic Station

[T] Engineer - Pneumatic Station 10 M...
[C] Engineer - Process Loop FC535

[[] Engineer - Process Loop LC541

] Engineer - Process Loop TC511

[] Engineer - Process Station i
] Engineer - Vision Station

] Engineer - Water Recirculation

] F1 Main CIM
] F2 Matenial Selection
] F3 Wagon Code Pick Handle CH 1
] F5 Pneumatic Station
] Fé Vision Station e
[T F7 Hydraulic Station e Handie &
) 78 Assembly Robot Station ¢ _______________w |
] F9 Process Station
] F10 Water Recirculation PlotLight_Square_G_2 [Graphic /O field]
z s u Properties | Animations | Events | Texts |
view £% Property list Generl
General
Process
Appearance
} Layout Tag: |PLC 103 Go Orline EI|
limits -
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Handshaking signals sent to and from PLC104

¢ Add new screen “
[[] Engineer - Azsembly Station - Robot
[C] Engineer - Assembly Station - Slider
[] Engi tydraulic Station :
[[] Engineer - Main CIM

[C] Engineer - Material Selection

[ Engineer - Pneumatic Station

[C] Engineer - Pneumatic Station 10 M...
[C] Engineer - Process Loop FC535

] Engineer - Process Loop LC541

[C] Engineer - Process Loop TC511

[[] Engineer - Process Station

[[] Engineer - Vision Station

[C] Engineer - Water Recirculation

£ F1 MainCM

[C] F2 Material Selection Pick Finished Prod
[[] F3 Wagon Code

] F5 Pneumatic Station

[ F6 vision Station Pick Finished Produ
] F7 Hydraulic Station
B2 sembly bt swion .
] 9 Process Station
[C] F10 Water Recirculation PlotLight_Square_G_2 [Graphic /O field]
= m nu Properties | Animations I Events I Texts I
view & Property list General
Process
Appearance
i Layout Tag: |P|.( 104_Hydraulic - Go Online IE!;I
e PLCtag: “PLC 104" "Hydraulic - Go Online® P
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Handshaking signals sent to and from PLC105

B¢ Add new screen

[ Engineer - Assembly Station - Robot
[C] Engineer - Assembly Station - Slider
[C] Engineer - Hydraulic Station

[ Engineer-Main CIM

[[] Engineer - Material Selection

[C] Engineer - Pneumatic Station

] Engineer - Pneumatic Station 10 M...

[[] Engineer - Process Loop FC535
[ Engineer - Process Loop LCS41
[C] Engineer - Process Loop TC511
[C] Engineer - Process Station

[ Engineer - Vision Station

) Engineer - Water Recirculation

¥7] F1 Main CIM

] F2 Meterial Selection

] F3 wagon Code

] Fs Pneumatic Station

£ F6 vision Station

[C] F7 Hydraulic Station

] F8 Assembly Robot Station
] F9 Process Station

] F10 Water Recirculation

PlotLight_Square_G_5 [Graphic IO field]

=¥ Propeny list

Appearance

Layout

Limits
Miscellaneous
Security
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Handshaking signal sent to and from vision station.
| Devices | Piantobjects | |

e (] 2

¥ | ] OMComplete System - Student Version
B Add new device
o Devices & netwarks

[ H[[-]BIUSA:tE: Asfos #s

» [l PLC 102 Pneumatic Station - 2 [CPU 1214C DO/DUDC]
» [l PLC103 Process Station - 4 [CPU 1214C DU/DC/DC]
» [l PLC 104 Hydraulic Station - 5 [CPU 1214C DC/DC/DC]
» ([l PLC 105 Water Recirculation System [CPU 1212C AC/D...
» [ PLC 106 AssemblyRobot Station [CPU 1212€ ACIDC/Rly]
~ (4 HMI 131 Master [KTP1200 Basic PN]
lf Device configuration
%] online & diagnostics
Y Runtime settings
* [ screens
B Add new screen
] Engineer - Assembly Station - Robot
] Engineer - Assembly Station - Slider
] Engineer - Hydraulic Station
[ Engineer - Main CIM
[ Engineer- Material Selection
[ Engineer - Pneumatic Station
] Engineer - Pneumatic Station 10 Mimic
] Engineer - PFrocess Loop FC535
] Engineer - Process Loop LC541
] Engineer - Process Loop TC511
[[] Engineer - Process Station

Simulating, Pressing start turns on ‘go online’ bit.

@ |8 colegsirgar

No Wagon Present

Place Pallet Engineer - Pneumatic Station I0 MIMIC

Place Stamp Pallet Maniplator Healthy

Place Handle CH1

Place Handle CHZ

System Reset
Engineer - Pneumatic Station I0 Mimic

17




| can simulated the bits changing by toggling the get tags, as you can see | have toggled
pneumatic online to true so that it lights up on the pneumatic station HMI in the Get Bits list.

3240 s GetWord 15 Word 300 1620 16#0000
33 @@= PutBit0-Clock testbit Boal 320  fakse FALSE
34 4@  Pneumatic Online Bool [iz]) 321 false TRUE
40 = Pneurnatic Can Place lBMl 322 false FALSE

I RT Simulator

SIEMENS

§ colegsirgar

No Wagon Present

Place Pallet

Place Stamp

18




Doing the same again for process station.

GetReal 2 Real 240 0.0 0.0
Process TC511 SP Real 28.0 0.0 50.0
Put Bit 0 - clock test bit Bool 320 false FALSE
Process Online Bool 321 false TRUE
Process Can Pick Bool 322 false FALSE
Process Can Place Bool g2 false FALSE
Process Busy Bool 324 false FALSE

imulator

SIEMENS

§ colegsirgar

No Wagon Present

19




GetWord 10 Word 20.0 1680 1650000
GetWord 11 Word 220 1680 1620000
GetWord 12 Word 240 1650 1650000
GetWord 13 Word 260 1680 1620000
GetWord 14 Word 280 1680 1620000
GetWord 15 Word 30.0 1680 1650000
Put Bit O - clock test bit |Bool 320 false FALSE
Hydraulic - Can Pick Bool 321 false FALSE
Hydraulic - Online Bool 322 false TRUE
Hydraulic - Busy Bool 323 false FALSE
s | o— 324 fales emee 0

No Wagon Present

Pick Finished Produc




|Data type |Offset  Stertvelue  Monitor velue Re
Get Word 11 Word 220 1680 16#0000
Get Word 12 Word 240 1620 16%0000
Get Word 13 Word 260 16&#0 1620000
Get Word 14 Word 280 1680 16#0000
Get Word 15 Word 300 16#0 16%0000
Put Bit O -clock test bit Bool 320 false FALSE
Water Recirc -Online  Bool 32a false 'I'IE |

Water Recirc - Auto M. Bool 322 false FALSE
Dacize fdamual  Gaal dnle B —

§ colegsirgar

Start

21




3i@=  GetViord 14 Word 280 1640 1640000

32 @=  GetWord 15 Word 300 1680 16#0000

33 @ PutBitO-clock testbit Bool 320 false FALSE

34 4@ AssemblyRobot Onlin... Bool 321 false TRUE

g5 = Assembly Robot Can F... Bool 322 falze FALSE
- bl .k a _Ranl 223 falea

colegsirgar

No Wagon Present
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24 Vision Acquire Image output Bool Fh4508.1 [
25 Vision Test Handle CH2 output  Bool %M4508.2 ]
26 Vision Test Stamp output Bool %M4508.3 O
27 Vision Online Bool %N4508.4 B D
28 Vision Can Test Bool %M508.5 M
29 O

Vizion Test Handle CH1 Rezulti... Bool %M4508.6

No Wagon Present

1. Test Handle Forwards

2. Test Handle Reverse
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Slider at 100

68 @ ®  PutWordS Word 420 1620 16%0000 8
69 @ ®  PutWords word 480 1650 1650000 8
70 @@ =  AssemblyRobot Slider Distance Int Word []] 450 1620 1670064 B8
71 ‘ﬂ = Assembly Robot Slider Distance Real 48.0 00 1000 D
F2@=  PutReal2 Real 520 00 L5 (m]

SIEMENS

[@  § colegsirga

o___|

- meron

Co—
LA i O | o

PLC106

e |

sP
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Slider at 50

MEITINUIY MWUUL JIUT SO T W
Put Word 3

Put Word 4

Put Word 5

Put Word &

Assembly Robot Slider Distance Int
Assembly Robot Slider Distance

Put Real 2

- o
Word 38.0
‘Word 400
‘Word 430
‘Word 440
werd 460
Real 480
Real 520

[
1620
16#0
16#0
16#0
16#0
0.0

0.0

4. Assembly Stal
[o

sD

~

gar

PLC104

3. Hydraulic Station

> [l
0]
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6. Complex System Design — Team Modifications
Using the VoT folder we can start building the VoT screens which will be accessed
over the internet. Starting off by adding the CV value to the Hydraulic station which is
in PLC104 as seen in figure17. We then went on to make the page to show the data
for each loop FC535, LC541 and TC511 as seenin figure18,19 and 20. We then went
on to finish the Main CIM and proving the profinet working when running the system
through VoT as seen in figures 21,22 and 23. We then show the data from the loops

working correctly as seen in figure24.
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8. Conclusions and Recommendations

To conclude, it is obvious there is room to improve the health and safety of the CIM system
as the risk assessment has shown there are several negative points to about the health and
safety to be seen. | can also conclude the put and get feedback lights have been configured
successfully as can be seen from the testing through simulation and the same goes for the
profinet counters, slider animations, Put and Get bits for each station/PLC Air OK light

i i photobeam light indicator have all been proven to be working.
Write in the third person
can recommend to improve maintenance and reliability of the system by adding more

feedbacks on the robotic giving a list of what sequence it has been taking to find any re-
occurring errors in the system.

Line spacing should be 1.5
Paragraphs should be fully justified text as required in the brief

27




9. Team Working

We worked well as team and concluded with good results with the VoT
showing all the correct data while each of us played equal roles to get the
system running.

Use of 11pt Arial, full justification with 1.5 line spacing allows easier reading and marking
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10. Citation List

Small range of sources listed correctly
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documentation# :~text=the%20product's%20serial%20numberd2C%20model.with%20whic

11. Appendix

4

Risk ~ |Hazard Likelihood 1-3 ~ |Consequencel-3 ~ |Overall Risk 1-9 ~ |Risk Level v

moving robotic arm
could hit you or trap

No guard limbs 1 2 3 Tolerable Risk
Live electrical
Noisolation |equipment could
procedure electricute someone 1 3 4 Moderate Risk
clothes could get
caught in the
conveyor and pull
conveyor you with it 1 2 3 Tolerable Risk
Heating and
chemical
tanks Burn your skin 1 1 2 Trivial Risk
High pressure |Disconnect and
air supply knock/hit you 1 1 2 Trivial Risk
Cables

running on Could trip on cable
floor and fall 2 2 4 Moderate Risk
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Figure19
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Figure21

Figure22
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Figure23

Figure24
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