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Introduction
In this task permissions will be setup for local storage drives and files which will entail the understanding of sharing permissions as well as managing network environment settings and security policies via Group Policy Object is investigated.




























Task 1
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Figure 1 Created a folder which will be shared across the client machine
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Figure 2 Created a file within the folder that will be used for testing after permissions have been created..
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Figure 3 Users cannot be removed due the inherited permissions which are by default attributed to folders in windows when I have tried to remove a user from the permissions list for this folder.
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Figure 4 I have gone into the advanced Security settings for the folder in this folder it allows me to remove all the inherited permissions from a folder or file. Doing this allows to be able to setup permissions for individual users.
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Figure 5 I have added the current user login during the initial steps as having full control over the file and folder.
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Figure 6 Added the John Doe user account and have set the permissions so that it will be able to execute and read files which will stop the user from being able to make amendments and other edits
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Figure 7 I added some text to file so that when I have logged into the John Doe account. We can see if the permissions have been setup correctly.
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Figure 8 I have logged in to the John Doe Account so the permissions can be tested
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Figure 9 I have opened the file and attempted to make some changes and then save when attempt this it has prompt the save as window and even when trying to save the file under another name it has produced a permissions error. Showing that the permissions have been setup correctly for this user account.













Share permissions
[image: Graphical user interface

Description automatically generated]
Figure 10 In this section I will be setting up Folder share between the client and server machines.
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Figure 11 Using Server Manager I started the process of creating a Share and Will be using the Quick option as this will be sufficent for its purpose but there are other options avilable which allow for more customisation.
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application, email

Description automatically generated]
Figure 12 I have named the share and have been provided with the file path to the folder on the share.
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Figure 13 I have selected the top two options this will allow the folder to be accessible if it has allowed been accessed by a machine that has cached the file/folder already. The top options makes it so the folder is only accessible to users that have been provided with the correct options to access the folder.
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Figure 14 Giving Full control permissions to the Administrator group for the network.
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Figure 15 Added two user accounts from the Active Directory which have been attributed with read and execute permissions. Inheritance has also been turned off which allows me to modify the permissions groups.
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Figure 16 Confirming Share configuration details after which clicking the create option will make the share.
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Figure 17 Share has been created listed in Shares list
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Figure 18 Now we are going to test if the share is accessible from one of added client accounts. I used the map network drive option to complete this on the this PC screen accessed via the search button.
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Figure 19 I have left the options as default and have added the file path for the Share that I had setup previously which is comprised of the server device name and then the name that was created for the share.
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Figure 20 After clicking ok the drive has been added and the folder is accessible.
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Figure 21 I this next section I will be restricting access to the control panel. Using Group policy features can be good way to restrict access for non-admin users on a network. I have firstly started by creating a organization unit which will be used for non-admin users so that permissions can be applied to this particular group.
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Figure 22 I have created a user within the OU so that I can apply permissions to this user for testing purposes
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Figure 23 I have begun the process of setting up the Group Policy for this OU. Policies can be setup with Group Policy Management software. I have navigated through the drop-down menus of the domain till I have got to the Non-Admin Users folder.
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Figure 24 After selecting the edit option for GPO which has been created above. I have then followed the down through to the control panel default policy editing options which are available and now will use the prohibit access to control panel and PC settings option which will stop the users within the OU to stop access.
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Figure 25 The Group policy has now been enabled for the OU group.
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Figure 26 I have completed a gpupdate for the system so that the group policies can be updated but due to an issue with the system clock maybe not being set to the same time or time zone the policy update did not work.
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Figure 27 I have attempted to load the control panel and settings menu. The error above was display which does mean that the policy was enforced correctly.
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Figure 28 Next, I will be restricting the access to removable media. This is additional step in safeguarding the system. As malicious software can be easily produced onto a system that does not have access prevented.
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Figure 29 I have navigated through to the system tab within admin policy templates in group policy management editor.
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Figure 30 I have enabled the rule which will allow access to all removal media to be blocked.
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Figure 31 I have logged into the user to test policy for the media. I have mounted an ISO so we can test this.
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Figure 32 Clicking on the drive for the machine it has produced the error message stating that access had been denied.
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Figure 33 The next process will involve me setting up a new OU for the purpose of placing machines into this group so I can manage the software installation access on the computer.
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