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	Through Server1 the Command Prompt can be used to access an ARP (Access Resolution Protocol) table. This table contains the different addresses associated with this machine such as the NICs, MAC address of this NIC and Internet address of the NIC.
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	Server 1 successfully pings Client1. As these devices have since communicated, pulling up the ARP table on Server1 again includes a new entry for the IP address of Client1 under interface 192.168.100.1.
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	Server1 successfully pings Server2. Like with Client1, Server2 will now be included in the ARP table on Server1 under interface 192.168.1.100.
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	Again, through the command prompt on Server1, a routing table can be generated. This table contains all the routing details of Server1.
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	It is now time to deploy core services on the network via Server2. During the destination server selection of the new feature wizard, server 2 is verified as the destination through its IP address (192.168.1.101 & 192.168.101.1) and name. 
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	Under the server role screen, Web Server (IIS) is manually selected. The default selection of File and Storage Services is left ticked.
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	Any choices for feature selection are kept as default. The Web Server Role (IIS) page displays to explain what this chosen role will entail.
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	Following the information page, role services appear and ‘FTP Server’ is selected along with ‘FTP Service’. After reviewing the choices made in this wizard, the installation takes place and completes with no issues.
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	A new user is created under the name ‘ftpuser’, along with a strong password.

	[image: ]
	[image: ]

	[image: ]
	
[image: ]

	Following the new user, a new FTP site is created under the name ‘1STFTPSITE’. Under the SSL settings for this new site, ‘No SSL’ is selected. Port number ‘21’ is kept selected.

	[image: ]
	[image: ]

	Under this ‘Authentication and Authorisation’ screen, basic authentication is selected. The recently created user is also selected as the specified user with access the FTP Site with full Read and Write permissions. After Finishing the Setup, the new FTP Site Can be seen under the Sites folder.
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	Custom banners / messages can be written for the FTP Site. After typing a customer banner, the message is applied to the site.
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	Under the properties of ftproot (FTP server directory), the user account ‘ftpuser’ is added to the folders permissions. Permissions for this user are left as default.
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	A new folder is created under the FTP directory labelled “Ftpuplaods”. This will be used later.
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	After ensuring that the firewall on Server2 is turned off, the FTP Service can be tested.
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	Client2 is logged into with a local administrator account. A simple text file is created under the name ‘ftpfile2upload.txt’. This will be sent from Client2 to Server2 to test the FTP service.
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	Using the command prompt on Client2, a connection to the FTP Service on Server2 is successfully opened. Using the ‘ftpuser’ account a simple text file is selected and sent to Server2 via FTP. The transferred file is visible in the screenshot above.
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	Server1 will now undergo the installation of remote access services. The first phase is to use the Add Role and features wizard, being sure to selected ‘Remote Access’ under the server roles page. As for remote access role services, both Routing and DirectAccess are selected.
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	Once the installation selections have been reviewed and accepted, the installation is carried out. Following the successful installation, the configure remote access wizard is opened.
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	Following through the wizard, custom installation is chosen followed by only selecting LAN Routing. The wizard is completed shortly after and the new service is started. The screenshot above shows the different appearance of DC1-NWT under the Routing and Remote Access window. 
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	The next phase involves the creation of a new IPv4 Routing Protocol called RIP Version 2. Once this protocol is added, two new interfaces are selected to run with RIPv2, PrivateNet1 and PublicNet.
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	Now switching over to Server2, the same steps are repeated to configure it for routing and remote access services.
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	Server1 is able to successfully ping Server2 over PublicNet (192.168.1.101).
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	Client1 is able to ping Client2 over the PrivateNet2 IP address (192.168.101.2).
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When testing the network connection between devices, a Ping is generally the method used to verify connectivity. As routers are designed to connect to multiple devices and often work through switches, they need to reference each connected device appropriately. Routers will reference the networks they can connect to by signifying available connection to the user. 
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	In order to properly utilise packet filtering,  there is first some setup process to undergo. The first step is to enable a filter on PrivateNet1. This new filter is designed to block packets with 192.168.100.1 as their destination.
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	As the ticked option above reads, all packets will be received “except those that meet the criteria below”. 
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	Client1 is now unable to successfully ping Server1 on PrivateNet1. However, it is still able to successfully ping Client 2. This demonstrates that the IP filter is only blocking the intended IP address.
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	With the purpose of demonstrating an Outbound Filter on IP, a new rule is created on Server1. Here a new outbound filter is created for PublicNet, with PrivateNet1’s IP specified in the destination for the filter.
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	Now it is time to test this filter on FTP services through Client1. As the screenshot above details, the connection is not possible. Therefore, the IP filtering is in effect and working as desired.
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Failover Clustering is a measure many large networks will incorporate if it is deemed necessary and possible. This essentially involves multiple computers or virtual systems that will serve to upkeep the availability of services within the network, provided they are needed to support this. Clustering refers to the servers set up to provide services and applications and are all connected together. When a particular node in a cluster fails or cannot provide services, other nodes will provide the service in order to upkeep continuous availability of resources to the users [1, pp. 1-2]. 

High availability is always a priority for network managers and failover clustering provides the means to keep continuous access to resources, where a node failure or high demand would otherwise have impeded services for the network. The nature of failover clustering does mean there are consideration that need attention to properly implement it [1, p. 46]. 

There are various considerations which go into the creation and continued running of failover clustering. Firstly, the servers involved must all be running the same version of Windows Server and meet the basic hardware requirements. The servers should also be set up under the same Active Directory domain, otherwise they would not function properly. However, this domain should be separate from an existing organisational domain. Creating a separate AD domain specifically for the clustered nodes would provide greater focus on the purpose of the servers within it [2]. An entire AD domain dedicated to processing and providing services from the failover cluster and promotes better control over the Group Policies in place, rather than clash with existing Group Policies of a pre-existing domain.
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	After assessing the prerequisites of a new failover cluster, it needs to be installed as a feature through the Server Manager. Following the selection of the appropriate feature and tools, the feature can be installed through the wizard on the server straight away. This process needs to be carried out on every server which will be part of the cluster [2].
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The ever-expanding network of the enterprise should be fully equipped to deal with the operational needs of its users. Servers running all business application and software need to be fully accessible to users of the network nationwide. In order to meet the high demand that come with a network of nationwide proportions, the topology of the network has been revised multiple times. The currently used topology incorporates a standard for all local sites, to ensure their systems are easily accessible remotely should the need arise. This layout resembles a simple star topology, linking workstations and office devices (such as printers) to a switch for the floor [3]. This Switch also links to the router and local Web, DNS and File servers. This generalised topology grants a lot of scalability as the enterprise moves forward. 
Users must be able to benefit from fast and reliable access to the resources on the network, with the accessibility of such features kept high through different methods. As multiple workstations often request the same resources at once, methods such as failover clustering are implemented to ensure a single node failure does not impede the productivity of the users. Clustering does of course require multiple servers implored as the clusters per site, these nodes must also run through a different Active Directory domain to ensure their group policies do not conflict with the other existing polices and services used on the network [2]. Unfortunately, not all users nationwide can currently use this service as the resources they require in their area of work is not yet in high enough demand yet. This departments aims to increase the services offered in the clustered servers in future to accommodate every area of the enterprise.
The security of this network will always be paramount, and many practices are followed to ensure the continued security of the users and data on the network. One such practice is the organisation of users into OUs. While this may appear like basic organisation, it comes with the enforcement of Group Policies on their respective roles within the enterprise. Therefore, a whole team which use the same resources can be sorted together and simultaneously apply policies and restrictions on multiple users as they all need the same permissions. Another security measure is the use of IP filters to block unwanted users from accessing certain services. The FTP service is used by designated users when it is important to do so, however there are certain workstations which will never require the service, so these nodes are blocked to reduce the number of devices that could even request thee FTP service from the server. This filter is also implemented to prevent unauthorised workstations attempting to access resources (such as network storage and applications) which their area should never need access to. The major benefit of this is to ensure that only certain access points on the network will allow interaction with sensitive or limited resources [4, p. 167]. Policies will be created and assigned accordingly, with an emphasis on restricting users from certain resources and granting permissions to others. Group Polices are the simplest method to enforce desirable activity on the network and remove the need for administrative users to figuratively ‘open and close the door’ for certain users when they need to access restricted services.
The designated member of the local network administrative staff has a responsibility to monitor the usage of the network by the staff. Observation to produce regular or on-request security reports is not only mandatory, but important in the endless effort to identify new threats to the network [5, p. 153]. Threats can appear in the form of careless users, perhaps abusing their permissions to perform actions harmful to the enterprise. Access to network management software is provided to aid the designated personnel to observe activity on the network. Without careful monitoring, the resources of the network could be overwhelmed, or certain services could fail due to high demand. Vigilance on the monitoring of the network can resolve issues before they fully materialise [5, p.160].
The security team must ensure the password policies are read, understood and accepted by all staff. Failure to accept calls for immediate attention until a resolution is achieved. Users can become careless and share their login details, this can lead another individual to carry out any malicious actions under the guise of another user’s appearance on the network. To prevent situations such as these, adherence to the company password policy must be enforced. As the enterprise moves forward and new threats emerge every day, the network will undoubtedly require adaptation to stay efficient. The prospect of improvement calls for analysis of current threats, future complications and how they will be prevented. The current security team comprises of senior administrators in head office, followed by technicians and engineers of varying roles. The smaller offices across the nation currently have security teams as small as three individuals: one administrator along with two supporting network technicians. More manpower is not the solution to improving the security of the network; greater accessibility is. Remote access is currently very limited and senior administrator rely on report from local administrators. New network manging / observational software will be needed to greater facilitate senior administrators to intervene in areas of the network where they currently have limited accessibility [4 p.18].
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[ Network Policy and Access Services

It is now time to deploy core services on the network via Server2. During the destination E Print and Document Sences
server selection of the new feature wizard, server 2 is verified as the destination through its E Remote Desktop Senvices
Volume Activation Services

IP address (192.168.1.101 & 192.168.101.1) and name.

| indows Deployment Services
BEE 3 . . . (] Windows Server Update Services

oo | [ert> =)
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Under the Role selection screen, Web Server (IIS) is selected.

*PLEASE READ: VERY IMPORTANT*

Ensure that you Check off the ‘user must change password at next logon setting’.

Installing Routing and Remote Access Services o Name: ftpuser
o Password: P@ssword
o Now that the ftpuser is created, go to Server Manager — Tools and then Internet
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Ensure that you Check off the ‘user must change password at next logon setting’.
o Name: ftpuser
o Password: P@ssword
o Now that the ftpuser is created, go to Server Manager — Tools and then Internet
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Under the server role screen, Web Server (IIS) is manually selected. The default selection
of File and Storage Services is left ticked.

T

WELCOME TO SERVER MANAGER

¥ Local Server —
Al Servers . Add Roesand Fetures Wizard

R File and Storage Ser

DESTINATION SERVER

Select role services ocz

Select the role services to installfor Web Server (I5)

Role services Description
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Any choices for feature selection are kept as default. The Web Server Role (IIS) page

displays to explain what this chosen role will entail. 4

Qe e =i gl @Rt crl

Following the information page, role services appear and ‘FTP Server’ is selected along
with ‘FTP Service’. After reviewing the choices made in this wizard, the installation takes o Expand the Computer Name — Right click on Sites — choose Add FTP Site
| place with no issues.
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Under the server role screen, Web Server (IIS) is manually selected. The default selection
of File and Storage Services is left ticked.
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WELCOME TO SERVER MANAGER

¥ Local Server —
Al Servers . Add Roesand Fetures Wizard

R File and Storage Ser
DESTINATION SERVER

Confirm installation selections ocz

o instal the following roles, role services, or features on selected server, click Instal.

] Restart the destinston server automatical f required

Optional features (such as administration tools) might be displayed on this page because they have
e been selected automatically. If you do not want to install these optional features, click Previous to clear
<] [ = their check boxes.

Security
Request Fittering
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HTTP Logging

Performance
Static Content Compression

Management Tools
1IS Management Console

FTP Server
FP Service

Export configuration settings
Specify an alterate source path

Any choices for feature selection are kept as default. The Web Server Role (IIS) page
displays to explain what this chosen role will entail. 4
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o Expand the Computer Name — Right click on Sites — choose Add FTP Site

lee.cobley@uwtsd.ac.uk and n.kaliyamurthy@uwtsd.ac.uk
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Custom banners / messages can be written for the FTP Site. After typing a customer
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Under the properties of ftproot (FTP server directory), the user account ‘ftpuser’ is added
to the folders permissions. Permissions for this user are left as default.
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Under the properties of ftproot (FTP server directory), the user account ‘ftpuser’ is added
to the folders permissions. Permissions for this user are left as default.
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Remote Access window.

Following through the wizard, custom installation is chosen followed by only selecting

screenshot above shows the different appearance of DC1-NWT under the Routing and
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C:\Users\Adainistrator>ping 192.168.101.2

pinging 192.168.101.2 with 32 bytes of data:
Reply from 192.168.101.2: bytes-32 timecims TTL-127
Reply from 192.168.101.2: bytes-32 timecims TTL-127
Reply fron 192.168.101.2: bytes-32 timecims TTL-127
Reply from 192.168.101.2: bytes-32 timecims TTL-127

ping statistics for 192.168.101.2
Packets: Sent - 4, Received - 4, Lost
Approximate round trip times in milli-second:
Mininun - ons, Maximum - oms, Average - on:

6 (6% loss),

:\Users\Adainistrators.
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In order to properly utilise packet filtering, there is first some setup process to undergo.
The first step is to enable a filter on PrivateNetl. This new filter is designed to block
| packets with 192.168.100.1 as their destinatio;
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In order to properly utilise packet filtering, there is first some setup process to undergo.
The first step is to enable a filter on PrivateNetl. This new filter is designed to block

| packets with 192.168.100.1 as their destination. & Command Prompt
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As the ticked option above reads, all packets will be received “except those that meet the
criteria below”. Client] is now unable to successfully ping |
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Here we demonstrate, another possible, slightly unorthodox method of using an

‘Outbound’ filter to restrict access to hosts on our network (PrivateNet1) from

accessing the FTP Service running on another network (Server2). The question is,
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Filter 2: Restrict Access to FTP Service running on Server2 to only hosts in
PrivateNet2.

Clientl is now unable to successfully ping Serverl on PrivateNetl. However, it is still able
to successfully ping Client 2. This demonstrates that the IP filter is only blocking the
intended IP address.
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theoretically all our hosts in PrivateNet1 will try to connect to Server 2 through

The next configuration will be put in place to prevent FTP service access to everyone
except a particular IP. This IP is 192.168.100.1, Clientl.

the Routing Service on Server 1 to reach the Network on Server2.
IP Address: 192.168.1.101
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‘With the purpose of demonstrating an Outbound Filter on IP, a new rule is created on
Serverl. Here a new outbound filter is created with the

Page 140f17 1023 words 6330 characters R (¥ Accessibility: Investigate O] Focus g = i + 100%
u B 4] y 12
L2 O ) 1 4 =

27/04/2021




image52.png
- w H I | !:”l' G fm\\ ' %/ Worksheet_4 NOSS.LCobley:pdf
©)

File Home Insert Draw Design Layout References Mailings Review View Help

c o © 4 file///C:/Users/timfe/Documents/[Work & Personall/! == & % n o © = @

[‘Q" Times New Roman MR =R e A/ bl Y Gmail N UWTSDMoodle ! UGG [B Tenant Home | goodl... ¥ Twitch Binance (B ADAUSD 5 Other Bookmarks
B I U-+ab x, X A v s
Paste - == == = Styles | Editing | Dictate | Editor rd 19 | of 20 — 4 AutomaticZoom v > = I Y
v o VﬁvﬁvAavAA D v i zlﬂ v v § _ i
Clipboard 1S Font & Paragraph I/ Styles ™ Voice Editor
& &

BE rrer

e Sere] 2 Poting nd el |

[ —

rbondraen. | [Gubomitien

[ r—

< | [ ] ome

‘With the purpose of demonstrating an Outbound Filter on IP, a new rule is created on
Serverl. Here a new outbound filter is created for PublicNet, with PrivateNet1’s IP
specified in the destination for the filter.

Now it is time to test this filter on FTP services through Clientl. As the screenshot above
details, the connection is not possible.
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Failover Clustering

5a)

Failover Clustering is a measure many large networks will incorporate if it is deemed
necessary and possible. This essentially involves multiple computers or virtual systems that
will serve to upkeep the availability of services within the network, provided they are
needed to support this. Clustering refers to the servers set up to provide services and
applications and are all connected together. When a particular node in a cluster fails or
cannot provide services, other nodes will provide the service in order to upkeep continuous
availability of resources to the users [1, pp. 1-2].

High availability is always a priority for network managers and failover clustering provides
the means to keep continuous access to resources, where a node failure or high demand
would otherwise have impeded services for the network. The nature of failover clustering
does mean there are consideration that need attention to properly implement it [1, p. 46].

There are various considerations which go into the creation and continued running of
failover clustering.

After assessing the prerequisites of a new failover cluster, it needs to be installed as a
feature through the Server Manager. Following the selection of the appropriate feature and
tools, the

- break down considerations / requirements of a failover cluster
- find a role in Windows Server OS which could handle the requirements
- use images (can use VM for setup images [do not actually make one though]).
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Failover Clustering

5a)

Failover Clustering is a measure many large networks will incorporate if it is deemed
necessary and possible. This essentially involves multiple computers or virtual systems that
will serve to upkeep the availability of services within the network, provided they are
needed to support this. Clustering refers to the servers set up to provide services and
applications and are all connected together. When a particular node in a cluster fails or
cannot provide services, other nodes will provide the service in order to upkeep continuous
availability of resources to the users [1, pp. 1-2].

High availability is always a priority for network managers and failover clustering provides
the means to keep continuous access to resources, where a node failure or high demand
would otherwise have impeded services for the network. The nature of failover clustering
does mean there are consideration that need attention to properly implement it [1, p. 46].

There are various considerations which go into the creation and continued running of
failover clustering.

After assessing the prerequisites of a new failover cluster, it needs to be installed as a
feature through the Server Manager. Following the selection of the appropriate feature and
tools, the
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failover cluster node.

® Note

After you install the Failover Clustering feature, we recommend that

you apply the latest updates from Windows Update. Also, for a
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