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1. [bookmark: _Toc512344997]Introduction 
With the popularization of the computer and the development of the network, the computer network has brought great convenience to the people. The computer has become an important part of the office. With the expansion of the company DigiProd, the expansion of the scale and the renewal of the equipment, the network of the company should be constantly improved to meet the changing network environment.

In this paper, the basic framework of a complete enterprise network is simulated with Cisco Packet Tracer software, and how to make use of three layers switch to realize the interworking of VLAN and the configuration of IP telephone in enterprise network is introduced in detail. This paper gives a detailed configuration command for the realization of the function of the network device, realizes the enterprise network with basic functions, and divides the office area of each floor. 

2. [bookmark: _Toc512344998]Literature review 
2.1 [bookmark: _Toc512344999]What is network?
The computer network refers to the computer system[1], which connects multi computer and its external equipment by communication cables with different geographical position. The aim of computer network is to realize resource sharing and information transmission. Computer networks are mainly divided into LAN, metropolitan area network and WAN.
[image: ]
Figure 1 computer network
In 1946, the University of Pennsylvania of the United States successfully developed the first computer[2] in the world. From this time, information science and technology have been rapidly developed and popularized, making people step into the information age, and now it has entered the information age of the whole people. With the urgent need for the sharing of information resources, the rapid development and popularization of network technology has been promoted. The generation and use of computer networks have brought revolutionary changes to the development of human information civilization.

2.2 [bookmark: _Toc512345000]The construction principle of enterprise network
1. stable and reliable
The network of modern large enterprises should have more comprehensive reliability design, so as to realize real-time communication of network communication and ensure the normal operation of production and operation of enterprises. The uninterrupted operation of network communication is vital to ensure the normal affairs of the enterprise[3].

2. Network security
The enterprise should provide a more perfect network security solution to prevent virus and hacker attacks[4] and reduce the economic losses of enterprises. The traditional enterprise network security measures are mainly by deploying firewalls, IDS, antivirus software, and with the ACL of switches or routers to realize the defense against virus and hacker attacks. But the practice proves that these measures can not solve the security problem of the enterprise network effectively. Modern enterprise network must have a set of security control means from user access control, virus message identification to active suppression, in order to effectively guarantee the stable operation of the enterprise network.

3. Bandwidth performance
Enterprise networks should have higher bandwidth[5] and more powerful performance. Today's enterprise network carries all kinds of business application system data involved in the production and operation of the enterprise, as well as the multimedia services such as IP telephone, video conference, and so on, which have high bandwidth and delay. 

3. [bookmark: _Toc512345001]Knowledge and understanding of subject
3.1 [bookmark: _Toc512345002]Types of network models
Network model is the basic part for understanding and building a network. TCP/IP and OSI seven layers model[6] visualize how the various protocols work together to enable network communications.
[image: ]
Figure 2 network model
For upper layers in OSI and application layer in TCP/IP, the main functions of this layer include email, file transfer, web and so on. For lower layers, the physical layer uses the transmission medium to provide physical connection for the data link layer and realize the transparent transmission of the bit stream. The data link layer, through various control protocols, turns the error physical channel into a data link without error and can reliably transmit data frames. TCP and IP is the typical protocol in transport layer. 
3.2 [bookmark: _Toc512345003]Three layer structure model
The three layer switch model[7] is the core of the enterprise network. First, the access layer, followed by the distribution layer, and finally the core layer.

[image: ]
Figure 3 three layers model 
[bookmark: _Toc512345004]3.3 The division of VLAN
By dividing the VLAN[8] subnet, it can reduce the broadcast domain, avoid the possibility that the data collision can produce bad consequences in the larger physical LAN, and avoid the possibility of generating the broadcast storm. To improve network security, VLAN and LAN can be divided into different sub networks so that they can not communicate directly. The necessary communication must be routed, so we can configure the access list on the router to achieve the authorized access to the span network segment, which greatly improves the security of the network access in the enterprise.
[image: ]
Figure 4 VLAN division 
3.3 [bookmark: _Toc512345005]DHCP 
[bookmark: _GoBack]DHCP [9] allows DHCP clients to get IP address, subnet mask, default gateway IP address, DNS server IP address and other IP address type information from DHCP server.
[image: ]
Figure 5 DHCP

4. [bookmark: _Toc512345006]Computer components and budget analysis
4.1 [bookmark: _Toc512345007]Server and PC
For the computer configuration[10] of the server and client designed by this system, see Appendix 3. In general, the performance of the server is better than that of the client. The speed and cache of the CPU of the server are better than that of the ordinary PC, because the business is more, and the processing speed needed is faster. Memory and hard disk storage capacity on the server is also a little larger. For display server, the resolution and refresh rate are higher. In general, the performance of the server is better. The server has a budget of around 2000 pounds, and the average PC budget is around 600 pounds.
4.2 [bookmark: _Toc512345008]Switches and routers
This system choose Router 2811 because it support telephone service and it is also not so expensive around 500 pounds for one. As for 3560, it is a three layers switch and has function of IP routing between different VLAN, which is also convenient for company to extend in the future. 2960 is a general switch and its price is about 60 pounds for each.
Table 1 switches and routers
	Equipment type
	number

	Router 2811
	2

	Switch 3560 
	1

	Switch 2960
	4



4.3 [bookmark: _Toc512345009]Budget
The following table is the overall budget of this design. According to the table, the overall budget is within 70000 pounds. In order to ensure its performance, the server has a higher price than the ordinary computer. Switches and routers are also the best. In general, the expected budget requirements were met.
Table 2 budget
	name
	price

	PC *54
	32400 pounds (600 pounds each)

	Server*2
	4000 pounds (2000 pounds each)

	cable
	500 pounds

	IP phone*54
	7500 pounds

	Video conferencing facility
	5000 pounds

	Installation and maintenance
	10000 pounds

	Switches and routers  
	2000 pounds

	Printer*3
	300 pounds

	other
	5000pounds

	sum
	66700 pounds





5. [bookmark: _Toc512345010]practical application 
5.1 [bookmark: _Toc512345011]Overall structure for DigiProd
In this design, the following is the structure of a simple network designed for this paper. It simplify the layout of the office in real life. This article will be analyze configure and simulate around the above structure. Every floor layout as shown in appendix.


Figure 6 simple layout
[image: ]
Figure 7 Actual network layout
5.2 [bookmark: _Toc512345012]VLAN and the setting of port mode
Here we have built two VLAN[11], vlan10 is PC, vlan20 is IP phone. For ports that are not connected to a computer, they should be set to Trunk mode, and VLAN of each port should be devided.
[image: ]
Figure 8 set VLAN
[image: ]
Figure 9 set port mode
5.3 [bookmark: _Toc512345013]DHCP
For DHCP services, the default gateway, allocated address pool and DNS address are required for specific VLAN.
[image: ]
Figure 10 DHCP setting
5.4 [bookmark: _Toc512345014]Setting of static routing
The configuration of static routing requires setting the network address of the destination network IP, the subnet mask and the interface address of the next router passing through the destination address. Below is the figure shown IP routing.

[image: ]
Figure 11 Setting of static routing(1)
[image: ]
Figure 12 Setting of static routing(2)
5.5 [bookmark: _Toc512345015]IP phone setting
For telephone service settings, number numbers and specific numbers need to be set.
[image: ]
Figure 13 IP phone setting
5.6 [bookmark: _Toc512345016]Network security
For the simulation of this system, it is mainly to use the firewall, set up the related passwords of the router and switch, and close the SSID to realize the security of the network[4]. For the specific implementation of the enterprise, we can take more measures, such as the implementation of the network information security accident treatment plan to ensure the safe transportation of the campus network, strengthen the management of network infrastructure, realize the security of network facilities, and use multi-element binding IP addresses to realize the security of network addresses.


6. [bookmark: _Toc512345017]Deployment and Simulation results
[bookmark: _Toc512345018]6.1 DHCP
Enabling DHCP services can automatically assign IP addresses to the host. For example, takng PC1 and IP phones for example, it automatically get IP addresses. For IP phone, The information are IP address 192.168.20.2, Gateway 192.168.20.1 and vlan 20. From image, PC’s IP address, DNS, gateway and subnet mask can also be got.
[image: ]
Figure 14 DHCP for IP phone
[image: ]
Figure 15 DHCP for PC
[bookmark: _Toc512345019]6.2 Ping same floor PC
Ping PC on the same floor can be correspondingly indicated that the network is unblocked. Here is an example of the first floor. PC1 IP is 192.168.10.9 and PC2 IP is 192.168.10.7. ping PC1 to PC2 as shown in figure.
[image: ]
Figure 16 Ping same layer PC
[bookmark: _Toc512345020]6.2 Ping different floor PC
PC1 IP is 192.168.10.9 at first floor and PC2 IP is 192.168.10.2 at second floor. ping PC1 to PC2 as shown in figure. 
[image: ]
Figure 17 Ping different floor PC
[bookmark: _Toc512345021]6.3 Ping different area PC
When Ping PC in different areas, Ping default gateway firstly, then ping IP of PC, as shown in Fig. PC2 gateway is 192.168.2.1 and IP is 192.168.2.6.
[image: ]
Figure 18 Figure ping default gateway
[image: ]
Figure 19 Ping different area PC
[bookmark: _Toc512345022]6.4 IP phone testing
The following is the test of communication between IP phones. The telephone 0 number is 1001 and telephone 4 number is 1007. Telephone 0 dial 1007, you can see the connection establishment in telephone 4. IP phone configuration is successful.
[image: ]
Figure 20 IP phone testing
[bookmark: _Toc512345023] 6.5 PC to server
As shown in the PC terminal Ping to the server, it means that the connection is established and the domain name can also be changed by DNS.
[image: ]
Figure 21 PC to server
[image: ]
Figure 22 ping PC to server


7. [bookmark: _Toc512345024]Conclusion 
This paper uses Packet Tracer software to build a model of Internet access. Firstly, the significance of computer network and the rules of network establishment are introduced. Then it introduces the knowledge of network configuration. Then how the specific network is built.

Due to the complexity of the planning and design of the enterprise network, there are still many imperfections in the design. There is still a big gap between the network and the reality. We must continue to supplement and improve it. In this design I have learned a lot of new things, but also found a lot of problems, found that the structure of their own knowledge is not perfect, the lack of practical experience. Some in the design process has been solved.


[bookmark: _Toc512345025]APPENDIX
Appendix 1 layout for every floor
[image: ]
Figure 23 Floor 1 layout
[image: ]
Figure 24 floor 2 layout
[image: ]
Figure 25 floor 3 layout
[image: ]
Figure 26 remote area


Appendix 2 overall structure
[image: ]
Figure 27 overall structure



Appendix 3 PC and server specification identification form
	Server

	Component
	Recommendation

	Processor: 
(Manufacturer, Model, Speed)
	AMD Ryzen Threadripper 1950X 16-Core,
4.0GHz, 40MB cache,

	Memory:
(Type, Amount)
	Timetec Hynix IC 32GB Kit (2x16GB) DDR4 2133MHz

	Hard Drive:
(Type, Capacity)
	WD 6 TB Desktop Hard Drive

	CD-ROM/DVD:
(Read, Read/Write, Speed)
	CD-RW, Interface: USB 3.0 
Reading Speed: DVD+R :8x DVD-R :8x 
CD-ROM:24x DVD-ROM:8X CD-R:24x 
Writing Speed: CD-RW:8x

	USB Ports:
(Number, Location)
	6 ,USB 3.0

	Video Card:
(Manufacturer, Model, Video RAM)
	Asus R7240-Oc-4Gd3-L PCIE 3.0 Graphic Card (4GB, DDR3, 128 Bit, 900MHz)

	Sound Card:
(Manufacturer, Model)
	Creative, 	DDR3 SDRAM

	Modem:
(Internal/External, Speed, Standard)
	External TP-Link 450 Mbps Wireless N Cable Router

	Network Card(s):
(Ethernet: speed, Wireless, Standard)
	1900Mps, wireless, 801.11 AC, 802.11A

	Operating System:
(Manufacturer, Version, Compatibility)
	Microsoft windows 7 professional

	Monitor:
(Size, Resolution, Refresh Rate)
	34 inches, 2560x1080, 90 KHz

	Speakers:
(Manufacturer, Model, Type)
	Logitech Z200 Multimedia PC Speakers,
Wired

	Internet Connection:
(USB, Ethernet, Wireless)
	USB, Ethernet, Wireless



	PC

	Component
	Recommendation

	Processor: 
(Manufacturer, Model, Speed)
	Intel Core i7-7700K 4.2 GHz QuadCore 8MB Cache Processor

	Memory:
(Type, Amount)
	Corsair Vengeance 8GB 2666MHz, 2 x 4GB


	Hard Drive:
(Type, Capacity)
	HP Dual Port Enterprise - 300 GB

	CD-ROM/DVD:
(Read, Read/Write, Speed)
	CD-RW, Interface: USB 2.0 
Reading Speed: DVD+R :8x DVD-R :8x 
CD-ROM:24x DVD-ROM:8X CD-R:24x 
Writing Speed: CD-RW:8x

	USB Ports:
(Number, Location)
	6 ,USB 3.0

	Video Card:
(Manufacturer, Model, Video RAM)
	GTX750Ti 2GD5 2GB

	Sound Card:
(Manufacturer, Model)
	Creative, 	DDR3 SDRAM

	Modem:
(Internal/External, Speed, Standard)
	External TP-Link 450 Mbps Wireless N Cable Router

	Network Card(s):
(Ethernet: speed, Wireless, Standard)
	TL-WDN4800 450Mbps wireless, 802.11B, 802.11G, 802.11n

	Operating System:
(Manufacturer, Version, Compatibility)
	Microsoft windows 7 professional 

	Monitor:
(Size, Resolution, Refresh Rate)
	24-Inch,	1987 x 1080 pixels ,83 KHz

	Printer:
(Manufacturer, Model, Type, Speed)
	Samsung SL-M2026, 20 pages_per_minute,
Wireless and wired

	Speakers:
(Manufacturer, Model, Type)
	Logitech Z200 Multimedia PC Speakers,
Wired

	Internet Connection:
(USB, Ethernet, Wireless)
	Ethernet and wireless
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