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The Operating System (OS) is an interface between a human and the hardware. [1]
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[bookmark: _Toc164461219]Process Management 
Process Management within an OS involves several tasks around processes (instances of programs being executed). The processes are created, scheduled and then terminated. It may also require synchronization. 

[bookmark: _Toc164461220]Memory Management
System performance depends on efficient memory management, this consists of a number of functions:
Protection – prevents interference or corruption by stopping memory being utilised by another process
Addressing – As Operating Systems have modernised, memory has been virtualised they have gained the ability to virtualise. This means that the OS can allocate processes to operate as if they have more memory than is physically installed. Address translation will map a virtual address used by the process to a physical address in the Random Access Memory, this allows a more efficient use of the memory. 
Swapping – The Operating System may swap some less often used segments of memory (pages) to disk which will free up space for RAM usage by other processes. This is known as swapping or paging.
Page Replacement – In systems that use paging, the Operating System must decide which page is removed from RAM to make space for the newer page. There are some sequences such as Least Recently Used and First In First Out (LRU and FIFIO) [2]



[bookmark: _Toc164461221]File System Management
Operating Systems use non volatile storage devices such as Hard Disk Drives (HDD), Solid-State Storage Drive (SSD) to create a structure for both files and directories, allowing creation, deletion, renaming and access management. 
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There are several ways that an Operating System provides the ability for a user to interact with the hardware and system, they can provide multiuser logins/permissions sets. Customisation and Accessibility. Most Operating Systems are either Graphic User Interface (GUI) driven, or Command Line Interface (CLI) driven. Some Operating Systems now utilise a hybrid environment such as Windows, which is built over the top of PowerShell [3] [4]
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Operating Systems now offer fundamental features regarding Security and Authentication. Trent [5] states that a system access is traditionally stated in terms of which subjects (users, or predefined processes) can perform which operations (ie Read/Write/Execute) on which objects (files/locations/directories). To maintain a usable system, rather than making it completely secure, creating it with the intent to enforce security goals allows certain systems to be trusted. 
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To facilitate communication and resource sharing, the networking component of an operating system will allow devices to interconnect as well as make resources available within a network – for example, printers and storage devices. The networking component also provides tools and utilities for functions such as network administration, security and remote access. 
Networks are often distributed systems working to achieve a common goal. The architecture within the network often is defined by the requirements of the network [6], ie what is being connected to the network, and what it is to serve. 
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Modern Operating Systems have certain features which help maintain system stability and increase fault tolerance. These include error detection/reporting/handling and allow the fault to be isolated, this in turn increases the resilience and redundancy of an Operating System often reducing the need for human intervention. The benefit of this is that the Operating System can often log the errors prior to it implementing any recovery steps, meaning that should it be required then there is an audit/forensic log to be followed. 
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[bookmark: _Toc164461227]Windows CLI – SHUTDOWN
Using the shutdown-I command will cause the GUI below to pop up. This allows a number of machines to be restarted at the same time, reasons to be given and delays to be set which lets a user have time to save their work prior to the restart – it will also enter a justification into the Windows Event Logs for audit purposes.

[image: A computer screen shot of a program

Description automatically generated]
	Switch Examples
	Explanation

	Shutdown /i
	Display the GUI for shutdown

	Shutdown /p
	Turn off the computer with no shutdown or warning

	Shutdown /a
	Aborts shutdown within warning time period. 
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PING is a very basic ICMP (Internet Control Message Protocol) command used to check the speed of connection in milliseconds between two points – this can use either the FQDN (Fully Qualified Domain Name) or the IP Address. 
[image: A computer screen with white text

Description automatically generated]
	Switch Examples
	Explanation

	PING -T <IP/Domain>
	Continuous ping – useful for seeing when a server restarts, this will show as server timeout then start returning a ping in milliseconds

	ping -l 64 212.58.235.1 
	Adjust the size of the ICMP Packet 
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This is a diagnostic tool showing the hops and route taken from the source computer to a destination chosen by the user. 
[image: A computer screen with white text

Description automatically generated]
	Switch Examples
	Explanation

	TRACERT -d www.bbc.co.uk
	Do not resolve IP Address to hostnames
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Pathping combines both TRACERT and PING in that it maps the route and displays the latency to each hop. 
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	Switch Examples
	Explanation

	/6
	IPv6 only

	/4 
	IPv4 only

	/n 
	Prevents the IP resolution for intermediate routers. 
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This tool provides an overview of open ports, established connections, and network activity. 
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Description automatically generated]
	Switch Examples
	Explanation

	-a 
	Listening ports and connections displayed regardless of state or protocol
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	Script Explanation
	Explanation

	import-module activedirectory
Get-ADUser -filter * -properties emailAddress | Select givenName,surName,emailAddress | Export-CSV c:\temp\userlist.csv -notype  

	1) Import the Active Directory Module
2) Get-ADUser and use all (*) properties 
3) Take the email address, given number 
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This cmdlet adds one or more users, groups, or computers to an AD group as a new member. 
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	Switch Examples
	Explanation

	· Identity
	SvcACCPSOGroup is the group that accounts are to be placed in.

	· Members
	The user/service accounts to be placed into the group
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[image: A screenshot of a computer
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	Switch Examples
	Explanation

	Get Service -DisplayName se*
	Any displayname starting with ‘se’ will be listed.

	Get-Service -DisplayName ServiceLayer, Server
	Containing those specific entries. 
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	Switch Examples
	Explanation

	MountPoint
	This defines the Drive on which bitlocker should be suspended.

	RebootCount
	Number of times a reboot can occur prior to BitLocker being re-enabled. 
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Description automatically generated]
	Switch Examples
	Explanation

	get-wmiobject -class win32_quickfixengineering 
	This version provides a list of the installed updates in a table 

	wmic qfe list 

	1) WMIC is Windows Management Command Line tool.
2) QFE (Quick Fix Engineering) is also known as Hotfix. The list command will show all Windows hotfixes. 
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[bookmark: _Toc164461238]BASH – TOP
This command is a powerful tool in command line Unix and Linux. The top command is the CLI equivalent of Windows Task Manager, capable of showing a list of processes running on the device, along with CPU, Process IDs, Memory Usage, User Name Attribution etc. 
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	Switch Examples
	Explanation

	-h
	Shows the Command Help File

	-v
	Shows Library Version, 
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The ‘groups’ command will print the list of groups for the current user when being used without any switches. 
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Description automatically generated]
	Switch Examples
	Explanation

	Groups
	Will display current user group membership

	Groups - <username>
	Will display specified user’s memberships.c
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	Switch Examples
	Explanation

	<command> --help
	The switch –help can be used as a suffix to any command/program for further context on how to add specificity to the command 
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The passwd is a simple yet essential command, as a standard user, the user is only able to amend their own password. As an admin is is possible to use switches to show the status of all users, disable an account by either expiring a password, or by deleting the user password. [7]
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	Switch Examples
	Explanation

	(--lock)
	Locks the password by creating a random password including an exclamation mark at the front. This does not change the access for SSH Keys etc. 

	--S
	Shows the status of an account

	-expire
	Immediately expires a password for a user, this effectively forces a user to change their password.
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The mkdir command creates a directory at whatever location you are currently in with the shell. 
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Description automatically generated]
	Switch Examples
	Explanation

	$ mkdir ~/examples
	Will make a directory in the user Home directory

	
	






[bookmark: _Toc164461243]BASH – man  -- grep
The Grep command is used to search text patterns within files, an acronym for Global Regular Expression Print, grep will scan input data, it can be utilised within shell scripts, data extraction, pattern matching command pipelines and also file manipulation.[image: ]
	Switch Examples
	Explanation

	· <program>
	Man is a manual for each program, the difference between the man and help commands is that the manual is an info file whereas help is not a file that must be included 
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When run without any switches/arguments the ls command will list the contents of the working directory. Sorted alphabetically by default, the ls command can display additional information such as ownership of files, permissions and size. It is also capable of listing hidden folders. 
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	Switch Examples
	Explanation

	LS
	Standard list 

	LS -L
	List active directory, shows files and folders along with attributes

	LS -LA
	List active directory, shows files and folders along with attributes including config files (prefixed with a period )






BASH – sudo
[image: A screenshot of a computer

Description automatically generated]
	Switch Examples
	Explanation

	Sudo su
	Elevate access to SU

	SUDO
	It is possible to elevate user level or give privileges to a user temporarily. For example, user jbloggs may be a service desk technician who is trusted to work on a server, but to ensure that the server is not rebooted accidentally, the user must elevate access to SU and re-enter the password in order to run the reboot command 






[bookmark: _Toc164461245]BASH – YUM / APT
Much like Windows updates, Linux has the requirement to have an update function, due to the structure of the operating systems these are called packages, so APT (Advanced Package Tool) and YUM (Yellowdog Updater, Modified) are utilised depending on the distribution. APT is primarily Debian based, and YUM is primarily used on the Red-Hat distributions such as CentOS, Fedora and it’s commercial equivalent RedHat Enterprise Linux. Both varieties create a simplified way of managing software by downloading from repositories while maintaining system security with hotfixes etc. 
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	Switch Examples
	Explanation

	APT-GET UPDATE
	Updates the Advanced Package Tool (APT) index files

	APT-GET UPGRADE
	Updates the Package files. 

	APT-GET AUTOREMOVE
	Removes orphaned files and packages.



[bookmark: _Toc164461246]BASH – RM
Within BASH there is an extremely powerful command within the File Management component of the Operating System. rm stands for ‘remove’. The command by default will permanently remove a specified file or directory without moving it to the trash/recycle bin, by default there is no confirmation before deleting files, so extreme care needs to be taken when using this. 
Below image shows a test_dir being made, the ls command shows the creation is successful. 
[image: A screenshot of a computer program
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In the image below, the new ls proves the removal of the test_dir
[image: A screenshot of a computer program
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	Switch Examples
	Explanation

	Rm -r
	Recursive – this will remove files within the folder, and any sub folders and contents of the sub folders also. 

	Rm -I 
	Prompts for confirmation

	Rm-v
	When using the –r or recursive feature, you can make a verbose output to list all files deleted. 

	Rm-f
	The force command will delete without prompting and this includes anything with a write protected flag. 
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[bookmark: _Toc164461248]Windows Powershell – Connect to Azure and query password never expires
The script below allows Powershell to install the AzureAD module, then connect to the Entra Active Directory. [8]
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	Install-Module AzureAD
Connect-AzureAD
	Installs and Connects to Azure(Entra) AD 

	Get-AzureADUser -All $true | Select-Object UserprincipalName,@{ N="PasswordNeverExpires";E={$_.PasswordPolicies -contains "DisablePasswordExpiration"} } [9]
	Gets all ADUsers and lists by User Principal Name, where the Password Policy Contains the attribute Disable Password Expiration

	| ConvertTo-Csv -NoTypeInformation | Out-File $env:userprofile\Desktop\ReportPasswordNeverExpires.csv
	Pipes to a CSV to the current user Desktop. (In cases where the login user has a separate account for elevated permissions it would be in the elevated account rather than logged on to device account)

	
	



[bookmark: _Toc164461249]Windows Powershell  - Mapping Multiple Drives in Powershell
This script allows multiple locations to be mapped – in this case, 4 different 
[image: A computer screen shot of text
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	Code
	Explanation

	Import-Module ActiveDirectory
	The purpose of Import-Module allows specific control sets/functions/cmdlets. 




[bookmark: _Toc164461250]Windows Powershell – Get list of Disabled Users
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In this script, the script will collect all users, check for specific group memberships, service accounts, disabled users, ensure that the disabled users are not part of the shared mailbox group, the list is then output to screen as well as CSV. The csv is then written to a local directory in C:. The next step is a triggered email sending it as an attachment to the helpdesk ticketing system for review. 
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nano
Using the variable ‘bashexample’ then setting the variable to “Hello World”  
[image: ]
Runnning the script and showing ‘Hello World’.
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Description automatically generated]
Creating two variables called “part1” and “part2’ then creating a 3rd variable which places the two together in a string called ‘combination’ and echoing that result.

[bookmark: _Toc164461254]BASH – Mathematics 
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In this script the first step was from the bash shell to create a shell file called “maths”. Then create the two input variables num1 and num2. Then creating the function and output using the echo commands with variables inside the brackets. As can be seen in the second screenshot, each calculation is displayed. 
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This script is a simple shell command to generate a brief report, 
[image: ]
[image: A screenshot of a computer screen

Description automatically generated]
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	Code 
	Explanation

	Echo 
	Outputs information to the screen

	Hostname
	Provides the computer name 

	Date
	Current Date

	Uptime
	Current system uptime

	Ping -c 4 google.com
	4 x ICMP tests to google.com

	
	





[bookmark: _Toc164461256]Conclusion

Operating Systems have evolved over the last 35-40 years, starting initially with a command line interface, developing graphical input which has become smoother as both technology has increased the performance of the host computers. However, in mainstream Operating Systems there has now become a combination of both Graphical User Interface and Command Line in a hybrid model. This joint working model is shown in mainstream Linux Distributions with both Debian and Red Hat Origins as well as Mac OSX and Windows. While the majority of users of desktop and laptop based OS’s will find that the GUI provides sufficient input and control to be able to achieve day to day tasks, power users and system administrators would definitely benefit from being able to remove certain repetitive tasks in the same way that an Office user may use macros within Excel, be it to check network status and see uptimes, or to iterate through user folders for specific artifacts which would allow removal of a program such as Zoom.  
There are of course other Operating Systems optimised for specific functions, be it media streaming, ATMs, Mobile Devices, each have their strengths and weaknesses but are also under a constant state of review and development as technology advances. With the advent of the Internet of Things creating a legion of smart devices, there is a trend to overlaying things onto reality. Forbes has provided an interesting look at the competition for augmented reality and how it expects small gains to be made into both the professional and personal spaces from both things like mapping and positioning systems to gaming. [10]
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There are several types of operating systems utilised in the world, this list is not a comprehensive list but is intended to show the diversity of technology available:
· Single User Operating Systems
· Multi User Operating systems
· Real Time Operating Systems
· Embedded Operating Systems
· Network Operating Systems
· Distributed Operating Systems
· Mobile Operating Systems
· Time Sharing Systems
Type: Single User OS [11]
Pros: Simplicity and Resource efficiency.
Cons: Limited Scaling, Lack of Security Features, and dependency on User Experience. 
Examples: Windows, Mac OS X, Palm OS, 	

Type: Multi User OS [11]
Pros: Resource Sharing, Central Administration (Identity and Access Management) Scaleable
Cons: More complex than Single User OS, resource contention,
Examples: Windows Server (RDS), IBM AIX, 

Type: Real Time OS
Pros: Predictable Response, Real time Task Scheduling
Cons: Challenges due to complexity in development/debugging. Dependence on hardware, Costs
Examples: VxWorks, FreeRTOS

Type: Embedded OS
Pros: Resource Efficiency, Real Time Capability, Portability, Reliability
Cons: Limited Functionality, Development Complexity, Costs, Hardware Dependence.
Examples: Windows Embedded Compact (Formerly Windows CE), QNX Neutrino, Micrium uC/OS



Type: Network OS
Pros: Security, Scalability, Fault Tolerance, Centralised Administration
Cons: Costs, Dependence on Network Hardware, Security Risks, Complexity
Examples: Cisco  IOS (Dedicated to Cisco), Windows Server (Capable of core network functions), 

Type: Distributed OS
Pros: Resource Sharing, Fault Tolerance, Load Balancing, Location Transparency
Cons: Concurrency, Security Concerns, Communications Overhead, Synchronization. 
Examples: Apache Hadoop, Google File System, Apache Spark,

Type: Mobile OS
Pros: App utilisation, optimized user interface, integration with cloud drives/services.
Cons: Hardware compatability (more an issue with android than apple). Battery Life, 
Examples: Android, Apple iOS, Blackberry, Symbian,

Type: Time Sharing OS [11]
Pros: Resource Utilisation, Cost Efficiency, Increased Throughput,
Cons: Potential Performance Degradation. Single Point of Failure, Response Time Variation
Examples: CTSS (MiT), Multics (Multiplexed Inforation and Computing Service)



[bookmark: _Toc164461260]2. NGD Linux Unhatched

[image: ]

[image: ]
image3.png
PS c:\windows\System32> ping www.bbc.co.uk

Pinging gtm-uk.www.bbc.co.uk.pri.bbc.co.uk [212.58.235.1] with 32 bytes of data:
Reply from 212.58.235.1: bytes=32 time=12ms TTL=128
Reply from 212.58.235.1: bytes=32 time=17ms TTL=128
Reply from 212.58.235.1: bytes=32 time=17ms TTL=128
Reply from 212.58.235.1: bytes=32 time=28ms TTL=128

Ping statistics for 212.58.235.1:

Packets: sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 12ms, Maximum = 28ms, Average = 18ms

PS c:\windows\System32>
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PS c:\windows\System32> tracert www.bbc.co.uk

Tracing route to gtm-uk.www.bbc.co.uk.pri.bbc.co.uk [212.58.237.129]
over a maximum of 30 hops:

1 10 ms 13 ms 9 ms 212.58.237.129
Trace complete.

PS c:\windows\System32>
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Ps c:\windows\System32> pathping rospasouthwales.co.uk

Tracing route to rospasouthwales.co.uk [185.151.30.155]
over a maximum of 30 hops:

0 TOMWALTERSA9CS.localdomain [10.211.55.5]

1 185-151-30-155.ptr4.stackcp.net [185.151.30.155]

Computing statistics for 25 seconds...
Source to Here This Node/Link
Hop RTT Lost/Sent = Pct Lost/Sent = Pct Address
0 TOMWALTERSA9CS5. lTocaldomain [10.211.55.5]
1/ 100
1 19ms 1/ 100 = 1% 0/ 100

1%
0% 185-151-30-155.ptr4.stackcp.net [185.151.30.155]

Trace complete.

PS c:\windows\System32>
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Ps c:\windows\System32> netstat 185.151.30.155

Active Connections

Proto
TCP
TCP
TCP
TCP
TCP

Local Address

10.211.55.5:49890
10.211.55.5:50287
10.211.55.5:50294
10.211.55.5:50927
10.211.55.5:50932

Foreign Address
20.90.152.133:https
a2-18-66-170:https
a2-18-66-81:https
10.201.24.19:ms-do
10.201.23.229:ms-do

State
ESTABLISHED
CLOSE_WAIT
CLOSE_WAIT
ESTABLISHED
SYN_SENT
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PS C:\WINDOWS\systen32> import-module activedirectory .
Get-ADUser -filter = -properties emailAddress | Select givenName,surName,enailAddress | Export-CSV c:\temp\userlist.csv -notype
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Add-ADGroupMember -Identity SvcAccPSOGroup -Members SQLO1, SQLO2
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PS> Get-Service -DisplayName sex

Status  Name
Running lanmanserver
Running  SamSs
Running  seclogon
Stopped ServiceLayer
Running wscsvc

DisplayName

Server

Security Accounts Manager
Secondary Logon
Servicelayer

Security Center

PS> Get-Service -DisplayName Servicelayer, Server

Status  Name
Running lanmanserver
Stopped ServiceLayer

DisplayName

Server
Servicelayer
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Powershell

Suspend-BitLocker -MountPoint "C:" -RebootCount @
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PS C:\Users\soac-azure> get-wmiobject -class win32_quickfixengineering

Source

IMGHLaAZUre
IMGHLaAZure
IMGHLaAzure
IMGHLaAZure
IMGALaAzure
IMGHLaAZure
IMGHLaAzure

Description
Update.
Update
Update.
Security Update
Security Update
Update.

Security Update

HotFixID

KBS033909
KBS011045
KBS015684
KB5034122
KBS014032
KB5032907
KBS034441

Installedsy

NT AUTHORTTY\SYSTEM

IMGHL4AZUr e\soac-.

Installedon

1/4/2024 12:
1/26/2024.
1/4/2024
1/4/2024
1/4/2024
1/4/2024
1/26/2024
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PS C:\WINDOWS\systen32> wmic afe 1ist

Caption CSName Description FixComments HOtFixID InstallDate Installedsy
Installedon Name ServicePackInEffect Status

http://support. microsoft. com/7kbid=5034467 CS-LAPTOP-5862 Update K85034467 NT AUTHORTTY\SY
STEM ' 2/14/2024

https://support. microsoft. com/help/5027397 CS-LAPTOP-5862 Update K85027397 NT AUTHORTTY\SY
STEM 12/21/2023

https://support. microsoft. com/help/5035942 CS-LAPTOP-5862 Update KB5035942 NT AUTHORTTY\SY
STEM 3/27/2024

CS-LAPTOP-5862 Update K85036398 NT AUTHORTTY\SY
STEM  3/27/2024
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Last. login: Wed Apr 17 19:07:04 on ttysaon ,

The default interastive shell is now zsh.
To update your account to use zsh, please run “chsh - /bin/zsh'.

For nore details, please visit hitps://support.apple.con/kb/HT208858 .
MacBack-Pro-6:~ fomyalters$ groups

Staff everyone localacoounts _appserverusr adnin _appserveradn _lpaduin _appstor
© _lpoperator _developer _analyticsusers con.opple.access_ftp con.opple.aooess_s
creensharing con.apple.acsess_ssh con.apple.acoess_renote_ae

 Mackook-Pro-6:~ tomalters§
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bash: Lfconfig: comnand nat. found
HacBack-Pro-6:~ tomyalters$ ifconfig —— help

ifconfig: interface help does not exist.

HacBock-Pro-6:~ tomvalters$ ipeontig

usage: ipcont ig <comand> <orgs>

where <comand> is one of uaitall, getifaddr, ifcount, getoption, getiflist, getsumary, getpacket, getvépacket, getra,
getdhcpduid, getdhepiaid, set, sstverbose

HacBack-Pro-6:~ tomyalters$ ipconfig —— help

usage: ipcont ig <comand> <orgs>

where <comnand> is one of waitall, getifaddr, ifcount, getaption, getiflist, getsumeary, getpacket, getvépacket, getra,
getdhcpduid, getahcpiaid, set, sstverbose

HacBook-Pro-6:~ tomalterss
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[MacBook-Pro-6:~ tomwalters$ passwd
Changing password for tomalters.
01d Passvart
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—(parallels® kali-gnu-linux-2023)-[~]
L-$ mkdir test

—(parallels® kali-gnu-linux-2023)-[~]

=S5 ls
|concatenation.sh Documents function.sh Pictures Templates Videos
Desktop Dounloads Music Public  test

—(parallels® kali-gnu-linux-2023)-[~]
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GREP(L) General Comands Manual GREP(L)

("3

arep, egrep, farep, rgrep, bzgrep, bregrep, befgrep, zgrep, zegrep,
2fgrep - file pattern searcher

smoests
Grep [-GboDEFGHT L Nan0opaRSstwitZz] [-A mun] [-B nun] [C run]
[-e pattern] [f file] [—binary-files—alue] [—color[=shen]]
[—colour[hen]] [—context=nun] [—label] [—Line-buffered]
[—rall] [oattern] [file ...

DESIRIPTION
The grep utility searches any given input files, selesting lines that
natch one or more patterns. By default, a pattern natches an input line
if the regular expression (RE) in the pattern natches the input Line
without. its trailing newline. An enpty expression natches every Line.
Each input Line that natches at least one of the patterns is uritten to
the standard output .

grep is used for siuple patterns and basic regulor expressions (BRES):

egrep can handLe extended regular expressions (ERES). See re_fornat(7)
for nore information on regular expressions. fgrep is quicker than both
grep and egrep, but can only handle fixed patterns (i.e., it does not
interpret regular expressions). Patterns nay consist of one or nore
Lines, allowing any of the pattern Lines to natch a portion of the input.

zgrep, zegrep, and zfgrep act Like grep, egrep, and fgrep, respectively,
but accept input files conpressed with the compress(1) or gzip(L)
conpression utilities. begrep, beegrep, and befgrep act like grep,
egrep, and fgrep, Tespectively, but accept input files conpressed vith
the bzip2(1) compression utility.

The following options are availasle:
A rum, —after-context=nun
Print mun lines of trailing context after each natch. See also

the -8 and —C optians.

a, —text
Treat all files as ASCII text. Normally grep will simply print
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Dropbox
Library
Movies
MacBook-Pro-6:~ tomwalters$
Applications

Applications (Parallels)
Desktop

Documents

Downloads

Dropbox

Library

Movies

MacBook-Pro-6:~ tomwalters$
total 72
drwxr-xr-x+
drwxr-xr-x
.
-rw-r--r--@

N
©

tomwalters
root
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters
tomwalters

-rW-r--r--
-rW-r--r--

-

7
1
1
2
1
1
1
19
3
3
4
9
2
7
6

drwxr-xr-x+
drwxr-xr-x+
drwxr-xr-x
MacBook-Pro-6:

Il NwWUuLVU R N®

Sites
Toshiba HDD

Music
OneDrive
Parallels
Pictures
Public
Sites
Toshiba HDD

1s -la

staff
admin
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff

tomwalters$ []

.CFUserTextEncoding
.DS_Store

.Trash

.bash_history
.bash_profile
.bash_profile.pysave
.bash_sessions

.cups

.dropbox

.ssh

.wdc

.zoomus

Applications
Applications (Parallels)
Desktop

Documents

Downloads

Dropbox

Library

Movies

Music

OneDrive -> /Users/tomwalters/Library/CloudStorage/OneDrive-Personal
Parallels

Pictures

Public

Sites

Toshiba HDD store
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MacBook-Pro-6:~ tomwalters$ whoami
tomwalters
MacBook-Pro-6:~ tomwalters$ sudo su
Password:
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Get:
Get:2
Get:3
Get:4
:5
6
7
8

Get

Get:
Get:
Get:
Get:
Fetche:

1

9

http:
http:
http:
http:
http:
http:
http:
http:
http:

d 65

//kali.
//kali.
//kali.
//kali.
//kali.
//kali.

download/kali
download/kali
download/kali
download/kali
download/kali
download/kali
download/kali
download/kali
download/kali

(root® kali-gnu-linux-2023)-[/home/parallels]

apt-get update
//kali.
//kali.
//kali.

kali-rolling InRelease [41.5 kB]

kali-rolling/main armé4 Packages [19.

3 m8]

kali-rolling/main armé4 Contents (deb) [45.1 MB]
kali-rolling/contrib armé64 Packages [98.9 kB]
kali-rolling/contrib arm64 Contents (deb) [165 kB]

kali-rolling/non-free armé4 Packages
kali-rolling/non-free armé4 Contents
kali-rolling/non-free-firmware armé4
kali-rolling/non-free-firmware armé4

.8 MB in 2min 37s (419 kB/s)
Reading package lists... Done

L—(iootG kali-gnu-linux-2023)-[/home/parallels]
-#

[151 kB]

(deb) [838 kB]

Packages [32.2 kB]
Contents (deb) [16.1 kB]
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L_.('m kali-gnu-linux-2023)-[/home/parallels]

apt-get upgrade =3

eadi ckage lists... Done - :;J 3 [ 2]
;umgepenaency teier bane L& : =%

ead ate information ... Done System Capture Area  Pre o s Clean Drive

alculating upgrade ... Done i
he following packages were automatically installed and are no longer required:
libadwaita-1-0 libappstreams libatk-adaptor libstemmerod Libxmlb2 python3-any

Jse 'sudo apt autoremove' to remove them. m - o

he following packages have been kept back:
greenbone-feed-sync gvmd gvmd-common python3-inflect spiderfoot

'he following packages will be upgrade / : » i ST . tiddeplhties
adwaita-icon-theme apparmor apt apt-utils arj binutils binutils-aarch64-linux-g ls-ming -
binutils-mingw-w64-x86-64 binwalk bubblewrap commix cron cron-daemon-common dcr;
firebirds.o-connon firebirds.o-comon-doc firmeare-sof-signed fontconfig fontco

Tibapt-pkgs.0 1ibbinutils ibbs2bo Libbsdo Libcgi-pm-perl Libcjsonl Libctf-nobfdo Libctfo libdavid7 1ibdebconfcliento libdeflateo
libdevmapper1.02.1 libdumbnetl libfbclient2 libffi-dev 1ibffi8 libfontconfigl libfontencl 1ibglib2.0-0 1libglib2.0-bin libglib2.0-data libgpm2
libgprofngd libgtk-4-1 libgtk-4-bin libgtk-4-common libgtk-4-media-gstreamer libgvm22 libhdf4-0-alt libhtml-tagset-perl libidn12
libjs-sphinxdoc libksba8 liblc3-1 liblilv-0-0 liblouis-data liblouis20 libl, Libluajit-5.1-conmon 1iblup-protocol-https-perl liblzmas
libmailtools-perl libnfnetlinko libnss3 libogdi4.1 libpango-1.0-0 libpangocairo pangoft2-1.0-0 libpangoxft-1.0-0 1ibpngl6-16
libsframel libsz2 libtcl8.6 libtk8.6 libunistring5 libvorbisea libvorbisenc2 libvorbisfile3 libwavpackl libwpe-1.0-1 libwwi-perl
libxml-twig-perl libxnvctrlo libxrandr2 lightdn-gtk-greeter-settings lrzsz metasploit-framework minicom mitmproxy orca pci.ids postgresql
postgresql-client-common postgresql-common python-apt-common python3-aniso8601 python3-anyio python3-apt python3-asgiref python3-asyauth
python3-asysocks python3-binwalk python3-cheroot python3-contourpy python3-cycler python3-dicttoxml python3-django
python3-faraday-agent-parameters-types python3-faraday-plugins python3-fastapi python3-flask python3-flask-restful python3-greenlet
python3-html5lib python3-httpcore python3-httpx python3-kiwisolver python3-kombu python3-louis python3-lsassy python3-masky
python3-minikerberos python3-mpmath python3-msldap python3-networkx python3-openssl python3-paste python3-pastescript python3-pip
python3-pip-whl python3-png python3-psycopg python3-pyatspi python3-pydot python3-pygraphviz python3-pygtgraph python3-rich python3-rq
python3-scapy python3-termcolor python3-terminaltables python3-twisted python3-typing-extensions python3-tz python3-urwid python3-uvicorn
python3-virtualenv python3-wcwidth python3-webob python3-websockify python3-werkzeug python3-wheel python3-wheel-whl ruby-concurrent
ruby-domain-name ruby-mime-types ruby-mime-types-data ruby-pkg-config sqlmap tcl tcl8.6 texlive-base texlive-fonts-recommended
texlive-latex-base texlive-latex-extra texlive-latex-recommended texlive-pictures texlive-plain-generic tk tk8.6 udptunnel usb.ids
xml-twig-tools xserver-xorg-input-libinput xserver-xorg-input-wacom xserver-xorg-video-nouveau xz-utils

00 upgraded, 0 newly installed, 0 to remove and 5 not upgraded.
Need to get 440 MB of archives.

\fter this operation, 12.7 MB of additional disk space will be used.
Jo you want to continue? [Y/n] yll {

y
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nmo kali-gnu-linux-2023)-[ /home/para

autoremove B
Readl kage lists... Done Capture Date Window  Hidden Files

BETViIE syaane eR T Screen Countdo. Manager
Reading state information ...

The following packages will || Paraliels
libadwaita-1-0 libappstreams libatk-adaptor libste i 2 python3-anyjson py a enity ze

0 upgraded, 0 newly installed, 9 to remove and 5 not

After
Do y to continue? [Y/n] y
(Read database ... 429691 files and directories cu

enity (4.0.1-1) ... N
R m‘Wzﬁ ibadwaita-1-0:arm64 (1.5~beta-1lkalil)

Removing libappstreams:armé4 (1.0.2-1) ...
Removing python3-pyatspi (2.46.1-1) ...
Removing libatk-adaptor:armé4 (2.50.0-1+b1) ...
Removing libstemmer@d:armé4 (2.2.0-4:b1) ...
Removing libxmlb2:armé4 (0.3.15-1) ... .
Removing python3-anyjson (0.3.3-5)

Removing zenity-common (4.0.1-1)

Processing triggers for desktop-file-utils (0.27—1;
Processing triggers for hicolor-icon-theme (0.17-2
Processing triggers for libc-bin (2.37-12)
Processing triggers for man-db (2.12.0-3)
Processing triggers for mailcap (3.70+nmul)

Processing triggers for kali-menu (2023.4.7)
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PS C:\WINDOWS\system32> Install-Module AzureAD
Connect-AzureAD
Get-AzureADUser -AT1 Struc | Select-Object UserprincipalName,@f N="PasswordNeverExpires”

5_.PasswordPolicies -contains "DisablePasswordexpiration”} } | ConvertTo-Csv -NoTypeInformation | Out-File Senv:userprofile\Desktop\ReportPasswordNeverExpires. csv
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\WINDOWS\system32> Import-Module ActiveDirectory
# to enable AD commands in Purshell

New-PSDrive -Name TESTNET -PSProvider ActiveDirectory -Server TESTDC.TESTnet.dom -Root "//Ro0tDSE/'
cd testnet:
#to access testnet domain in subsequent commands

~Scope Global ~Credential (Get-Credential)

New-PSDrive -Name LOCAL -PSProvider ActiveDirectory -Server GRPDC.creditsafe.local -Root //RootDSE/" -Scope Global Credential (Get-Credential)
d Tocal:
#to access .local domain in subsequent commands

New-PSDrive -Name CSUK -PSProvider ActiveDirectory -Server BAYDC.csuk.creditsafe.com -Root "//RootDSE/" -Scope Global -Credential (Get-Credential)
cd csul
#to access CSUK domain in subsequent commands

New-PSDrive -Name PRODNET -PSProvider ActiveDirectory -Server PRODDC.prodnet.dom —Root “//RootDSE/" -Scope Global ~Credential (Get-Credential)
cd prodnet:
#to access PRODNET domain in subsequent commands
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[# Disabled Users with Multiple Groups Monthly Report
# Requested in #717135
£ v.0.5 - 17/01/2023

SReport = €()
#Collect all users
SUsers

Get-ADUser -SearchBase "D
notlike "iOU-MAC Addressest”) -and (§_.DistinguishedName -notlike ™00
DistinguishedName -notlike "OU=Clone Accounta*”) -and (§_.DistinguishedName -notlike "+Oi

suk, Dt

reditsafe, D

om" -Filter * -Properties Name, GivenName, SurName, SamAccountName, UserPrincipalName, MemberOf, Enabled -ResultSecSize $Null | Where-Object {(§_.DistinguishedName -
ervice Accounts”) -and (§_.DistinguishedName -notlike " OU=Special Accounts®®) -and (§_.DistinguishedName -notlike "*OU=Shared Mailboxes:") -and (§_.
aministration Accounta")}

# Use ForEach loop, as we need group membership for every account that is collected.
# MemberOF property of User object has the list of groups and is available in DN format.
[Foreach (§User in $users) {
1£($User.MemberOf —ne $null -and $user.Enabled -eq §true)

=N

k1

=4

sout
sout
sout
sout
sout
sout

#iere we remove the records for
$TdentityCheck = Get-ADGroup -Identity $UserGroup
£ ($Tdenti tyCheck. SamAccountNane —ne

SUserGroupCollection = §User.MemberOf
#This Array will hold Group Names to which the user belongs.
SUserGroupMembership = ()
$To get the Group Nemes from DN format we will again use Foreach loop te query every DN and retrieve the Neme property of Group.
—|Foreach (§UserGroup in $UserGroupCollection) {

SGroupDetails = Get-ADGroup -Identity $UserGroup
#Here we will add cach group Name to UserGroupMembership array
SUserGroupMembership += §GroupDetails.Name

= $UserGroupMembership -join *,

New-Object
Add-Member
Add-Member
Add-Member
Add-Member
Add-Member

SReport += §out

PSobject
-MemberType noteproperty -Name
~MemberType noteproperty -Name
~MemberType noteproperty -Name
~MemberType noteproperty -Name
~MemberType noteproperty -Name

#0utput to screen as well as csv file.
#SReport | Sorc-Object Name | FT -AutoSize

$Report |

Sort-Object Name | Export-Csv -Path 'C:

#Email the report to Helpdesk

#semaileo

'insert email here'

'0ffice36s Shared Mailboxes' as many leavers nesd to be part of this group
* SRLH100-BOMIDCAGQKBS *
#As the UserGroupMembership is array we need to join element with ',” as the seperator

SGroups
#Creating custom objects

Name -Value §User.Name
UserName -Value $User.SamAccountName
Status -Value §User.Enabled

Groups -Value §Groups

OU -Value §User.DistinguishedName

\Temp\&ll_users.csv’ -NoTypeInformation

#Send-MailMessage -Attachments 'C:\Temp\Disabled Users With Group Membership.csv’ -t Semailto -subject "Disabled Users with Multiple Groups Report - §(get-date —f dd-MM-yyyy)" -Body "Attached is a list of DISABLED users who

Still have group memberships assigned to them as of the $ (g

~dats -f ad-Mi-yyyy) .<br /><br />Please check if these user accounts should still have any group memberships and remove any that are not required.<br /><br />A guide

©on how te do this can be found here: https://confluence.creditsafe.com/display/ITSM/Service+Desk++Disabled+Users+withsMulriple+GroupsMonthly+Report” ~Bodyashtml -From noreply@creditsafe.com -SmepServer
"grpmail.csuk.creditsafe.con”
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= parallels @kali-gn

File Actions Edit View Help
parallels@kali inux-2023: ~ X parallels@kali-gnu-linux-2023: ~

—(parallels® kali-gnu-linux-2023)-[~

—$ bash concatenation.sh
parti-"The secret to enjoy life is.. The secret to enjoy life is...To make the journey as important as the de
part2-"To make the journey as important as the destination” stination

conbination-"$partispart2”

echo "$combination
| —(parallels® kali-gnu-linux-2023)-[~

s
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parallels @kali-gnu-linux-2023: ~
File Actions Edit View Help

GU_nano
@ input fields
p "Enter the first number:” nunl
-p "Enter a number smaller than the first” nun2

# function and output

echo "Addition: $(($numl + $num2))”

echo "Subtraction: $(($num1 - $num2))”
echo "Division: $(($num1 / $num2))"

echo "Multiplication: $(($num1 + $nun2))"
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[ (parallels® kali-gnu-Tinux-2023)-[~]
$ bash maths.sh

Enter the first number:5

Enter a number smaller than the firsts
Addition: 9

Subtraction: 1

Division: 1

Multiplication: 20
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h —80x24

tomwalters — nano diag.

nano diag.sh

Bcho “Computer Name®
hostname

echo "Date"
date

echo “Uptine®
uptime

echo "Network Info"
ifconfig -a

echo "Ping Test"
ping —c 4 google.com
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x x x NDG Linux Unh NooL X | @ x
08 netdevgroup.com, B
Content >_ Ubuntu PG
: wet>tartea
1 o ae N
Press the key to begin...
2 Listing Files
2 s 1s
21 Desktop Docunments Downloads Music Pictures Public Templates Videos
s
22 $ 1s -1 /var/log
3 total 852
4 -r-r root root 18047 Dec alternatives. log
o drexr-x— 2 root adn 72 Dec apache2
. druxr-xr—x 1 root root 41 Dec apt
; -rer syslog adn 380 Apr 19 22:17 auth.log
isti i -rer root  root 47816 Dec bootstrap. log
. Listing Files ot w0 e o
9 The 1s command is used to list the contents of a directory. You've already seen it used a —rw-r- syslog adm 227 Apr 217 cron. log
10 few times bef les, but this page will help ensure you are comfortable with its use. e root  adn 85083 Dec dnesg
few times before in exampl pag P v | -rer root  root 325238 Dec dpko. Log
n -r-r root root 32064 Dec faillog
il 1s FILE druxr-xr—x 2 root  root 38 Dec fsck
2 -rer syslog adn 106 Apr 19 22:17 kern.log
13 By default, when the 12 command is used with no options or arguments, it will lst the files root  utmp 292584 Apr 19 tastlog
1 In the cument directory: -r-r syslog adn 12979 Apr 19 22:17 syslog
druxr-xr—x 2 root  root 6 Apr 11 upstart
141 -rwerwr— 1 root utmp 384 Apr 19 22:17 wtmp
162 8 1s v
s Desktop Documents Downloads Music Pictures Public Templates Videos
1
" o learn the details about a file, such as the type of fil, the permissions, ownerships or the
e timestamp, perform a long listing using the -1 option to the 15 command. Below, a listing
T ofthe /var/log directory is used as an example, since it provides a variety of output:
= $ 1s -1 /var/L
1§ 1s -1 /var/log/
21
2 2017 alternatives

221 2 apache2
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<« > C O 8 htipsycontent.netdevgroup.com/assessments/unhatched|exam-01/main/

Previous Attempts

1 attempts with unlimited remaining

April 11, 2024, 4:26 p.m.

70%

21/30

View

You have taken this assessment 1 times.
attempts remaining. Glick the Begin buttc
complete all questions and submit your a

Begin Assessment
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Script

Hardware: Maintenance (P
Hardware: Installation ( Computers:
Hardware: Installation (
Operating System:
Operating System:
Operating System:
Operating System:
Operating System:
Operating System:
operating System: i What do you want these computers to do:
Operating System:

Operating System: i Restart hd
Operating System: —
Application: Maintenance

Maintenance Display waming for |30
Installatiol - g = Sclis

Browse_

Application: unstable Shutdown Event Tracker

System Failure: Stop err{ Select the option that best describes why you want to shutdown the
Security issue (Unplanne computers

Security issue (Unplanne (T ¥ Planned
Security issue (Planned) e -
Loss of network connecti Other (Planned) -

Power Failure: cord unpl
Power Failure: Environme A shutdown or restart for an unknown reason

Legacy API shutdown

NOOUUUNUTUABRBRRARANNNNNNNNNNRRR

indows\System32> shutdown /i ST

Cancel





