Wide Area Network

Tutorial 4

1. Modem-to-modem connections are which of the following?
a) DTE to DTE
b) DCE to DCE
c) DTE to DCE
d) Dependent upon the modulation used

2. When you are setting up a long distance connection which of the following is typically the lowest cost solution?
a) Frame Relay
b) ISDN
c) Leased Line
d) Analog dial-up

3. What is the default encapsulation for serial circuits on Cisco routers?
a) PPP
b) ATM
c) HDLC
d) SDLC

4. The LZW algorithm performs what function?
a) Error correction
b) compression
c) hardware flow control
d) none of the above

5. Which of the following is a valid DLCI for use on a serial interface
a) 0
b) 15
c) 1008
d) 1023
e) None of the above

6. Which of the following options represents the connection between the router and modem?
a) DTE to DTE
b) DTE to DCE
c) DCE to DCE
d) Analog

7. baud is roughly equivalent to which of the following descriptions?
a) Bits per minute
b) Bits per second
c) Four to one encryption
d) Analog-to-digital encoding

8. You have one corporate office and many small remote offices that transmit only bursty data transfer. which WAN technology should you consider?
a) Frame Relay
b) X.25
c) Dedicated circuit
d) Asynchronous connections

9. What is the interface used to configure the router locally called?
a) auxiliary
b) virtual terminal
c) console
d) management

10. The CTS and RTS wires are part of what modem function?
a) modem control signaling
b) hardware flow control
c) data transfer
d) compression

11. The transport protocols do not include which of the following?
a) Telnet
b) rlogin
c) v120
d) FTP

12. The protocol characteristics of the asynchronous connection are defined by which of the following
a) the line interface
b) the Ethernet interface
c) the asynchronous interface
d) the modem interface

13. A frame relay switch is getting congested. What type of message would it transmit to the sender of the frame, indicating that congestion is occurring
a) BECN
b) FECN
c) DE
d) CIR
e) CR

14. Which of these is not a characteristic of CHAP?
a) MD5 authentication algorithm
b) it is a 2-way handshake
c) C023 is the authentication-protocol
d) it uses TCP for transport

15. What is the function of the ground wire?
a) To secure the modem to the router
b) To provide a reference signal for clocking
c) To provide a reference signal for voltage changes
d) To allow data bursts

16. Which of the following compression methods can be used?
Choose 3
a) Software
b) Hardware
c) Server
d) Distributed

17. PPP uses which two protocols?
a) LCP and NCP
b) SLIP and SPX
c) EIGRP and OSPF
d) LLC and IP

18. Does the use of PPP require the administrator to use static IP addressing?
a) No
b) Yes, unless CHAP is also used
c) Yes, unless PAP is also used
d) Yes, unless the PPP dynamic command is used

19. Which of the following is the best choice for compression when data is both pre-compressed and uncompressed?
a) Stac
b) Predictor
c) MPPC
d) TCP

20. What is the typical maximum speed of an asynchronous dialup connection?
a) 1Mbps
b) 1.544Mbps
c) 56Kbps
d) 53Kbps

21. Which of the following best describes some telecommunications parameters for a central office?
a) Low-speed connections are an option
b) Redundancy is required
c) Fixed configuration routers are a must
d) Cost is very important

22. Which connection option guarantees consistent bandwidth availability all the time?
a) Frame relay
b) Leased line
c) ISDN
d) DSL

23. What is the maximum speed of an ISDN BRI connection?
a) 64kbps
b) 128kbps
c) 256kbps
d) 1544kbps

24. What does the DTR indicator on a serial interface mean?
a) Data transmit rejected
b) Data terminal ready
c) Data transmit ready
d) Data terminal rejected

25. Where is PPP typically deployed? (Choose 3)
a) ISDN implementation
b) LAN segments
c) Serial connections
d) Dialup solutions



----------Key----------

1. (b) 
2. (a) 
3. (c) 
4. (b) (c) 
5. (e) 
6. (b) 
7. (b) 
8. (a) 
9. (c) 
10. (b) 
11. (d) 
12. (c) 
13. (a) 
14. (a) 
15. (c) 
16. (a) (b) (d) 
17. (a) 
18. (a) 
19. (b) 
20. (d) 
21. (b) 
22. (b) 
23. (b) 
24. (b) 
25. (a) (c) (d)




Tutorial 5


1. What WAN technology is designed to deliver data, voice, and video simultaneously built on a cell-based architecture?
a) ATM
b) Cable
c) Frame Relay
d) ISDN

2. How are Frame Relay virtual circuits identified?
a) CIR
b) DLCI
c) VPI
d) MAC
e) SPID

3. Which type of WAN connection should you choose when a dedicated point-to-point WAN communications path from the customer premises through the provider network to a remote destination is required?
a) ISDN
b) Analog dialup
c) ATM
d) Frame Relay
e) Leased Line

4. Which layer of the hierarchical networks design model is often called the backbone?
a) Access
b) Distribution
c) Core
d) Network

5. What WAN technology is designed to deliver data, voice, and video simultaneously built on a cell-based architecture?
a) ATM
b) Cable
c) Frame Relay
d) ISDN

6. Which architecture enables enterprises to offer important network services- such as security, new communication services, and improved application performance - to every office, regardless of its size or proximity to headquarters
a) Cisco Enterprise Campus Architecture
b) Cisco Enterprise Data Centre Architecture
c) Cisco Enterprise Branch Architecture
d) Cisco Enterprise Teleworker Architecture

7. Which device is commonly used as Data Terminal Equipment?
a) ISDN
b) Modem
c) Router
d) CSU/DSU

8. ISDN PRI is composed of how many B channels in North America?
a) 2
b) 16
c) 23
d) 30
e) 64

9. The ability to connect securely to a private network over a public network is provided by which WAN technology 
a) DSL
b) Frame Relay
c) ISDN
d) PSTN
e) VPN

10. At which layer of the hierarchical network model do users connect to the network?
a) Application
b) Access
c) Distribution
d) Network
e) Core

11. What term describes the cabling that connects the customer site to the nearest exchange of the WAN service provider?
a) CPE
b) CO
c) Local Loop
d) DCE
e) DTE

12. What is the function of the Protocol field I a PPP frame?
a) It identifies the application layer protocol that will process the frame
b) It identifies the transport layer protocol that will process the frame
c) It identifies the data link layer protocol encapsulation in the frame’s Date field
d) It identifies the network layer protocol encapsulated in the frame’s Date field

13. What is the default encapsulation for serial interfaces on a Cisco router?
a) HDLC
b) PPP
c) Frame Relay 
d) X.25

14. Which statement describes the PAP authentication protocol?
a) It sends encrypted passwords by default
b) It uses a two-way handshake to establish identify
c) It protects against repeated trial-and-error attacks
d) It requires the same username to be configured on every router

15. Which of the following describes the serial connection between two routers using the High-level Data Link Control (HDLC) protocol?
a) Synchronous or asynchronous bit-oriented transmission using a universal frame format
b) Synchronous bit-oriented transmissions using a frames format that allows flow control and error detection
c) Asynchronous bit-oriented transmissions using a frame format derived from the synchronous Data-Link Control (SDLC) protocol
d) Asynchronous bit-oriented transmissions using a v.35 DTE/DCE interface

16. What is required to successfully establish a connection between two routers using CHAP authentication
a) The hostnames of both routers must be the same
b) The username of both routers must be the same
c) The enable secret passwords configured on both routers must be the same on both routers
d) The PPP chap sent-username command must be configured the same on both routers

17. Why are Frame Relay paths referred to as virtual?
a) There are no dedicated circuits to and from the Frame Relay carrier
b) Frame Relay PVCs are created and discarded on demand
c) The connections between PVC endpoints act like dialup circuits
d) There are no dedicated circuits inside the Frame Relay carrier cloud

18. If an authentication protocol is configured for PPP operation, when is the client or user workstation authenticated?
a) Before link establishment
b) During the link establishment phase
c) Before the networks layer protocol configuration begins 
d) After the networks layer protocol configuration has ended

19. Why is Frame Relay more cost-effective than leased lines? (choose two)
a) Time division multiplexing
b) It uses less equipment
c) Optimized packet routing
d) It shares bandwidth across a large customer base
e) Dynamic IP addressing

20. Why are Network Control Protocols used in PPP?
a) To establish and terminate data links
b) To provide authentication capabilities to PPP
c) To manage networks congestion and to allow quality testing of the link
d) To allow multiple Layer 3 protocols to operate over the same physical link 

21. Which situations favours a multipoint topology over point-to-point
a) When VLSM cannot be used to conserve addresses
b) When using routing protocols other than IP
c) When using a Frame mesh topology to save access circuits
d) When using a routing protocol that requires broadcast updates

22. What is an advantage of configuring subinterfaces in a Frame Relay environment
a) It makes the DLCI globally significant 
b) It eliminates the need for using Inverse ARP
c) It solves split-horizon issues
d) It improves flow control and bandwidth usage

23. What is used to identify the path to the next Frame Relay switch in a Frame Relay networks?
a) CIR
b) DLCI
c) FECN
d) BECN

24. How are DLCI numbers assigned?
a) They are assigned by a DLCI server
b) They are assigned arbitrarily by the user
c) They are assigned by the service provider
d) They are assigned based on the host IP address

25. Which protocol can provide error correction for data that is transmitted over a Frame Relay link?
a) FECN
b) FTP
c) LMI
d) TCP
e) UDP



----------Key----------

1. (a) 
2. (b) 
3. (e) 
4. (c) 
5. (a) 
6. (c) 
7. (c) 
8. (c) 
9. (e) 
10. (b) 
11. (c) 
12. (d) 
13. (a) 
14. (b) 
15. (b) 
16. (a) 
17. (d) 
18. (c) 
19. (c) (e) 
20. (d) 
21. (a) 
22. (c) 
23. (b) 
24. (c) 
25. (d)









Tutorial 6 

1. Which of the following describes the serial connection between two routers using the High-level Data Link Control (HDLC) protocol?
a) Synchronous or asynchronous bit-oriented transmission using a universal frame format
b) Synchronous bit-oriented transmissions using a frames format that allows flow control and error detection
c) Asynchronous bit-oriented transmissions using a frame format derived from the synchronous Data-Link Control (SDLC) protocol
d) Asynchronous bit-oriented transmissions using a v.35 DTE/DCE interface

2. Why are Frame Relay paths referred to as virtual?
a) There are no dedicated circuits to and from the Frame Relay carrier
b) Frame Relay PVCs are created and discarded on demand
c) The connections between PVC endpoints act like dialup circuits
d) There are no dedicated circuits inside the Frame Relay carrier cloud

3. Which statement accurately describes the split-horizon problem with regard to a multipoint topology?
a) Split horizon must be disabled for all non-IP protocols
b) Split horizon creates IP routing loops in multipoint domains
c) Split horizon does not apply to broadcast, so it does not protect protocols that use broadcast updates
d) Split horizon prevents any interface from accepting a valid update and forwarding to all the other interfaces

4. If an authentication protocol is configured for PPP operation, when is the client or user workstation authenticated?
a) Before link establishment
b) During the link establishment phase
c) Before the networks layer protocol configuration begins 
d) After the networks layer protocol configuration has ended

5. What reliability advantage dos Frame Relay offer over leased lines?
a) Frame Relay access circuits are higher-grade circuits than leased lines
b) The pathways for virtual circuits inside the carrier are meshed
c) From end to end, a single virtual circuit uses a fixed error-checked path
d) Frame Relay uses more-sophisticated error-detection methods

6. Why is Frame Relay more cost-effective than leased lines? (choose two)
a) Time division multiplexing
b) It uses less equipment
c) Optimized packet routing
d) It shares bandwidth across a large customer base
e) Dynamic IP addressing

7. Why are Network Control Protocols used in PPP?
a) To establish and terminate data links
b) To provide authentication capabilities to PPP
c) To manage networks congestion and to allow quality testing of the link
d) To allow multiple Layer 3 protocols to operate over the same physical link 

8. Which feature provides a straightforward "one-touch" device lockdown for configuring the security posture of routers?
a) SSH
b) SDM
c) Autosecure
d) SNMP

9. What is the function of the Protocol field in a PPP frame?
a) It identifies the application layer protocol that will process the frame
b) It identifies the transport layer protocol that will process the frame
c) It identifies the data link layer protocol encapsulation in the frame's Date field
d) It identifies the network layer protocol encapsulated in the frame's Data field

10. Why are Frame Relay paths referred to as virtual?
a) There are no dedicated circuits to and from the Frame Relay carrier
b) Frame Relay PVCs re created and discarded on demand
c) The connections between PVC endpoints act like dialup circuits
d) There are no dedicated circuits inside the frame Relay carrier cloud 

11. Match each description with its corresponding term: 
Error control
Authentication protocols,
Allows load balancing 
Compression protocols

a) Stacker/predictor
b) Magic number
c) Multilink
d) CHAP/PAP
e) Call in

12. Why are Network Control Protocols used in PPP?
a) To establish and terminate data links
b) To provide authentication capabilities to PPP
c) To manage network congestion and to allow quality testing of the link
d) To allow multiple Layer 3 protocols to operate over the same physical link

13. Which protocol can provide error correction for data that is transmitted over a Frame Relay link?
a) FECN
b) FTP
c) LMI
d) TCP 
e) UDP

14. A technician testing the function of a recently installed router is unable to ping the serial interface of a remote router. the technician executes the show interfaces serial 0/0/0 command on the local router and sees the following line in the router:

Serial 0/0/0 is down, line protocol is down
What are two possible causes of this command output? (Choose 2)
a) The clock rate command is missing
b) The carrier detect signal is not sensed
c) Keepalives are not being sent
d) The interface is shut down
e) The cabling is faulty or incorrect

15. At which rate does a service provide guarantee to transfer data into the Frame Relay networks?
a) Baud rate
b) Timing rate
c) Data transfer rate
d) Committed information rate 

16. Which of the following items are considered WAN devices? (choose 3)
a) Bridge
b) Modem
c) Router
d) Ethernet switch
e) Access server
f) Repeater

17. Which hierarchical network model layer is responsible for containing network problems to the workgroups in which they occur?
a) Application
b) Access
c) Distribution
d) Network
e) Core

18. Which feature provides a straightforward “one-touch” device lockdown for configuring the security posture of routers?
a) SSH
b) SDM
c) AutoSecure 
d) SNMP

19. As part of a network security plan, where does Cisco recommend that administrators send events captures by syslog?
a) Flash
b) NVRAM
c) Designated TFTP clients
d) Designated SNMP clients

20. Which protocol should be used when strong privacy and session integrity are needed for remote administration?
a) HTTP
b) SNMP
c) SSH
d) Telnet
e) TFTP



----------Key----------

1. (b) 
2. (d) 
3. (d) 
4. (c) 
5. (b) 
6. (b) (d) 
7. (d) 
8. (c) 
9. (d) 
10. (d) 
11. (a) (b) (c) (d) 
12. (d) 
13. (d) 
14. (b) (e) 
15. (d) 
16. (b) (c) (e) 
17. (c) 
18. (c) 
19. (c) 
20. (c)



Tutorial 7

1. Which protocol should be used when privacy and session integrity are needed for remote administration?
a) HTTP
b) SNMP
c) SSH
d) Telnet
e) TFTP

2. Which feature is a web-based device-management tool for Cisco IOS software-based router?
a) SSH
b) SDM
c) Autosecure
d) SNMP

3. What kind of access list is created with the command ip access-list standard fastaccess?
a) Turbo ACL
b) Reflexive ACL
c) Named ACL
d) Dynamic ACL

4. An administrator wants to implement lock-and-key access to a host within the company network for specific users who are connecting from outside the company network. What type of ACL would best suit the situation?
a) Dynamic
b) Reflexive
c) Extended
d) Time-based

5. When accommodating a Teleworker, which type of connection should be used when mobile access during travelling is required and broadband options are available?
a) Residential cable
b) DSL
c) Dialup
d) Satellite

6. What type of port on a Cisco router is used to connect to a Frame Relay provider? 
a) Ethernet port
b) Serial port
c) Frame Relay port
d) Asynchronous port

7. What does the DTR indicator on a serial interface mean?
a) Data transit rejected
b) Data terminal ready
c) Data transit ready
d) Data terminal rejected

8. Which of the following terms describe whether a service provider is capable of providing a service in your area?
a) Reliability
b) Cost
c) Availability
d) Redundancy

9. How does QoS affect the flow of packets?
a) QoS allows high-priority traffic to exit first
b) QoS blocks certain traffic flows
c) QoS puts smaller packets at the end of the line
d) QoS has different behaviour patterns based on the time of day

10. Which of the following WAN connection methods establishes connections with an ISP instead of with another site?
a) Frame relay
b) Leased Line
c) ISDN
d) DSL

11. What is the default interface queuing option on serial interfaces?
a) FIFO
b) WFQ
c) Round Robin
d) No queuing turned on

12. A technician has been asked to troubleshoot a simple network problem that seems to be caused by software. Which troubleshooting approach would suggest?
a) Bottom-up
b) Top-down
c) Divide-and-conquer
d) Middle-out

13. Which is the most common encapsulation in use on BRI interfaces?
a) PPP
b) HDLC
c) ATM
d) SDLC

14. Which wireless standard operates in both licensed and unlicensed bands of the spectrum from 2 to 6 GHz and allows for transmissions rates of 70 Mbps at a range of up to 50 kilometres?
a) 802.11g
b) 802.11b
c) 802.11n
d) 802.16
e) 802.11e

15. In PPP callback implementations, which router is in charge of the authentication challenge and the disconnect of the initial call?
a) Callback server
b) Callback client
c) Snapshot server
d) Snapshot client

16. Which LCP option is used to add additional bandwidth to a link capacity as needed and available?
a) Compression
b) Callback
c) Authentication
d) Multilink

17. What is one symptom of a physical layer problem?
a) High CPU utilization
b) Excessive broadcasts
c) Slow STP convergence
d) Routing loops

18. What is the typical round-trip time for a single data packet from ground to satellite back to ground?
a) 1/8 second
b) 1 second
c) 1/4 second
d) 1/10 second

19. The Frame Relay star topology is also known as what?
a) Full mesh
b) Hub and spoke
c) Partial mesh
d) NBMA

20. If an administrator chooses to avoid using NAT overload, what is the default timeout value for NAT translations?
a) One hour
b) One day
c) One week
d) Indefinite

21. What class B private address space is available from RFC 1918?
a) 172.16.0.0 - 172.16.255.255
b) 172.16.0.0 - 172.31.255.255
c) 172.16.0.0 - 172.32.0.0
d) 172.16.0.0 - 192.168.0.0

22. What do cable providers typically deploy to support high-speed transmissions of data to SOHO cable modems?
a) Hybrid fiber-coaxial (HFC)
b) High-speed dialup cable modems
c) Broadband copper coaxial
d) 1000BASE-TX

23. What are the three OSI layers at which encryption is usually performed?
a) Application layer
b) Data link layer
c) Session layer
d) Network layer
e) Physical layer

24. Which output from the show interfaces s0/0/0 command indicates that the far end of a point-to point link has a different encapsulation set that the local router?
a) Serial 0/0/0 is down, line protocol is down
b) Serial 0/0/0 is up, line protocol is down
c) Serial 0/0/0 is up, line protocol is up (looped)
d) Serial 0/0/0 is up, line protocol is down (disabled)
e) Serial 0/0/0 is administratively down, line protocol id down

25. Which NAT solution allows external users to access an internal FTP server network?
a) Dynamic NAT
b) Port address translation (PAT)
c) NAT overload
d) Static NAT



----------Key----------

1. (c) 
2. (b) 
3. (c) 
4. (a) 
5. (c) 
6. (b) 
7. (b) 
8. (c) 
9. (a) 
10. (d) 
11. (b) 
12. (b) 
13. (a) 
14. (d) 
15. (a) 
16. (d) 
17. (a) 
18. (c) 
19. (b) 
20. (b) 
21. (b) 
22. (a) 
23. (a) (b) (d) 
24. (b) 
25. (d)
