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1. [bookmark: _Toc228522601]Introduction

GreenLeaf Organics is a UK ecologically-focused retailer of certified organic food, natural personal care and "green" household products. This report proposes a MySQL relational database for the company's e-commerce website to support supplier management, product catalogue, customer registration and orders, inventory management and reviews. The scenario calls for more than a catalogue: it requires a transactional centre with suppliers, customers, products, categories, inventory movements, orders and reviews that are highly consistent and correct in the face of multiple concurrent transactions.
Part A is covered in the report, which identifies entities and relationships, schema design based on an ERD, justification for Third Normal Form (3NF), table constraints, insertion of sample data and explanation of stored procedures, triggers, functions, transactional usage and indexing. MySQL is suitable as the case has structured data and fixed business rules (such as supplier-to-product, customer-to-order, order-to-item and product-to-category) that are best captured in relational models and SQL transactions [1], [2], [3].
A key driver for the design is that GreenLeaf deals with financial, regulatory and reputational data. Price errors impact revenue, order errors impact customer trust, stock errors impact replenishment and review errors impact product integrity. As a result, the database is viewed as a control, rather than data store. Primary keys, foreign keys, checks, unique constraints, stored procedures, rollback and audit triggers are used to ensure that data is fit for purpose.
The design takes account of the trade-offs. Normalisation removes data duplication, but requires more joins; indexing improves read times but slows down writes; and triggers improve auditability, but can be confusing if not well documented. So it's a balance between theoretical purity, maintainability, scalability, transactional integrity and performance.









2. [bookmark: _Toc228500449][bookmark: _Toc228522602]Database Design

2.1 [bookmark: _Toc228500450][bookmark: _Toc228522603]Entity Identification and Relationship Rationale
We have nine key entities: Supplier, Product, Category, Product_Category, Customer, Orders, Order_Item, Review and Audit_Log. These collectively isolate the suppliers, products, product categories, customers, order headers, order items, reviews and audit logs. It avoids putting all the eggs in one basket and enables integrity rules.
Products and Suppliers have a one-to-many relationship: a supplier supplies many products, a product has one supplier. Product's supplier_id foreign key is used for supplier compliance, product tracing and supplier revenue reporting. The split supplier tables prevent duplicate supplier certification data, problems with updating supplier contact details or supplier certifications [3], [4].
Products and Categories are in a many-to-many relationship as a product can be in multiple catalogue categories and the category can contain multiple products. Product_Category is joined with a composite key. This removes the need for comma-separated category codes, enables flexible search and removes duplicate product-category records [5], [6].
Customer and Orders are one-to-many; Orders and Order_Item are not joined as order headers hold transaction details and order lines hold product details, quantities, prices and subtotals. This is 1NF and allows stock movements to be tracked at order line level and order status at order level.
Review links Customer and Product. An index on customer_id and product_id makes the reviews unique and a trigger ensures the product is purchased in the right order to allow customer feedback. Audit_Log does not contain strict operational foreign keys so audit logs can be read even if the business changes.
[bookmark: _Toc228499829]Table 1: Core Entities and Relationships in the GreenLeaf Database
	Entity
	Main Purpose
	Key Relationships

	Supplier
	Organic certified manufacturers and growers; includes certification and contact information.
	Many products are supplied by one supplier

	Product
	Contains name, price, stock level, expiry date, active or not, and supplier ID.
	Many products are supplied by one supplier; products are in many categories; products are in order items and reviews

	Category
	Catalogue browse categories like Organic Vegetables, Eco Household and Natural Skincare.
	Many categories include many products through Product_Category.

	Product_Category
	Junction table for many-to-many association between Product-Category.
	Composite primary key on product_id and category_id.

	Customer
	Stores individual or business purchaser details and addresses.
	One customer places many orders and may write product reviews.

	Orders
	Stores order header details such as date, status, shipping address and total amount.
	One order belongs to one customer and contains many order items.

	Order_Item
	Stores each product line in an order, including quantity, unit price and subtotal.
	Each line belongs to one order and one product.

	Review
	Stores customer product ratings and written feedback.
	Each review belongs to one customer and one product; duplicate reviews are prevented.

	Audit_Log
	Stores automatically generated audit records for critical table changes.
	Populated by triggers for traceability.


2.2 [bookmark: _Toc228500451][bookmark: _Toc228522604]Entity Relationship Diagram

The GreenLeaf Organics database structure is illustrated in Figure 1, which includes primary keys, foreign keys, and cardinalities of master data, catalogue data, transactional data, reviews, and audit logs. It visually demonstrates the conversion of the conceptual design into a physical schema.
[image: ]
[bookmark: _Toc228499874]Figure 1: GreenLeaf Organics Entity Relationship Diagram
The ERD breaks down concerns rather than having a product table or an order table. Supplier and Customer are master data tables; Product and Category tables support product cataloguing; Orders and OrderItem tables support transactions; Review is used to engage with customers; AuditLog supports compliance. This makes it easier to maintain as certification, orders, reviews, and audit rules can be managed in the appropriate areas of the schema.
The ERD also supports business needs. Orders have line items, categories are represented via a junction table, and reviews are linked to customers and products. This helps us with supplier dashboards and customer order history, product reviews, expiry date tracking, and revenue reporting.





2.3 [bookmark: _Toc228500452][bookmark: _Toc228522605]Normalisation to Third Normal Form
Third Normal Form is achieved [7], [8]. 1NF ensures that attributes are atomic and repeating groups are eliminated: product category is stored in ProductCategory, and order products are stored in OrderItem instead of strings.
2NF is achieved since non-key attributes depend on the key. ProductCategory only stores the relationship between products and categories, and OrderItem attributes quantity, unit_price, and subtotal are specific to the order line rather than to the order or the product.
3NF is achieved because non-key attributes don't depend on other non-key attributes. Supplier certification still stays with Supplier, customer phone and fax still stays with Customer, category names still stay with category, resulting in fewer insertions, updates, and deletes anomalies [20], [21]. The shipping address is stored in Orders so that the historical shipping address is retained.
Strict normalisation may incur more joins for product catalogue and reporting queries, particularly if a product, Supplier, category, and rating information is presented. But integrity is more critical for the operational database as it controls stock, orders, and information shown to customers. Subsequent selective indexing helps to reduce the impact of joins [23].
















3 [bookmark: _Toc228500453][bookmark: _Toc228522606]Implementation Documentation

[bookmark: _Toc228500454][bookmark: _Toc228522607]3.1 Table Creation and Constraint Implementation
MySQL is used to implement the database by converting the ERD to tables with primary keys, foreign keys, appropriate data types, and constraints. This is significant, as it is not enough to rely on the application for data integrity: new interfaces, administration tools, or APIs may be developed, but the database still enforces the rules [9], [10].
[image: ]
[bookmark: _Toc228499875]Figure 2a: Supplier Table SQL Definition with Primary Key and Validation Constraints

Primary keys identify records and provide stable targets for foreign keys. Auto-incremented integers make it easier to join tables and eliminate the need to expose business keys. Foreign keys (Product.supplierid and OrderItem.order_id) prevent orphans and ensure the relationships depicted in the ERD.
Check constraints implement business rules like positive prices, non-negative stock, valid customer ratings, and order statuses. Unique constraints ensure different customers have different email addresses and a single review per product.Not null constraints require values for certain fields, and default timestamps assist logging.
[image: ]
[bookmark: _Toc228499876]Figure 2b: Product Table SQL Definition with Supplier Foreign Key and Business Constraints

Derived columns calculate the subtotal of each line item, to eliminate arithmetic problems. Unit price is still stored in Order_Item, instead of reading the product. price, to ensure that historical orders reflect the product's price at the time of the order.
[image: ]
[bookmark: _Toc228499877]Figure 2c: Review Table SQL Definition with Rating, Foreign Key and Unique Constraints
[bookmark: _Toc228499830]Table 2: Database Constraint Types and Implementation Purposes
	Constraint Type
	Implementation Example
	Critical Purpose

	Primary key
	supplier_id INT AUTO_INCREMENT PRIMARY KEY
	Enforces record uniqueness and stability of table relationships.

	Foreign key
	Product.supplier_id references Supplier.supplier_id
	Enforces referential integrity to ensure against orphaned product, order or review data.

	Check constraint
	price > 0; rating BETWEEN 1 AND 5
	Prevents invalid business data being entered into the database.

	Unique constraint
	UNIQUE(customer_id, product_id) on Review
	Prevents duplicate customer reviews and protects data credibility.

	Not null
	company_name VARCHAR(150) NOT NULL
	Ensures no duplicate and Maintains business information.

	Default value
	created_at DEFAULT CURRENT_TIMESTAMP
	Ensures automatic date and time entries.

	Generated column
	subtotal as quantity * unit_price
	Ensures correct calculations of order line subtotals.



[bookmark: _Toc228500455][bookmark: _Toc228522608]3.2 Constraint Validation and Sample Data

To demonstrate that the database accepts and rejects valid and invalid data, constraint validation is performed. Negative tests run invalid prices, emails, ratings, duplicate reviews, invalid supplier IDs and zero quantities. This confirms the database enforces the rules.
[image: ]
[bookmark: _Toc228499878]Figure 2: Table Creation and Constraint Definition-SQL Execution Output
Figure 2 shows successful CREATE TABLE statements. The primary keys, foreign keys, check constraints, unique keys and default values have been verified by MySQL; this verifies the schema is correct prior to data and procedural tests [9], [10].
The tables are populated with test data. Suppliers have different certifications; products are food, cosmetic or cleaning; customers are individuals and corporations; and orders are Pending, Processing, Shipped or Delivered. This checks joins and procedure code, updates stock levels, checks posting restrictions and indexes.
Figures 3-7 are negative tests, entering bad data. They test the database, rather than the application, as will be needed for a retail system with multiple points of sale.
[image: ]
[bookmark: _Toc228499879]Figure 3: Constraint Test-Negative Price Rejection
Figure 3 shows the CHECK constraint rejecting a negative price for a product before it is inserted into the database, confirming product prices are all positive [9].
[image: ]
[bookmark: _Toc228499880]Figure 4: Constraint Test - Invalid Email Format
Figure 4 demonstrates the email CHECK constraint blocking an invalid email address, ensuring communication and notification processes despite the data-entry platform.
[image: ]
[bookmark: _Toc228499881]Figure 5: Constraint Test - Review Purchase Verification
Figure 5 shows the review purchase-check trigger rejecting a review if the customer has not made a qualifying purchase of the product. This inter-table constraint (Customer, Orders, Order_Item, Review) is not easily representable as a column constraint; so the trigger is the right place [22].
[image: ]
[bookmark: _Toc228499882]Figure 6: Constraint Test - Duplicate Review Prevention
Figure 6, the UNIQUE constraint on (customer_id, product_id) in the Review table prevents a customer from posting a second review for a product. A duplicate key error is returned, maintaining the one review per product, per customer constraint.
[image: ]
[bookmark: _Toc228499883]Figure 7: Constraint Test -Referential Integrity Enforcement
Figure 7 shows that Product.supplier_id forbids a supplier record that does not exist, so no orphaned products exist and supplier traceability is ensured [3], [4].
[image: ]
[bookmark: _Toc228499884]Figure 8: Sample Data Insertion - Supplier Table
Figure 8 confirms six suppliers were inserted with different certification information and confirming mandatory fields.

[image: ]
[bookmark: _Toc228499885]Figure 9: Sample Data Insertion -Product Table
Figure 9 shows 15 products with valid supplier references, validating referential integrity for product-supplier joins.
[image: ]
[bookmark: _Toc228499886]Figure 10: Sample Data Insertion - Customer Table
Figure 10 shows eight customers, using distinct email addresses for order and review testing, including individuals and companies.
[image: ]
[bookmark: _Toc228499887]Figure 11: Sample Data Insertion -Orders Table (Showing Varied Statuses)
Figure 11 shows ten orders in Pending, Processing, Shipped and Delivered statuses, ensuring the status CHECK constraint and order total population.
[image: ]
[bookmark: _Toc228499888]Figure 12: Sample Data Insertion -Order_Item Table (Showing Generated Subtotals)
Figure 12 shows 28 order-item records whose generated subtotal values are automatically calculated from quantity and unit_price.
[image: ]
[bookmark: _Toc228499889]Figure 13: Sample Data Insertion -Review Table (Showing Ratings and Feedback)
Figure 13 shows 12 valid reviews with ratings between 1 and 5, duplicate-review prevention and purchase-based trigger enforcement.
[bookmark: _Toc228499831]Table 3: Sample Data Coverage by Table
	Table
	Sample Records
	Reason for Inclusion

	Supplier
	6
	Tests supplier registration, certification and product ownership.

	Category
	7
	Tests catalogue browsing and product classification.

	Product
	15
	Tests stock, pricing, expiry dates and supplier links.

	Product_Category
	18
	Tests many-to-many category assignment.

	Customer
	8
	Tests customer registration and order history.

	Orders
	10
	Tests transaction statuses and order processing.

	Order_Item
	28
	Tests multi-product orders and subtotal calculation.

	Review
	12
	Tests feedback, ratings and review integrity.



[bookmark: _Toc228500456][bookmark: _Toc228522609]3.3 Triggers and Functions, Auditing

Auditing is required as product prices, stock, order status and Supplier details affect trust and accountability. Auditing is implemented with three triggers that log product insert/update and order status change in Audit_Log with the table name, action, old values, new values and time stamp [22]. JSON values provides auditing without audit tables for each entity.
The product update trigger is important as it changes the stock, status and price, which in turn change the customer experience and reports. For instance, the audit might record the date the price changed, what it was or why stock suddenly fell. The order status trigger will record, for example, Pending to Processing or Shipped to Delivered for service monitoring.
The review check-purchase trigger is for a business check rule that cannot be readily put into a check constraint. It ensures the Customer has bought the product in an order with a good status before reviewing. This can help with the integrity of the reviews for a product, by allowing only reviews from customers who've bought the product.  The trigger is appropriate because the review validity depends on both rows in the Customer, Orders, Order_Item, and Product tables.
User-defined functions allow reusable calculations. Fn_GetAverageRating(product_id) is the average rating of the product and supports product catalogue pages. Fn_GetSupplierRevenue(supplier_id) returns the revenue of a supplier's products and is used for supplier performance reports. Fn_IsSupplierCertValid(supplier_id) checks if certification is valid and supports supplier certifications. These functions avoid duplication in queries and simplify database querying [17]. But they need to be documented and used with caution, as complex functions executed many times for large result sets may impact performance.












4 [bookmark: _Toc228500457][bookmark: _Toc228522610]Stored Procedures and Transactional Scenario

4.1 [bookmark: _Toc228500458][bookmark: _Toc228522611]CRUD Stored Procedures

Create, Read, Update, and Delete operations are encapsulated with stored procedures. There are two advantages of this design. First, it moves validation and transaction logic to the database layer, and minimises the risk of various application modules using different rules. Second, it has maintainability since modifications to data-modification code can be done in a single stored procedure, and not distributed among various application scripts. Raised controlled errors and rollback triggered with MySQL EXIT HANDLER and SIGNAL mechanisms are employed to raise controlled errors in case of a business rule violation.
The sp_InsertProduct process confirms the supplier is present and the price and stock value are acceptable, and then a product is inserted. The sp_GetProductsByCategory procedure is a join of Product, Supplier, Product_Category, and Category to retrieve active products in a desired category. It is not writeable; therefore, it does not need to be explicitly processed when it comes to transactions. The sp_UpdateProduct process performs a validation procedure on the target product and the new values, then updates the target product. In contrast, sp_DeleteProduct uses a soft deletion method whereby isactive is set to false rather than physically deleting the Product.
The soft delete method is a design choice. Deleting, physically, products may destroy historical order data since historical order items may continue to refer to products that have been purchased by customers. In the event that an old product was dropped from Product, historic orders would be out of context. Through the functionality of is_active, GreenLeaf is able to delete products from the customer catalogue yet preserve them to be used in auditing, reporting, and order history. The trade-off here is that queries facing customers have to always narrow down on active products, and this can be dealt with by indexing and query conventions.
[bookmark: _Toc228499832]Table 4: Stored Procedure Summary and Integrity Logic

	Procedure
	Operation
	Transaction and Integrity Logic

	sp_InsertProduct
	Create
	Begins a transaction, validates supplier and product values, commits if valid and rolls back on error.

	sp_GetProductsByCategory
	Read
	Retrieves active products with supplier and category details; no write transaction required.

	sp_UpdateProduct
	Update
	Validates product existence, price and stock before committing the update.

	sp_DeleteProduct
	Soft delete
	Sets is_active to false instead of physical deletion, preserving historical order integrity.



[bookmark: _Toc228500459][bookmark: _Toc228522612]4.2 Transactions of order placement and cancellation
Order placement is the most crucial transactional situation. An order placement is not a unit of work by itself; it is a multi-step work unit. The system has to ensure that the customer is validated, the order header is created, each order item is inserted, the stock of every Product is removed, the total amount is computed, and lastly, the commitment is made. Should a step fail to work, then all the other steps should be reversed. This is the meaning of atomicity in the GreenLeaf context that is practical [11], [12], [13].
The process of PlaceOrder starts with checking the existence of the customer. It then generates an Orders record having a tentative total amount and a pending status. The process takes the current price and stock, verifies that there is enough stock, inserts the respective OrderItem and the Product, and decrements the stock_quantity. Once everything is processed, the process goes and changes the total of the order with the line items inserted. It is only after that that COMMIT is issued. This order makes sure that the committed database state has a full and internally consistent order.
Rollback is warranted in cases where there is no product, stock is out, the customer has a disability, or there are any failures in any of the inserts or updates. GreenLeaf would be able to make a partial order, deduct stock without an order, or store totals that are not equal to the order items without rollback. The problems with these inconsistencies are not petty technical problems; they influence the billing of the customers, inventory planning, and replenishing with suppliers. The transaction thus safeguards the integrity of data and the reliability of the business processes.
Only in the case when all the operations in the order placement process are successful, is the commit justified. By this time, the order items, order header, and the stock levels and total amount are in agreement. The transaction made is permanent and can be seen by subsequent queries. Isolation is also of significance in a real multi-user platform where two customers might be in need of purchasing the final units of the same Product. Stock in the transaction must be locked or updated in a controlled manner to preclude overselling. It is one of the reasons why it is best to conduct stock checks and stock decrements within the same transaction and not as distinct application calls [14].
The opposite principle is used in the cancellation procedure. A cancellable order is confirmed, assignment of order items is done, the corresponding stock quantities are replenished, and the status of the order is set to Cancelled. The order status should not be changed in case of failure in stock restoration. This will avoid the false scenario of the database indicating an order as cancelled, and the inventory is not returned. The cancellation logic also has the correct effect of not cancelling an already delivered order since that order is an already fulfilled event and not a commitment.
5 [bookmark: _Toc228500460][bookmark: _Toc228522613]Performance Tuning Enhancement

Selective secondary indexes are used to deal with performance tuning. Indexes will be needed since the platform of GreenLeaf is likely to be read-intensive. Browsing the product catalogues, sorting the products according to their type, reading the product description, reviews, and order history are more often done by customers than by the administrators creating new products. In the absence of indexes, the database engine can make full table scans of typical queries [36]. With increased data, full scans become ineffective as all the rows need to be scanned.
The index strategy is not arbitrary but workload-based [37]. Product. supplierid is also indexed since product listing can be combined with the suppliers to display the name of the supplier and certification. Orders. customerid is an indexed field, since it is regularly used by customers to look at past orders. Orders. status is an indexed table since employees can enquire about their pending orders. Review. productid is an indexed value since the page with the customer review and the average rating of the product is shown. Product.expirydate is indexed since the stock managers should be able to find out products that are about to expire. AuditLog(tablename, changed at) is indexed since the audit investigation often narrows down records by table under investigation and timeframe.
The composite index on OrderItem(orderid, productid) is of special interest, as order information is often accessed using orderid, and as validation of products in a transactional context, might also use productid. When an index coincides with query predicates, a composite index may be used to minimize the number of separate indexes that are necessary. Nonetheless, composite indexes should be created with caution since the order of columns influences the usefulness. An index with orderid as the starting index is the most powerful in terms of queries that can be precisely narrowed by order ID, which suits order detail retrieval.
The idx_productactive index is important to be critically considered since is_active is a low cardinality Boolean column. Low-cardinality indexes are not necessarily the good ones, as the optimiser can even choose to scan all the rows with the same value. The index could be applicable in the case of GreenLeaf, when it is used in conjunction with other predicates, or when products that are not active increase with time. However, when almost all products are active, a composite index like (is_active, category-related join patterns) or indexing on more discriminating fields can be more beneficial [24].This shows that monitoring indexing with EXPLAIN output and making changes as actual query workloads are discovered should be done [17], [18].
There are also costs associated with indexing. Each insert, update, and delete operation has to update the corresponding index structures, and thus, an overuse of indexing slows down write operations and reduces storage [19]. To this end, the design does not index all the columns. It targets those columns that are regularly used in joins, filters, and audit queries. Performance tuning in a production system must be furthered with query profiling, slow query logs, and periodical review of unused indexes. New studies on learned index structures [31] and automated self-tuning systems [32] indicate that machine learning could be used in the future to further automate the process of index selection and query optimisation in database management.
[bookmark: _Toc228499833]Table 5: Index Strategy and Expected Performance Benefit
	Index
	Column(s)
	Expected Performance Benefit

	idx_product_supplier
	Product.supplier_id
	Improves product-supplier joins for catalogue and compliance pages.

	idx_orders_customer
	Orders.customer_id
	Speeds up customer order-history retrieval.

	idx_orders_status
	Orders.status
	Supports operational filtering of Pending, Processing and Shipped orders.

	idx_orderitem_order_product
	Order_Item(order_id, product_id)
	Improves order detail retrieval and product lookup within orders.

	idx_review_product
	Review.product_id
	Speeds up product review display and average rating calculations.

	idx_product_active
	Product.is_active
	Supports customer-facing filtering of active products, with low-cardinality caveat.

	idx_audit_table_date
	Audit_Log(table_name, changed_at)
	Improves audit investigations by table and date range.

	idx_product_expiry
	Product.expiry_date
	Supports stock management for products nearing expiry.












6 [bookmark: _Toc228500461][bookmark: _Toc228522614]Literature Support for Design and Implementation Choices

It is designed based on the relational database theory. The relational model proposed by Codd forms the conceptual understanding of how to model the data as relations and impose consistency with the help of keys and relationships [1]. Subsequent database design books will underline that normalisation minimises redundancy as well as guards against data insertion, update, and elimination anomalies [2], [3], [4]. This is a direct assist to the GreenLeaf design, where the supplier, product, category, customer, order, and review information is divided into purpose-specific tables.
The ACID model supports transaction management. Atomicity is a property that assures that order placement is either completely successful or a no-op, consistency is a property that constraints and business rules do not violate, isolation minimizes interference between concurrent operations, and durability is a property that guarantees committed modifications are not lost to failure [11], [12], [13]. The above notions explain why BEGIN, COMMIT, and ROLLBACK are used in stored procedures. In an e-commerce scenario, ACID is not a theoretical construct; the properties are necessary in order to avoid overselling, partial order, and wrong financial statements.
Database administration and implementation literature also supports stored procedures and triggers. Stored procedures are used to centralise business logic and minimise repeated application code, and triggers are used to facilitate automatic actions when data is modified [4], [7], [10]. The controlled CRUD operations and transactional order processing in this project are conducted using stored procedures, and auditing and review validation using triggers. This distinction is suitable since procedures are deliberate actions that are started by the application, whereas triggers are automatic database reactions to events in the data.
The indexing theory is the one that favors the performance tuning segment. B-tree indexes can lessen the search area of retrieval operations and are particularly useful in join and filter columns [9], [37]. MySQL-specific instructions underline that the design of indexes must rely on real query patterns, column selectivity, and EXPLAIN plan as opposed to guesses [17], [18]. The GreenLeaf index options thus are based on the predictable workload trends like product browsing, order history, order status filtering, review display, and audit investigation. The report also acknowledges that indexes are not free: they introduce overhead to maintenance and, as the volume of data and the workload vary, have to be reconsidered.
In general, the literature is in favor of a balanced design. Normalisation ensures integrity; transactions ensure multi-step operations; constraints ensure rules are kept near to data; triggers are used to automate audit, cross-table checks; functions are used to support reusable computation; and indexes are used to enhance performance where query patterns warrant them. The implementation can thus be academically justifiable and practically consistent with the operational needs of GreenLeaf Organics.
The design should also be continuously validated once deployed. The sample data confirms that the schema is correct on the representative cases; however, the amount of data and the number of users performing concurrently may reveal the performance and integrity problems that are not apparent in a small prototype. To take the case of indexing, it is active where the decision to index has to be made again after looking at the real product volumes and query plans. On the same note, the stock decrement logic also has to be tested in the context of simultaneous transactions to ensure that there is no overselling. Such a reflective perspective is significant since good database design is an iterative process: conceptual modelling, implementation, testing, monitoring, and refinement should be a continuing process as the business expands.
Security will also apply, although Part A will be concerned with database design/implementation, and not the web application. The database must implement least-privilege access, i.e., customers, suppliers, administrators, and reporting users must not have the same database permissions. This approach can be supported by stored procedures since users might be authorized to perform controlled operations without being given direct access to base tables without restriction. But, stored procedures alone are not a panacea for security. In a production environment, input validation, secure authentication, encrypted connections, secure backups, and careful treatment of personally identifiable customer data would all be necessary. Such controls would be of particular interest due to the Customer and Orders tables containing contact information, addresses, and buying history [25], [26].
Another implementation consideration is data governance. GreenLeaf Organics is in an industry where suppliers purport that their products are certified organic, expire, and are environmentally friendly, which affects the confidence of customers. The database must therefore maintain not just the accuracy of transactions, but also be traceable. The supplier certification fields, certification validity function, and audit triggers facilitate this need by rendering data related to compliance visible and verifiable. However, the prototype is not to be considered a full-fledged compliance system. Stronger document storage in a production database would be required to store supplier certificates, versioned certification records, expiry notifications, and approval processes to ensure that products are not added to the list of suppliers whose certification has expired. This demonstrates the real-world boundary of the existing design: the design gives the structural foundation to the compliance, but would need extra workflow controls prior to live deployment [27].
There is also an increasing interest in alternative and distributed database paradigms as reflected in the literature. Distributed database systems add more complexity to the consistency, availability, and partition tolerance [15]. Comparative surveys of both SQL data stores and NoSQL data stores affirm that the choice of database model to use must be determined by the data structure, consistency requirements, and scalability needs [16]. In cases where transactional data are highly structured (e.g., the order and inventory system used by GreenLeaf), relational databases are still the correct solution; nevertheless, one should be aware of other models that can be used to scale it in the future. Application design Data-intensive application design (which focuses on the concept of reliability, scalability, and maintainability) offers a more general context in which GreenLeaf design choices may be framed [19]. Storage systems based on NoSQL have varying availability and throughput properties [28], and are a new type of system tailored to semantic search workloads [29]. Knowledge of these options, including existing educational systems of NoSQL [30], solidifies the rationale of why relational modelling is the right course of action with structured transactional data of the retail industry.
The development of machine-learning elements of databases is also pertinent to the future. Traditionally, cost-based optimisers cannot achieve this; learned query optimisers like Neo [33] and Bao [34] show that machine learning can assist with query plan selection in a manner that traditional cost-based optimisers can not. Studies on self-driving database systems [35] indicate that in the future, configuration, tuning, and recovery can be autonomously handled. Together with these developments, the LSM-tree storage format [38] offers a write-optimised B-tree replacement in the face of high-ingestion workloads, and the query optimisation theory [36] forms the foundation of the cost-based planning MySQL internally employs. This theoretical background can be found in the query and index optimisation capabilities of MySQL, which are described in practitioner-oriented sources [17], [18]. Chamberlin and Boyce [39] themselves invented the SQL language, which developed the declarative query model, which MySQL and all major relational systems use today. Stonebraker and Hellerstein [40] offer a long-term historical viewpoint, in which relational systems have proven to have long-lasting benefits in organized information management despite the waves of alternate paradigms, which is a conclusion that directly supports the selection of MySQL as the GreenLeaf platform.












7 [bookmark: _Toc228500462][bookmark: _Toc228522615]Conclusion and Reflection
The report has introduced and provided a critical rationale of the relational database design and implementation of GreenLeaf Organics, indicating how the schema design, constraint enforcement, transactional logic, auditing, and performance tuning all offer a coherent and maintainable solution. ERD and 3NF schema define the logical basis; database-level data security provided by constraints (Figures 3-7); CRUD operations are encapsulated by stored procedures; governance and reusable computation performed by triggers and user-defined functions; and selective indexes (Table in Section 5) respond to predictable read-heavy workloads. The evidence of implementation provided in Figures 2-13 indicates that a schema functions as intended in the context of table creation, constraint enforcement, data insertion, and transactions.
The best part of the design is its integrity-first design. The database is not applied on the application layer only to safeguard crucial rules. It employs primary key, foreign key, and check constraints, unique constraints, generated columns, and transactions to make sure that invalid values are not accepted and that multiple-step operations are consistent. This is especially crucial when it comes to making orders where the reduction of stocks, the order items, and the order totals should either work or fail.
The primary implementation issue is to strike the right balance between correctness, performance, and maintainability. A completely normalised schema enhances consistency and might have additional joins. Triggers enhance the auditing, but may contribute to less visibility of system behaviour when unrecorded. Indexes enhance reads and slow down writes. Rules are centralised in stored procedures, but must be carefully versioned. Such trade-offs can be accepted with the prototype, as the report will record the rationale and what needs improvement in the future.
To enhance future development, administrators, suppliers, and customers should have a role-based access control; passwords and authentication should be handled at the application level; expiry of certifications should be automatically alerted; replenishment of stock should be automated; powerful reporting; and concurrency testing should be done when orders are placed simultaneously. As GreenLeaf expands, it can also be helpful to have a separate analytical database or reporting layer to ensure that operational transactions are not slowed down, and business intelligence queries can be more complex. The prototype thus offers a firm base for the necessary evaluation and a viable, scalable online retail database.
There are three restrictions that are of paramount importance. To start with, the prototype test is based on a small representative dataset; the index strategy and trigger overhead have not been tested at production scale concurrent load, and so, the performance claims are still indicative, and not empirically proven. Second, the is_active soft-delete model will require that all customer-facing queries always filter on this column; otherwise, a future interface may leak discontinued products. Third, audit data is represented as JSON text in one generic Audit_Log table that is flexible but stores overheads in query complexity and storage costs as compared to a normalised, entity-specific audit schema. Solving these limitations - with load testing, parameterised views enforcing the active filter, and with a structured audit schema - is the main way to production readiness [19], [23].
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[bookmark: _Toc228522617]Part B Database-Driven PHP Website
1. [bookmark: _Toc228522618]Website Overview

The Great British Kitchen is a PHP recipe catalog site, based on a database and created during this assignment. It features a carefully selected repertoire of traditional and contemporary dishes related to British and UK-favorite food. The site has CRUD capability, search, user authentication, and good SQL injection defenses.
[bookmark: _Toc228504238][bookmark: _Toc228522619]1.1 Technology Stack
· Back-end: PHP 8.x, PDO (PHP Data Objects)
· Database: MySQL 8.x through XAMPP / WAMP local environment.
· Front-end: HTML5, CSS3 (no frameworks)
· Security: PDO prepared statements, CSRF tokens, password_hash(), session management.
[bookmark: _Toc228504239][bookmark: _Toc228522620]1.2 Database Structure
The database can be represented as four normalized tables, which are interrelated via a foreign key:
· categories: - includes recipes that fall under cooking categories (Primary Key: category_id).
· authors - table that stores author information (Primary Key: author_id)
· recipes - main table with references to categories and authors using foreign keys.
· admin users - admin account using bcrypt hashed passwords.
FK constraints ON DELETE RESTRICT are used to maintain referential integrity in the recipes table.
[bookmark: _Toc228504240][bookmark: _Toc228522621]1.3 Website Features
· Home page with recipes, and category range filter.
· Search (full-text) by word, subject, and level.
· Single recipe information pages.
· Admin login that is rate-limited and has a session.
· Admin CRUD: add, edit, and delete recipes.
· On all forms, flash messaging and CSRF protection.




2. [bookmark: _Toc228504241][bookmark: _Toc228522622]What is SQL Injection?
SQL Injection (SQLi) is a potentially dangerous attack where the attacker inserts malicious SQL into a user-controllable input to make the database execute unintended commands. Injection is the most common security risk of a web application, which is ranked first by OWASP [1]. The repercussions are data theft, bypassing authentication, and total destruction of data. There are broadly classified SQLi attacks, which are in-band, inferential (blind), and out-of-band attacks, all sharing a common root cause: lack of data separation between SQL commands [3]. A particularly egregious example of the extent to which the UK GDPR exposes legal liability is the 2015 TalkTalk breach, which allowed 157,000 UK customers to be exploited by an SQLi attack, leading to a £400,000 ICO fine [2].

3. [bookmark: _Toc228504242][bookmark: _Toc228522623]The Vulnerability-Before Defences

[bookmark: _Toc228504243][bookmark: _Toc228522624]3.1 Authentication Bypass
A vulnerable login concatenates POST data directly into SQL. Entering admin'--as the username causes MySQL to ignore the password check [4]:
-- VULNERABLE – double-dash comments out the password check
SELECT * FROM admin_users WHERE username = 'admin'--'
AND password_hash = 'x'   -- ignored; login succeeds without a password
[image: ]
[bookmark: _Toc228504365]Screenshot 1 Shows the payload entered
[image: J:\Nathan Work\TASK B\Screenshot_2_Bypass_Dashboard.png]
[bookmark: _Toc228504366]Screenshot 2 Shows the resulting bypass
[bookmark: _Toc228504244][bookmark: _Toc228522625]3.2 UNION Data Extraction
In an unprotected search form, appending ' UNION SELECT username,password_hash,null,null FROM admin_users-- returns admin credentials in the results page:
[image: J:\Nathan Work\TASK B\Screenshot_3_UNION_Search.png]
[bookmark: _Toc228504367]Screenshot 3 Union data extraction
4. [bookmark: _Toc228504245][bookmark: _Toc228522626]Defences Implemented –After

4.1 PDO Prepared Statements
All queries are based on PDO prepared statements with the ATTR_EMULATE_PREPARES = false. The query structure is received by MySQL and user data are bound separately as a typed parameter and can never modify SQL logic [5], [6]. The admin'-- payload is transformed into an innocuous literal expression to match, not executable SQL:
// SECURE – parameterised query (admin/login.php)
$stmt = $pdo->prepare("SELECT * FROM admin_users WHERE username = :u");
$stmt->execute([':u' => $username]);  // data never touches SQL string
[image: J:\Nathan Work\TASK B\Screenshot_4_Secure_Login_Failed.png]
[bookmark: _Toc228504368]Screenshots 4 show the secure code and the now-failed injection:
[bookmark: _Toc228504246][bookmark: _Toc228522627]4.2 Further Defenses
· Integer casting: (int) on all the URL ID parameters prior to reaching SQL.
· Output encoding: htmlspecialchars() on all values that are displayed in HTML.
· CSRF tokens: hash_equals() checked on any state-changing forms.
· Rate limiting: blockage of logins for 15 minutes after three unsuccessful attempts. All these measures are in line with the controls suggested by the OWASP SQL Injection Prevention Cheat Sheet [7].








5. [bookmark: _Toc228504247][bookmark: _Toc228522628]Residual Weaknesses

· Before production deployment, three areas need to be addressed:
· No HTTPS available - TLS should secure session cookies over the air.
· The user of the database is root - a least-privilege MySQL account ought to be used instead.
· No Content Security Policy - the addition of a policy further restricts the XSS attack surface.
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CREATE TABLE Supplier

supplier id  INT AUTO_INCREMENT PRIMARY KEY,
company_name  VARCHAR(156) NOT NULL,
contact_name  VARCHAR(16@) NOT NULL,

enail VARCHAR(158) NOT NULL UNTQUE,
phone VARCHAR(20) NOT NULL,
address VARCHAR(255) NOT NULL,
city VARCHAR(160) NOT NULL,
postcode VARCHAR(18) NOT NULL,

certification type VARCHAR(168) NOT NULL
COMMENT "e.g. Soil Association, EU Organic, USDA Organic’,

certification_expiry DATE NOT NULL,

registration_date DATE NOT NULL DEFAULT (CURRENT_DATE),

-~ Check constraints for data integrity
CONSTRATNT chk_supplier_enail

CHECK (email LIKE %@ %._%'),
CONSTRATNT chk_supplier_cert_expiry

CHECK (certification_expiry > registration_date)





image3.png
CREATE TABLE Product (

product_id INT AUTO_INCREMENT PRIMARY KEY,

product_name VARCHAR(200) NOT NULL,

description TEXT,

price DECIMAL(10,2) NOT NULL,

stock_quantity INT NOT NULL DEFAULT @,
organic_certification VARCHAR(160) NOT NULL,

expiry_date DATE,

supplier_id INT NOT NULL,

is_active BOOLEAN NOT NULL DEFAULT TRUE,

created_at TIMESTAMP NOT NULL DEFAULT CURRENT_TIMESTAMP,

-- Referential integrity: each product belongs to one supplier
CONSTRAINT fk_product_supplier
FOREIGN KEY (supplier_id) REFERENCES Supplier(supplier_id)
ON UPDATE CASCADE
ON DELETE RESTRICT,

-- Business rule constraints

CONSTRAINT chk_product_price
CHECK (price > @),

CONSTRAINT chk_product_stock
CHECK (stock_guantity >= @)
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CREATE TABLE Review (

review id  INT AUTO_INCREMENT PRIMARY KEY,

customer_id INT NOT NULL,

product_id INT NOT NULL,

rating INT NOT NULL,

review text TEXT,

review date DATETIME NOT NULL DEFAULT CURRENT_TIMESTAMP,

CONSTRATNT k_review_customer
FOREIGN KEY (customer_id) REFERENCES Customer(customer_id)
ON UPDATE CASCADE
ON DELETE CASCADE,

CONSTRATNT k_review_product
FOREIGN KEY (product_id) REFERENCES Product(product_id)
ON UPDATE CASCADE
ON DELETE CASCADE,

-~ Rating must be between 1 and 5
CONSTRATNT chk_review_rating
CHECK (rating BETWEEN 1 AND 5),

-~ A customer can review each product only once
CONSTRATNT uq_customer._product_review
UNIQUE (customer_id, product_id)
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SERT INTO Product (product_name, description, price, stock quantity, organic_certification, expiry date, supplier_id)

LuEs
Organic Carrot Bundle (1kg)

Organic Broccoli Head', @
Organic Strawberries (400g)
Lavender Body Lotion (200m1)“®
Rosehip Face 0l (30ml)’,

Eco Washing-Up Liquid (5e6ml)’,
Banboo All-Purpose Cleaner (75éml)’,
Organic Whole Milk (1L)°,

Organic Cheddar Cheese (360g)°,
Organic Mixed Nut Pack (250g)°,
Organic Granola Bar (5 pack)’,
Chamomile Herbal Tea (20 bags)',
Peppermint Herbal Tea (20 bags)®,
Organic Blueberries (300g)",

Eco Laundry Detergent (1L)",

*Fresh organic carrots from Green Valley Farms’,
“UK-grown organic broccoli, hand-picked’,

“Sweet British organic strawberries’,

*Soothing lavender organic body lotion’,

*Cold-pressed organic rosehip oil for radiant skin',
*Plant-based biodegradable dish soap’,

“Non-toxic bamboo-extract surface cleaner’,

*Full-fat organic milk from pasture-raised cows’,

“Mature organic cheddar, aged 12 months’,

“Premium assorted organic nuts: almonds, cashews, walnuts®,
“0at and honey organic energy bars’,

*Calming organic chamomile tea’,

*Refreshing organic peppermint infusion’,

*Plump organic blueberries, rich in antioxidants’,
*Concentrated plant-based organic laundry detergent’,

*Soil Association’,
*Soil Association’,
*EU Organic’,
*COSMOS Organic’,
*COSHOS Organic’,
*EU Organic’,

*EU Organic’,

*Soil Association’,
*Soil Association’,
"EU Organic’,
*Soil Association’,
*EU Organic’,

*EU Organic’,

*USDA Organic’,

*EU Organic’,

'2626-05-15, 1),

*2026-65-10°, 1),
*2026-05-68", 3),
*2027-12-01", 2),
*2027-10-15°, 2),
*2027-66-20°, 4),
*2027-67-15°, 4),
*2026-65-05", 5),
*2026-68-20°, 5),

'2026-11-36, 3),

*2026-69-15°, 5),
*2027-84-01", 3),
*2027-84-01", 3),
*2026-65-12", 6),
*2027-60-01", 4);
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MariaDB [(none)]> USE greenleaf organics;
Database changed
MariaDB [greenleaf_organics]> INSERT INTO Product (product_name, price, stock_quantity, organic_certification, supplier_id)

-> VALUES ('Bad Product’, -5.00, 10, 'None', 1);
ERROR 4025 (23000): CONSTRAIN® " chk_product_price’ failed for ~greenleaf organics . product™
MariaDB [menleaf_orgini:sb.l
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MariaDB [greenleaf organics]> INSERT INTO Customer (first name, last name, email, address, city, postcode)
-> VALUES ('Test’, 'User', 'not-an-email’, '1 Street’, 'City’, 'AB1 2(D');
ERROR 4025 (23000): CONSTRAING chk_customer_email® failed for ~greenleaf organics

MariaDB [greenleaf organics]> |

customer™
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@MariaDB [greenleaf_organics]> INSERT INTO Review (customer_id, product_id, rating, review text)
-> VALUES (1, 2, 6, 'Too high rating’);

®ERROR 1644 (45000): Customer must purchase the product before reviewing it.

MariaDB [greenleaf organics]> |
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MariaDB [greenleaf_organics]> INSERT INTO Review (customer_id, product_id, rating, review text)
-> VALUES (1, 1, 3, 'Duplicate review attempt');
ERROR 1062 (23000): Duplicate entry '1-14pfor key 'ug customer product review'




image10.png
MariaDB [greenleaf organics]> INSERT INTO Product (product name, price, stock quantity, organic_certification, supplier_id)

-> VALUES ("Ghost Product’, 5.00, 1, "None’, 999);
ERROR 1452 (23000): Cannot add or update a child row: a foreign key constraint fails (*greenleaf organics™. product’, CONST
RAINT ~k_product_supplier” FQREIGN KEY (*supplier id) REFERENCES ~supplier” ("supplier_id™) ON UPDATE CASCADE)
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-
| supplier_id | company_name | contact_name | certification_type
-+
1 1| Green Valley Farms | James Hartley | Soil Association
| 2 | Ecopure Skincare | Sarah Mitchell | COSMOS Organic
| 3 | Nature Basket Ltd | Amir Patel | EU Organic

-+

——— =
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GreenLeaf Organics - Entity Relationship Diagram

Database Design & Implementation Normalised to Third Normal Form (3NF)

SUPPLIER

[PK] supplier_id INT

PRODUCT

CATEGORY

[PK] product id INT [PK] category_id INT

product_name  VARCHAR(200) category_name  VARCHAR(100)
description TEXT description TEXT

company_name  VARCHAR(150)
contact_name  VARCHAR(100)

email VARCHAR(150) DECIMAL(10,2)
B rice ¥
phone VARCHAR(20) | 1 SuPPlies 5
stock_quantity  INT
address VARCHAR(255)
b organic_certification VARCHAR(100) 1
city VARCHAR(100)
i T
postcode VARCHAR(10) iyt DATE

[FK] supplier_id INT
is_active BOOLEAN [PK, FK] product id  INT
created_at TIMESTAMP [PK, FK] category_id INT

certification_type  VARCHAR(100).
certification_expiry DATE
registration_date  DATE

writes

[FK]
[FK]

CUSTOMER

[PK] customer_id INT ORDERS ORDER_ITEM

first_name  VARCHAR(100)
last_name VARCHAR(100)
email VARCHAR(150)
phone VARCHAR(20)
address. VARCHAR(255)
city VARCHAR(100)
postcode VARCHAR(10)
customer_type  ENUM
registration_date DATE

[PK] orderiid  INT
[FK] customer_id INT

order_date  DATETIME
DECIMAL(12,2)
ENUM

K]
[FK] order_id INT
[FK] productid  INT
quantity INT
DECIMAL(10,2)
DECIMAL(12,2)

order_item_id INT

places
1 M

contains

total_amount

status

unit_price

shipping_address  TEXT subtotal

review_id INT
customer_id  INT
product id  INT
rating INT

review_text  TEXT

DATETIME

review_date

AUDIT_LOG

[PK] audit_id

table_name

INT
VARCHAR(50)

operation_type  ENUM

record_id
old_values

new_values

changed_at

INT
JSON
JSON
TIMESTAMP

Legend:

[PK] = Primary Key
[FK] = Foreign Key
[PK, FK] = Composite PK / FK AUDIT_LOG is a standalone auditing table populated by triggers (no FK relationships)

1 = One side M = Many side

Cardinality notation: 1:M (One-to-Many) ~ M:M (Many-to-Many via junction table)





