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Report on Ransomware using CryptoWall Trojan as an example.
1. What is Ransomware /Crypto Wall Trojan.
[bookmark: _Int_fViTbW81][bookmark: _Int_88E8RxUT][bookmark: _Int_pUumKnDH][bookmark: _Int_tFi4kBNU][bookmark: _Int_6J8c8r89]Crypto Wall is a form of ransomware that takes control of all your files and locks them away in an encryption that makes it almost impossible to decipher. This can also affect any networks and removable drives. The newest version of CryptoWall Trajan is called CryptoWall 4.0.
(1) Trojan
[1]“Disguised as legitimate software, which tricks a user into installing it. Trojans usually have a payload of other malware and some open a backdoor that allows an attacker access to the victim's machine.”
[bookmark: _Hlk118820820]2. How it works
[bookmark: _Int_oGAMQqPs][bookmark: _Int_cYkkQmwh][bookmark: _Int_kKVWG0Kn][bookmark: _Int_Lg9F8AYg][bookmark: _Int_t3hcwDVO][bookmark: _Int_66Uj5Q2w][bookmark: _Int_1jZ270Lt]Since the first crypto wall attack by cybercriminal has adapted and change the software to make it even deadlier.[2]“Ransomware attacks typically start with a breach of your computer or network. Often, this breach is enabled by a successful phishing (opens in new tab) attack. For example, you might click on a suspicious link in an email that downloads ransomware onto your computer or gives an attacker access to your device.
Once an attacker is inside your computer, it can take as little as a few hours for them to deploy ransomware. The malware will automatically encrypt all the files on your computer, effectively locking you out of your device. Once your files are fully locked up, many ransomware programs are designed to display a message with the required ransom, and further instructions for how to get in touch with the attacker.”
[bookmark: _Hlk118820915][bookmark: _Int_SpyhmaKA]2.1. How does it infect your device and spread
[bookmark: _Int_3qhmRGt6][bookmark: _Int_osONiJJ9][bookmark: _Int_GHDSfjJT]Ransomware can infect your computer by a person installing, clicking on, opening, untrusted or unverified links/software. This can include email and pop up ads. Heimdal Security said [3]“Like most data-stealing malware and ransomware, CryptoWall spreads mainly through phishing and spam campaigns that invite users to click a malicious link or access an e-mail attachment. At the same time, the cyber-criminals included CryptoWall code in websites ads in order to increase its online distribution.”



2.2. Phishing attacks
Phishing attacks can lead and give clues for incoming ransomware attacks.
Malwarebytes quates[4] “Spear phishing: A more targeted means to a ransomware attack is through spear phishing. An example of spear phishing would be sending emails to employees of a certain company, claiming that the CEO is asking you to take an important employee survey, or the HR department is requiring you to download and read a new policy. The term "whaling" is used to describe such methods targeted toward high-level decision makers in an organization, such as the CEO or other executives.”
3. what does the ransom note look like.
[5]
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4. what should be the first course of action after a ransomware attack.
	4.1 Make sure the ransomware attack is a real attack. Opening and reading an email can’t infect your computer. Only downloading and opening any attachment run the risk of putting your computer and data in peril.
	4.2 Disconnect your infected devices from the internet, wireless connection and any other networks and external drives immediately.
	4.3 Scan your computer with a full system scan for viruses and malicious files. For Window you can also use windows Defender to check for unwanted files. For Mac just throw it in the bin. If you do not have antivirus software, try installing a free antivirus onto a USB stick from a clean and safe computer and run it through the USB stick. Make sure there is nothing of importance on the USB stick.
4.4 If this fails you should do a fresh reinstall and make sure your computer in fully clean before reconnecting back. This is a way of backing up your data therefore is so important.

5. Never pay the ransom 
The Government and local authorities do not encourage or endorse the payment of ransomware demands. If you do decide to pay the ransom, there will be not guarantee that you will get you vital data back from the criminals. Your computer and effected networks will still have the malicious software and could be at risk of being targeted again. By paying the criminal you will be financing their organization to continue attacking other company and individuals.
If you suspect or are under threat from ransomware, please contact. 
[6] “Action Fraud”
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6. How to protect yourself 
The best way to protect yourself and your business is to prevent it from happening in the first place. This includes yourself and coworkers being vigilant with emails and untrusted websites. Having a credible cybersecurity suite that’s designed to thwart advanced malware attacks like ransomware. Making sure Windows is kept up to date. Keep UAC (User Account Control) updated as this will notify you when changes are made to your computer which will require administration level control to make changes. Having a credible back up system in place to protect yourself from cybercriminals.

7. Back up strategy
 Ballyhoo said [7]“There’s a saying in the field of data backup that warns, “If it’s not in three places, it doesn’t exist”. At Ballyhoo we work by this rule and advise you to do so too, backing up your data to three separate locations is an easy and very worthwhile thing to do.”
Knowing the best way to protect yourself from loss of data is to have it saved in three different places. These are
7.1. Your computer and local networks
	Your local computer and device offer the first place of back up and original source of material therefore your first line of defense should be on these devices with a credible cybersecurity suite and ensure you and your team gain knowledge and awareness of cyber-attacks.
7.2. Cloud storge
	There are many companies’ offering cloud storge that comes with different levels of protection and costings. For instance, Dropbox offers a free 2gb account with an option to pay a premium for extra storge and protection. Be mindful that some ransomwares can penetrated your online storge that’s the reason we advise the three places back up strategy.
[bookmark: _Hlk118821155]7.3. External hard drive 
Your third and strongest way to back up your data is to use an external hard drive that is not hard wired. Wireless connected to any other networks or online (internet). These can come in many forms such as a simple USB stick or a high-capacity NAS (Network Attached Storage) storge drive. Any of these devices can come with a slight down fall, it only works if you make or employee a regular hard connection and update your files. Remembering and coming up with a plan to do is and how often you do it is down to the individual and how much work you can afford to lose. E.g., 2-day 4 day or a week forth. Another thing you need to consider is where do you keep your back up external drive. For example, if you keep it next to your main computer and there is a fire/flood both devices will be damaged and maybe destroyed. So, if you got the option to keep it in a different location, build or invest in a waterproof/fire resistant safe that can protect your drive. All these options come with a price tag so it down to the individual to cost and put into practice what best suits them/company. 
8. Conclusion and poster
With the ever-growing risk of loss of precious documents, photos and data, alongside cyber attackers becoming more sophisticated it is now more important than ever to protect your devices against such attacks. Statistics show that in 2021 NSCS [8]“National Society of Colligated Scholars ) took down more than 2.7 million scam campaigns from the internet a record number and nearly 4 times more than in 2020, with fraudsters exploiting significant events such as the coronavirus pandemic and the cost of living crisis these figures include a nine fold rise in “ advance fee fraud”( where victims are paying an upfront fee for goods or services which then do not materialize ) and a 57% rise in “ consumer and retail fraud” since pre – pandemic levels.”
In conclusion, and in light of the evidence outline above, the need for all employees to be fully aware of the risks posed by ransomware attacks cannot be underestimated. I hope this report has some way to providing a better understanding of the risk outlined and I will be happy to have further discussions on future mitigations which may need be put in place. 
This poster can be used in your office environment.
[9]
[image: Graphical user interface, text

Description automatically generated]










Table of content.
1. What is ransomware / crypto wall Trojan.

2. How does it work.
2.1. How does it infect your device and spread

2.2. Phishing attacks
       3. what does the ransom note look like.
       4. what should be the first course of action after a ransomware attack.
      6. How to protect yourself 
      5. Never pay the ransom 
      7. Back up strategy
               7.1. Your computer and local networks
	7.2. Cloud storge
	7.3. External hard drive 
     8. Conclusion and poster














References
	[1] 
	“https://digital.nhs.uk/cyber-and-data-security/about-us/cyber-security-glossary#trojan,” [Online]. [Accessed 04 11 2022].

	[2] 
	“techrader,” [Online]. Available: https://www.techradar.com/features/what-is-ransomware-and-how-does-it-work. [Accessed 06 11 2022].

	[3] 
	A. Zaharia, “Heimdal Security,” 8 fenruary 2022. [Online]. Available: https://heimdalsecurity.com/blog/cryptowall-ransomware/. [Accessed 3 november 2022].

	[4] 
	“Malwarebytes,” 2022. [Online]. Available: https://www.malwarebytes.com/ransomware. [Accessed 07 11 2022].

	[5] 
	“UpGuard,” 12 october 2022. [Online]. Available: https://www.upguard.com/blog/ransomware-examples. [Accessed 07 11 2022].

	[6] 
	“Action Fraud,” [Online]. Available: https://www.actionfraud.police.uk/. [Accessed 6 11 2022].

	[7] 
	“ballyhoo,” 22 January 2022. [Online]. Available: https://ballyhoo.co.uk/If-its-Not-in-Three-Places-it-Doesnt-Exist/#:~:text=There%E2%80%99s%20a%20saying%20in%20the%20field%20of%20data,an%20easy%20and%20very%20worthwhile%20thing%20to%20do.. [Accessed 06 November 2022].

	[8] 
	“Office for national statistics,” 26 September 2022. [Online]. Available: https://www.ons.gov.uk/peoplepopulationandcommunity/crimeandjustice/articles/phishingattackswhoismostatrisk/2022-09-26. [Accessed 07 November 2022].

	[9] 
	C. C. 2020, “National Cyber Security Centre,” 2020. [Online]. Available: https://www.ncsc.gov.uk/static-assets/documents/Ransomware%20prevention%20and%20recovery.pdf. [Accessed 07 November 2022].











image1.png
10. CryptoWall

=

Y Dcoptsensce x

C (@ hitps kpaiTyaTjeabip torexplorer com

Reteen [ Payment| 40| Decrpt 1 or e S

W o prsen  spcil scbwae - CryloWak Dcrptr - whic isshowt dcrypt and et contl
How 10 buy Coyptolldncrypier?

©bitcoin

——

Hare ar o recommendatons:

ol s - Rocommended for fas, simple sondce. Tokes CrditCord, Dobit Card, ACH, Wit
i, com - S shows Y0 10 Sech o ecple i your Comanty vl 10 el Bcin 0 04 ey
Bl ca- Buy Bcoms stnty forCash

o T By Bt - A etemationldectry o o aschanges.

.o oo - Bico o csh

oo ol shows diectbicoin prchases ot s

anuprcon

bivicous com

ZiTap ZpIap s  gobs caeh paymest etk bl consumers o pa o gt cuency,

[ =
o o e A e
e 451 e R A 13 RTN RO 481

Yoo paymerts ot o

0vaid rafs e put e ttal amount of USDIEUIR. The esicue 5600 USDIELR





image2.png
Fraud

National Fraud & Cyber Crime Reporting Cortre
o




image3.png
National Cyber
ISecurity Centre

What is
ransomware?

Ransomware is malicious soft

itmight
bestolon, deloted or encryptod.

Normally you're askedtomakea

important

always have a rocent
backup of your mostimportant fles and
daa.

roun Copyright 2020

Ransomware
Prevention & recovery

Don't be blackmailed -
keep a backup!

Ifyou have a recent backup of
your most important files,
then you can'tbe blackmailed.
Make rogular backups of your most
important fies (such as photos and
documents), and check that you know how to
Fostors the files from the backup. If you'ro
unsure how to do ths, you can search online.

% Make suro the device containing your

backup (such as an oxtomnal hard drive
ora USB stick)is not pormanently
connocted to your computor.

Tum on auto-backup s that data on your
smartphone is automatically copied to the
cloud. This means you'l bo abla to

rocover your data quickly by signing back
into your account from another dovice.

Protecting your

data and devices
The following steps willreduce
the likelinood of your devices
being infected with ransomware.

Keep your operating system and apps up to

(] cato. Apply Softwars updatos promptly t help

=’ keop your dovico securo. This includos
protaction from ransomware and other types of
Virus. Sot updatos to happon automatically, 5o
you don'tforget.

@ Mako suro your antivirus product is turnod on

and up to dato. Windows and macOS havo built
in malwaro protoction tools which a
for this purposo.

ot gy g oty
(T oot g s cn e

‘Apple App Storo), which provido
protaction from virusos.

Suitable

Ownencscgovuk  WaNCSC

make a payment o

What to do if
you are infected

Ifyour computer has been
infocted by ransomware (or any
type of malware), you should:

opan yo s (1) sowar, nd s
14 scan. Follow oy nerconsghr |
e e Lo o
o oo e e i o
bl o e you o st ot
Resor o ke ot oty e Kot
G S ackad dee b o
e oot
e i e

(@ I you rocoive a phono call offering holp to clean

up your computar, hang up immediately (this s
2 common scam).

Anyone who thinks they may have been subject

£/AJF to3 ransomwaro atack shouid contact Action
Fraud (wwwactionfraud.polico.uk).
Organisations should call 0300 123 2040. In
Scotiand, contact the polico by dialing 101.

Should | pa¥ N\
the ransom?

Law enforcement do not

‘ancourage, ondorse, nor condono tho paymont of

ransom demands. If you do pay the ransom:

+ there s no guarantoo that you will ot access to your
data or computer

+ your computer wilstil bo infoctod

+ you will bo paying criminal groups

+you'ro moro likely to bo targotod in the futuro

f you have paid any xtortion demands you should

roport this to your local police orce.

@Nations Cybe Securty Cantre @ @eyperha




