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1. [bookmark: _Toc39259221]Introduction:
Within the world of computing there is a wealth of topics to study and research, ranging from security and networks, to game design and software development. The author of this document has chosen an area within computing to research, which will be clearly explained throughout. This document will serve as a proposal to define exactly what research is intended to be completed, which will go towards creating a final year major project proposal in the future. This research and project will directly relate to the author’s course, ‘Computer Networks and Cybersecurity’.
This proposal will cover many areas. This includes a background to the proposed research area, which will cover areas such as the final year projects working title, a definition of the general background to the subject area, information relating to the field the study is in, and the aims and general outcomes of the project. Additionally, this proposal will identify research and development methods that will be used throughout the research and project creation. This will include defining research approaches and strategy, data collection methods, risks or issues that could occur, and how results will be analysed. Finally, more information will be provided relating to resources and planning, including explaining what resources will be required for the completion of the final year project, and a Gantt Chart displaying predicted timescales for various areas of the project. 
This proposal should allow the reader to gain a broader understanding of what the author plans to do in their final year project, and how exactly things are expected to happen. 
2. [bookmark: _Toc39259222]Background:
Firstly, the background to the proposed research will be explained. This section will explain what the intended research/study for the final year project is, and as mentioned above will provide a working title, explanations of subject area and field, and the aims and expected outcomes of the project. 
2.1. [bookmark: _Toc39259223]Working Title:
The working title for the final year major project is ‘Analysing and improving the security of a typical home network.’ The project is based upon analysing popular home security methods, and then suggesting ways home network security can be improved. Due to this, it is believed that this working title is suitable for the project, as it simplifies yet clearly describes what the overall aim of the project is. 
2.2. [bookmark: _Toc39259224]Subject Area & Literature Review:
Next, the background to the subject area of the study will be provided. This section will explore previous studies relating to home network security, with the goal being to provide the reader with a broad view of what other people are doing within world of home network security research and projects. 
A number of studies have been completed related to the identification of home network security flaws and the improvement and implementation of better security methods and measures. These studies range from academic literature to online articles and more in between. Due to this, there are plenty of sources that can be researched and reviewed as part of the literature review. 
Firstly, there are many online articles and blog posts that provide the reader with information to enhance the security of their home network. These range from popular blog websites like Lifewire [1] and TechRadar [2], to official anti-virus websites like Norton [3]. The vast majority of this online information focuses on digestible list formats, with the intention of providing readers who have limited knowledge of network security with suggestions to improve their home network security.
These websites offer mostly similar suggestions, as expected. These include changing passwords, default names, enabling encryption, updating software and more. 
These websites offer mostly similar suggestions, as expected. For example, Lifewire [1] lists points such as “Change Default Administrator Passwords (And Usernames)” and “Turn on Wireless Network Encryption”. Similarly, TechRadar [2] also list “Use stronger encryption” as one of their primary points. Additionally, Norton [3] also list both “Make your wireless network password unique and strong” and “Enabling Network Encryption”.  
Secondly, many articles, conference papers, reports, books and other documents have been created about home network security. Sackey et al. [4] used a different method of allowing readers to improve their home network security, by proposing a framework. This framework would propose a way to educate users about their wireless network security. This amongst many other methods and measures such as created software, are some of the many ways people try to help people to improve their home network security.
There are various approaches that can be taken to suggesting or providing ways people can improve their home network security. The author of this proposal believes that the best method is to keep it fairly simple, as many home network owners are not particularly knowledgeable about various aspects of their home network, especially security.  If a complicated approach is recommended to readers, many will struggle to implement the provided recommendations. Therefore, providing a list of recommendations that are not highly complicated to implement but provide robust security would be the best approach. Perhaps these recommendations would not be as simple as those commonly provided on web blogs and other online posts, but they would not be as complicated as installing some sort of software or other slightly more complicated methods to improve home network security.
2.3. [bookmark: _Toc39259225]Study Field & Project Justification:
[bookmark: _Hlk39194459]Now, it will be justified, based on the above literature review and other reasonings, whether or not the author’s proposed project is worth carrying out. 
A high standard of home network security is hugely important for home network owners. Every day, millions of people worldwide use their home network. Whether it be to simply browse the internet, contact friends or family members, or to use internet banking and other services which store important personal and finance information. The latter point is of utmost importance when talking about home security. If you use internet banking, PayPal, or anything else that stores personal, financial, contact or other sensitive information, everything needs to be done to ensure that this information is safe. 
The bottom line is that if your home network is not secure, your information is not secure. This information being compromised could lead to attackers changing your passwords and stealing your accounts, or even more serious threats such as stealing of money or even identity theft. The potential of these very serious repercussions should be enough to convince anybody to want to make their home network more secure, and because of this, I believe it is definitely worth doing a project based on this topic.
In regard to the literature review, although much research has been carried out relating to home network security, it is believed that different types of recommendations can be provided to home network owners. The plan for the final year project is to provide readers with a comprehensive list of home network security recommendations, while also providing the reader with reasons as to why they may choose to do more than just apply these recommendations. As covered in the literature review, some people have created frameworks for education or even software and other things that can be used to improve knowledge of security or just the security itself. Along with providing recommendations, the aim of the project will be to investigate other options for readers, potentially with examples of education they could utilise, or software they could download. The goal of this will be to allow readers to gain the best understanding of what the approach for securing their network may be. Some people may require more robust security than others, depending on what they do on their network, so providing different suggestions for different types of people may also prove beneficial. 
To conclude this section, although many options have been covered by other researchers in the world of home network security, it is believed home network owners can be provided with a wider range of recommendations for their security needs. 
2.4. [bookmark: _Toc39259226]Aims:
Next, the main aim of the project will be defined. This will be done by providing several objectives that the author plans to achieve during the project, which will work towards completing the project aim as intended.
2.4.1. [bookmark: _Toc39259227]Research:
The first objective is to research popular existing home network security measures and practices. These will likely be measures provided directly by Internet Service Providers (ISPs), and those commonly implemented by home network owners. The aim here will be to eventually gain a true understanding of the level of security that the average home network has. Some of this research can be done through reading articles and other sources, but a survey may need to be carried out to support this research.
2.4.2. [bookmark: _Toc39259228]Analysation:
Once the research has been completed, the popular home security measures will be analysed and evaluated, and it will be justified if the measures are truly adequate. This will be done by determining gaps in the security measures used, the likelihood of a security breach occurring, the most likely type of security breach to occur, and why. Once the adequacy of these measures has been determined, the next objective can be completed.
2.4.3. [bookmark: _Toc39259229]Recommendations:
The main aim of the project is to allow readers to understand how they can improve the security of their home network, so this objective is arguably the most vital. This objective focuses on recommending ways in which people could secure their home network. These recommendations will be based on improving any unsatisfactory measures found in the research and analysation stages, and therefore allowing for heavily reduced risk of security breaches on people’s home networks. 
2.4.4. [bookmark: _Toc39259230]Review:
The final objective is to review the level of security of a home network that utilises the recommendations suggested earlier in the project. This will be done by comparing it to its previous state, which has security measures provided by the ISP, with only very common security measures implemented by the network owner. It will be justified if the recommended security measures are truly worth implementing for the average home network owner. This will be done by determining the level of security improvement, ease-of-implementation and more. 
2.4.5. [bookmark: _Toc39259231]Overarching Aim:
Based on the four objectives listed above, the overarching aim of the project is to analyse and improve home security networks, by providing recommendations that home network owners can make to improve the security of their network. The goal is for the improvements to be good, worthwhile improvements which will allow for heavily decreased security incidents amongst home network that implement them.
2.5. [bookmark: _Toc39259232]Expected Outcomes:
The expected outcomes/deliverables of the author’s final year project will be a list of recommendations based on the research, analysation and other work that will be carried out over the course of the project. These recommendations will be improvements that could be implemented to enhance the security of a home network, with the intention of the reader implementing the improvements to their network after reading the final project. 
3. [bookmark: _Toc39259233]Research and Development Methods:
Now, the various research and developments that will be used throughout the final year project will be covered. This will include a description of the general research and data collection methods that will be used, any risks or issues that may occur during the project, and how results and other data will be analysed to further the project and achieve the final aims previously covered in this proposal.
3.1. [bookmark: _Toc39259234]Research Methods:
Firstly, the research methods will be defined. This will mainly include detailing the research approach and strategies intended to be used. 
3.1.1. [bookmark: _Toc39259235]Research Approach:
In regard to the research approach that will be used, the author plans to use various approaches. Much of the information that will be gathered will relate to how home network security can be improved. This information is mostly objective, as certain security issues can only be fixed in certain ways, so this would be a positivistic approach. However, a survey may be carried out to better understand what security methods the typical home network owner uses, so this would lean to a more phenomenological approach.
3.1.2. [bookmark: _Toc39259236]Research Strategy:
As previously mentioned, the main research that will be carried out are researching ways security can be improved, but also a survey to gain an understanding of what security measures the typical home network owners uses. So, the research strategies that will be used are reading articles and other sources, while also carrying out a survey.
3.2. [bookmark: _Toc39259237]Data Collection Methods:
Secondly, the data collection methods for the previously covered objectives will be defined. This includes the data intended to be gathered, detailed descriptions of data collection methods and more.
Other than researching and understand home network improvements, as previously mentioned a survey may be carried out. This survey would involve asking people about the security methods they use on their home network. This could involve asking people if they have changed their password or other configurations, or if they understand how to do these things. The number of people that would need to be surveyed would not be particularly large, as it would just need to cover some range of age groups and home network with various numbers of users.
3.3. [bookmark: _Toc39259238]Potential Risks/Issues:
In regard to potential risks and issues that may occur during the final year project, there are not many that seem like they could occur. Potentially, there could be some limitations in regard to sample size for the survey, but this is rather unlikely as the sample size wouldn’t be considerably large. If this limitation were to become an issue, it would have to be dealt with by dedicating more time towards completing this research.
There could also be some limitations in regard to the available research relating to the security improvements. If this was to occur, the author would have to ensure a wide variety of sources are being researched. 
3.4. [bookmark: _Toc39259239]Analysing Results:
Some analysation of results will occur during the author’s final year project. Firstly, the results of the survey will have to be analysed to truly determine what the most common security measures on home networks are. Also, the list of recommended security measures that will be created will have to be analysed to ensure they are truly worth recommending to readers. This will be hugely important, as the security measures will of course need to work as intended for them to be recommended to readers.
4. [bookmark: _Toc39259240]Resources and Planning:
The final section of this report will cover information relating to resources and planning that will be required for the final year major project. This will include a detailed description of resources that will be required to complete the project.
4.1. [bookmark: _Toc39259241]Required Resources:
The number of resources that will likely be required to complete the final year project is not particularly vast, as nothing is being created regarding the outcome. However, access to computer systems will be needed for the purpose of research, analysation, documentation and more. Additionally, access to journals and other research material will be required to aid the validity of the final project document. 
5. [bookmark: _Toc39259242]Conclusion:
To conclude this project proposal, the author provided a variety of information all relating to the intention of the proposed final year major project. It was decided that a project will be carried out relating to improving home network security, with the outcome being a set of recommendations that the reader can then consider implementing to improve their home network security.
The background to the proposed research was covered. This included providing a working title for the research, a literature review based on other work within the subject area of home network security, justification of whether the project is worth carrying out, aims and objectives of the project, and the expected outcome of the project.
Additionally, information relating to research and development of the project was provided. This included research approach, research strategy, the data collection methods for the specified objectives, potential risks, issues or limitations that could occur during the project, and how data gathered will be analysed. 
Finally, information relating to resources and planning was provided, with a number of required resources for the project being specified. 
The aim of this proposal was to clearly define what the author intends to do in the final year project, and how this will be carried out.
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