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Introduction

This is my introduction for my first and only assignment for the

‘Computer Forensics’ course.

During the course of this document | will be speaking about two separate
tasks. The first task that | will be highlighting is researching multiple
different Forensic tools and comparing the tools with one another across

a variety of different options.

The second task that | will be covering in this document will be a case
study that is based on a real world scenario on how | would use the
forensics tools to restore files on someone's computer.




Task 1 - Research

So, in this first task for my assignment | am going to be documenting a
minimum of three different computer forensics tools. During the course
of this | am also going to be describing each and every forensics tool
that | document before | then document them in a table and compare
them all. | will be categorising them by Open Source, Commercial,
Features, Types, Hardware and Software.

As we know, in modern day society, computers are becoming an ever
frequent part of our daily lives. With the growing use of computers also
comes the growing use of computer forensics and the increase in cyber
crime. Due to this, computer forensic tools have been designed, created
and implemented into society to ensure that all information that can be
recovered from a computer can be done so reliably and successfully.

To do with this, there are a variety of computer forensic tool groups and
the tools that they have to offer, these tools are listed below:

Disk and Data Capture Tools -

These types of tools focus on the analysis of a system and use things
such as a variety of emails and files to help extract potential things.
Some tools that this forensics area has to offer are:

e Autopsy or The Sleuth Kit - Some of the most well known
forensics tools out there. These types of tools were designed to
analyse disk images and perform an analysis of file systems. As a
result of this, this sort of tool can practically cover most of the
different types of tools that forensics can offer.

Memory Forensics Tools -
Hence the name, these types of tools focus on extracting information

that is stored in the memory and analysing missing files. Tools used by
this are:




e Volatility - This is a memory forensics tool and this type of tool
specifically focuses on incident response and a variety of malware
attacks that can be found. As well as this you can also extract a
variety of information from processes, registry hives or programs
that are generally already running.

e Windows SCOPE - Just like the tool above, this is also a memory
forensics tool, but instead this type of tool focuses on reverse
engineering the malware attacks.

Network Forensics Tools -

These types of tools allow you to appropriately analyse traffic over a
network.

e Wireshark - This is one of the most commonly known networking
tools. This type of tool has an ability to capture live traffic flowing
within a network or even capturing files that are trying to escape
from out of the network.

As a side note, some information and the sections and tools a | have
described above was helped by the use of:
https://resources.infosecinstitute.com/topic/computer-forensics-tools/

Obviously there are way more different types of forensics tools that can
be used to solve different types of forensics problems but the types that i
have listed above are some of the most popular types of forensics tools
that people use and know well.

But when it comes to me completing the second task in this report, i will
not be using any of the tools that i have listed above, the tool that i will
be using in my second task will be mentioned and described in the task
below.




Task 2 - Real Life Scenario

This is my second task for this assignment and for this task | will be
documenting what | would do in a real life scenario.

For a bit of context during this task, | have been asked to restore some
deleted files from an ex-employees computer.

Rob used to work for the GEC Mobile Manufacturing Company over in
Swansea, this company designs phone interfaces and GUIs for popular
vendors. This company used Autodesk Maya to aid them in designing
interfaces to which Rob and the company managed to design
something that rivals the Apple iPhone 12.

During this Rob was going to sell the design to the company’s main rival
Samtech. To which Rob stuck a deal and resigned from GEC. This is
where | come in as GEC were shocked to see that the designs were all
missing from Rob's computer so they have asked me to help restore
their hard work to prevent Samtech or Rob from leaking the designs.

During this | will be using my knowledge from the first task and
documenting forensics methodology in how | restored the files on Rob's
computer. | will also be providing a report on the Actions | took as to
which an invoice at the end of the report will be made documenting the
costs of the entire process.

When it comes to speaking about this task, the favoured option to
completing this would be using a forensics data recovery tool.

Now, what is forensics data recovery?
This is a process of recovery, performed by highly trained computer

specialists who have studied a variety of different topics in order to fully
understand how it works. Typically data recovery is used and more




involved in recovering data for criminal or civil investigations but it can
also be used in a more appealing manner to help recover files that were
meant to be lost or deleted. Forensics data also involves the use of a
physical hard drive to attempt to try and recover the lost and deleted
files.

Now onto the steps that would need to be taken in order to recover the
deleted files.

Following on to the start of the steps required | will be taking some
advice off of the website ‘Hackers Arise’. As we all know recovering files
is one of the most basic skills to have when it comes to being a forensics
expert and over time once you start to develop those skills you will come
to find out that the files that are deleted off of a system will come to be
found to be on the ‘Storage Medium’ until the files are eventually
overwritten and replaced.

After knowing the above statement we know that there is a chance that
the files that Rob deleted off of his computer system at work may still be
in there as it was only a short period of time after he had left the
company.

The tool that | will be using is one that | have previously mentioned in the
first task. This tool is known as ‘The Sleuth Kit’ which is one of the Disk
and Data Capture tools that | had spoken about before.

Originally this kite was designed to be used on Linux machines but has
since been ported over to the Windows machine for further use.
Following on from this, in ‘The Sleuth Kit’ there is a GUI interface known
as ‘Autopsy’ which is what | will be using in an attempt to recover the
files that Rob had deleted.

First of all, you will need to download Autopsy on the system of your
choice, in this instance it would be on Rob's system that he was given
when he was still with the company. After the installation is completed
you will be met with a screen asking you to either ‘Create a New Case’
or either ‘Open an Existing Case’, in this instance we would need to
‘Create a New Case’.




After completing this step we would then need to name the case and
determine what directory we would want to place the cases in, in my
instance the case will be named ‘Deleted Designs Case 1’ and i would
assume that the desktop only has one drive which would the ‘C’ Drive so
this would be where i will store the cases. After this we can skip the
optional step and then click on finish to take us right up to the next step.

After this, the next step would then be to ‘Adding a Data Source’ to
narrow down the search for deleted files. In this instance | will be using a
previous design image that the company should have stored on their
system. After adding in the image the next step would be to click on
finish and then wait for the autopsy to begin analysing the system files.

Next after that we would then be greeted with a screen depicting

our data source as the image that was given us by the company. Then
we should be able to expand the data source views page to come across
the section ‘Deleted Files’. In this section we should find the files that
Rob deleted, and as this was a short period of time the files were in that
location.

After discovering that the files were still there we can then export them
by clicking on the files and clicking the ‘Export’ button which would then
export the files into where we first created the file to save the cases into,
which would be the ‘C’ drive. After that we just repeat the steps until we
find all the files that Rob had deleted off of the system so that the
company has them back into their possession.

As a side note to this task | had taken some inspiration from the
‘Hackers Arise’ site
https://www.hackers-arise.com/post/2016/10/10/digital-forensics-part-3-
recovering-deleted-files

But all the words in the task came from my own,
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