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1. [bookmark: _Toc29201284]Introduction
Information systems security is the act of protecting the systems that hold and process data from unauthorised access, unlawful modification, disruption and disclosure [1].
Malware continues to be one of the biggest cyber security threats to businesses today [2].
Ransomware is one of the most destructive types of malware attacks. In 2016, over 638 million computer networks were affected by ransomware in 2016. Over $5 billion was lost due to global ransomware in 2017 [3]. 
Ransomware attacks currently account for nearly 24 percent of incidents where malware was used [4].
One type of ransomware, CryptoWall 3.0 is thought to have caused over $325 million dollars in damages [5]
This report provides a brief overview of different type’s of malware, ransomware and Cryptowall.
2. [bookmark: _Toc29201285]Trojans and Viruses
Trojans and viruses are examples of Malware. Malware is malicious software designed to infiltrate a computer system and damage it without the user’s knowledge or consent [2]. Other types of Malware include [5]:
· Worms
· Ransomware
· Spyware
· Rootkits
Viruses are malicious code that runs on a machine without the user’s knowledge and infects the computer when executed [6]. There are several different types of viruses but they all require a user action in order to reproduce and spread. Examples of viruses include [7]:
· Boot sector viruses are stored in the first sector of a hard drive and are loaded into memory upon boot up
· Macro viruses are embedded into a document and is executed when the document is opened by the user
· Program viruses infect an executable or application
· Multipartite are a type of virus that combines boot and program viruses to first attach itself to the boot sector and system files before attacking other files on the computer
· Polymorphic viruses are an advanced version of an encrypted virus that changes itself every time it is executed by altering the decryption module to a avoid detection
· Metamorphic virus is an advanced version of a polymorphic virus. It is able to rewrite itself entirely before it attempts to infect a file
· Armoured viruses have a layer of protection to confuse a program or person analysing it.
A Trojan Horse is a malicious software that disguises itself as a piece of harmless or desirable software [6]. They perform desired functions and malicious functions.
A Remote Administration Trojan (RAT) [8] (also known as Remote Access Trojan) [9] provides the attacker with remote control of a victim computer and is the most common type of malware [10].

[bookmark: _Toc29201286]Threat actors
A threat actor [11] is a broad term for any individual or group of individuals that attempts to or successfully conducts malicious activities against an IT system, whether intentionally or unintentionally.  To proactively defend systems it is important to understand the different types of threat actors, their capabilities, tactics and motivation.
The four main types of threat actors are [12]:
· Script kiddies - hackers with little or no skill and use pre-built tools and exploits
· Hacktivists - hackers who are driven by a cause for example, political agenda, social change or terrorism
· Organised crime - hackers who are part of a criminal group that is well-funded and highly sophisticated
· Advanced Persistent Threats (APT) - highly trained and funded group of hackers (often by nation states).

[bookmark: _Toc29201287]Threat vectors
A vulnerability [13] is a specific weakness in the code, system or control which if exploited would have an impact of the confidentiality, integrity or availability of data, information systems or services.
Threat vectors [14] are the routes that malicious attacks may take to get past your defences to exploit the vulnerability and infect your network.  
The following chart shows the threat vectors used by the top 10 malware attacks (May 2019 to October 2019) [15].
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Fig 1: threat vectors used by the top 10 malware attacks (May 2019 to October 2019) [15].
Dropped – Malware delivered by other malware already on the system, an exploit kit, infected third-party software, or manually by a threat actor. For example Gh0st malware. [15].
Multiple – Malware that uses at least two vectors. For example TrickBot, ZeuS and CryptoWall malware. [15].
Malspam (Malicious Spam) – Phishing emails which either direct users to malicious web sites or trick users into downloading or opening malware. For example Emotet, Dridex, Kovter, NanoCore, Tinba, and Cerber malware. [15].
Network – Malware introduced through the abuse of legitimate network protocols or tools, such as SMB protocol or remote PowerShell. For example WannaCry. [15].

[bookmark: _Toc29201288]Symptoms of malware infections
Symptoms of malware infection include (but is not limited to):
· System is slow on start-up, slow opening applications or behaving unusually slow. Malware is known to significantly slow down applications and greatly impact general computer performance [16]
· An unusual browser toolbar or redirecting to different websites. Generally, this variant of malware is used to generate advertising revenue for attackers but it can also be used to registering credit card information or leaving back doors for ransomware to access your system [16]
· Annoying Pop-ups. This is a typical sign of malware, the advertisements themselves could conceal more malware within them [16]
· New Desktop Icons/Potentially Unwanted Programs (PUPs) that can collect private information, spy on browsing experience, add pop-ups and toolbars on the browser [16]
· Hard Drive Issues. Loud noises, excessive activity and unexpected disk storage use. It is common for malware to target and use up all available free space on a hard drive [16]
· Crashing systems, programs or the infamous Blue Screen of Death is a common effect of a malware infection [16]
· Double file extensions are being displayed, such as textfile.txt.exe [17]. New files and folders have been created or files and folders are missing, renamed, corrupted or encrypted [18]
· Security is disabled. If your antivirus solution doesn’t seem to work, or the update module within the software appears broken this could be a self-defence mechanism of the malware that is infecting your system [16]
· Restricted access to the Control Panel, Task Manager, Registry Editor or Command Prompt are other common defence tactics for malware [16]
  
3. [bookmark: _Toc29201289]Ransomware
[bookmark: _Toc29201290]General overview
Ransomware is a type of malware that restricts access to a victim’s computer system until a ransom is paid [19].
Ransomware exploits a vulnerability to gain access to the system and then encrypts the files.
There are two types of ransomware [20]; one locks a user’s screen and the other encrypts the files on a computer/network. Both types require users to make a payment (the 'ransom') to be able to use the computer normally again. The ransom is often demanded in a cryptocurrency such as Bitcoin [21].
Ransomware has been a major threat to businesses since 2016 [20] so it is important to understand and mitigate against this risk [22]. However, since 2018 ransomware attacks have become more targeted [19].

[bookmark: _Toc29201291]Threat vectors
Ransomware attacks against Windows operating systems have been well publicised for many years [23] Mac and Linux systems can also be vulnerable to this threat [20] [24].
The methods for infecting systems with ransomware are similar to those used with other malware. Ransomware attacks have been seen against Windows, Mac and Linux operating systems [20].
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Fig 2:  Different threat vectors [25]
[bookmark: _Toc29201292]What impact does ransomware have?
Ransomware will prevent access to systems or data until a solution is found [19]. If systems are delivering critical services, this can have serious reputational, financial and safety impacts on affected organisations and their customers. 
Even if the victim has a recent backup of their system, it may still take considerable time to restore to normal operations. During this time, organisations may have to invoke their Business Continuity processes.

[bookmark: _Toc29201293]How to limit the impact of a ransomware attack
NCSC [20] recommends the following measures to help limit the impact of an attack:
· Implement a good access control policy
· Implement a least privilege policy
· Implement a good, fully tested data backup policy.  Although this will not prevent an attack it will help recover from one. For further information on protecting bulk personal data please see https://www.ncsc.gov.uk/collection/protecting-bulk-personal-data

[bookmark: _Toc29201294]What to do if the organisation has been infected with ransomware
The National Crime Agency encourages anyone who thinks they may have been subject to online fraud to contact Action Fraud at www.actionfraud.police.uk.  
The National Cyber Security Centre (NCSC) runs a commercial scheme called Cyber Incident Response, where certified companies provide crisis support to affected organisations.
The Cyber Security Information Sharing Partnership (CiSP) offers organisations in the UK a safe portal in which to discuss and share intelligence that can assist the community and raise the UK's cyber resilience.

4. [bookmark: _Toc29201295]The Cryptowall Trojan
[bookmark: _Toc29201296]Specifics of this threat
CryptoWall is a file-encrypting ransomware that first released in April 2014. Cryptowall has been through a number enhancements with CyptoWall 4.0 as the latest variant released in November 2015 [21].
Upon successful infection, CryptoWall will scan the system for drive letters, network shares, and removable drives. CryptoWall runs on both 32-bit and 64-bit systems [15]. 
CryptoWall attacks pose a serious risks to a company’s confidential data. Small/medium size businesses (SMB) are the most targeted [26].
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Fig 3:  CryptoWall-related URL distribution by segment (June-July 2015) [26]

This ransom note is located in every folder containing an encrypted file as well as in the users Startup folder so that they are automatically displayed when a user logs in. The file names for this ransom note are HELP_YOUR_FILES.PNG, HELP_YOUR_FILES.HTML, HELP_YOUR_FILES.TXT.
[bookmark: _Toc29201297]Infection methods 
Like other ransomware attacks, CyptoWall uses the following attack vectors:
· Phishing Email: CryptoWall attacks use social engineering to target business users. Phishing emails (see appendix 3 for examples) try to trick users into clicking a link which downloads malware onto their computer. CryptoWall attackers have been seen to send out their spam runs in the early hours of the morning (of the time zone of the intended victims) [27].
· Exploit Kits: The next most common attack vector is as part of an exploit kit, which take advantage of security vulnerabilities to deploy malware needed to execute the attack [27]. 
· Compromised websites: CryptoWall also uses compromised websites to hide redirections, thus avoiding detection on the infected system (see appendix 4 for examples of landing pages) [27]. 
· Malicious Ads: Cybercriminals purchase or hack internet advertisements to deliver malware to you through your browser. Hacked ads often try to run javascript in your browser to download the malware without you noticing.

[bookmark: _Toc29201298]File types vulnerable to CryptoWall encryption
The following are examples of common vulnerable file types: (https://www.varonis.com/blog/cryptowall/)
· Excel spreadsheets (.xsl)
· PDF (.pdf)
· Microsoft Word Document (.doc)
· PowerPoint Presentation (.ppt)
· Graphical Interchange Format File (.gif)
· JavaScript File (.js)
· Plain Text File (.txt)
· Joint Photographic Experts Group (.jgp)
A full list of vulnerable file types are shown in appendix ?.

[bookmark: _Toc29201299]Procedures of eradication
1. Immediately disconnect the infected computers, laptops or tablets from network.
2. Turn off your Wi-Fi and unplug any ethernet or network carrying cables.
3. Connect the device to a clean network in order to download, install and update the OS and all other software.
4. If you have a recent and clean System Restore point, you can restore, if not:
a. Boot your computer into Safe Mode with Networking
b. Download and install a malware removal application.
c. Run malware removal app and scan all of your files
d. Install, update, and run antivirus software.
5. Reconnect to your network.
6. Monitor network traffic and run antivirus scans to identify if any infection remains.
     
[bookmark: _Toc29201300]Payment
In many cases, the ransom amount is quite modest [27]  (https://www.bleepingcomputer.com/virus-removal/cryptowall-ransomware-information#ransom). This is designed to make paying the ransom the quickest and cheapest way to return to normal use. However, there is no guarantee that the key will be provided to decrypt the files if the ransom is paid [21].
The National Crime Agency advises business not to pay the ransom [28]. If you do pay:
· You may not get access to your data/device
· you will need complete extensive clean-up activities to remove the malware infection
· you may be more likely to be attacked again in the future
· you will be funding criminal groups 

5. [bookmark: _Toc29201301]Examples of good practice
It’s unlikely that you’ll get your files back after a ransomware attack [21]. Prevention is better than a cure:
· Keep systems and servers patched and up to date [30]
· Malware uses known vulnerabilities in software to move to new computers. If you leave those vulnerabilities unpatched, you’re effectively leaving an open door for the cybercriminals to enter. If you keep the OS and all of your applications patched to the latest releases, you stand a better chance of avoiding malware infections.
· Use an anti-virus scanner [30] 
· Anti-virus solutions, when updated regularly, can protect you from several kinds of malware attacks. They quarantine known malware and prevent them from executing
· Use a firewall [30]
· As well as preventing known malware to come through a local firewall can protect you from some connections that malware uses, like to the Command and Control server. The CryptoWall ransomware, in particular, depends on a connection to home base to continue the attack. A local firewall may be able to prevent the malware from making that connection and killing the attack.
· Maintain whitelists [30]
· This stops users form downloading apps not authorised by the business.
· Control the use of USB and removable media [30]
· This is a known attack vector to insert malware onto a computer or network
· Don’t click the links [28]
· Don’t click links or download files from suspicious emails. 
· Enable popup blockers [28]
· Popups are regularly used by criminals to spread malicious software. To avoid accidental clicks on or within popups, it's best to prevent them from appearing in the first place.
· Practice safe browsing habits [28]
· Make sure the browser is up to date, use the highest level of encryption possible, and turn off ads and JavaScript by default. 
· Back up your files [28]
· Always keep a backup copy of business critical files.
· Maintain a least privilege model [30]
· When you maintain a least privilege model, users only have access to the files absolutely necessary to do their job, this limits the spread of an infection.
· User education [31]
· Users are often the last defence against social engineering attacks.
[bookmark: _Toc29201302]Backup procedures
All businesses need to take regular, secure backups of their important data [32] to mitigate against the risk to the availability or integrity of data following an attack [33]. By restoring from the last good backup will minimise the impact to the organisation.
Maintaining a good backup is crucial to disaster recovery. It is important to have a clear backup strategies [33]. When creating a backup strategy you need to consider the following:
· what data needs to be backed up  [30] 
· the sensitivity of the data involved
· how much data will need to be backed up. How much storage is required?
· how often do you need to take the backups [33]
· what is the process of conducting the backups. Will it be a manual or automatic process?
· how quickly you need to be able to access the data following an incident. How quickly can you restore from the backup
· where to store the backups [34]
· how to secure the backups [34]

[bookmark: _Toc29201303]Backup methods
There are four type of data backup:
1. Full backup – all the contents of a drive are backed up [35]
2. Incremental backup – only conducts a backup of the contents of a drive that have changed since the last full of incremental backup [35]
3. Differential Backup – only conducts a backup of the contents of a drive that have changed since the last full backup. Differential backups take more time to create but are the quickest to restore from [35]
4. Snapshots backups - commonly used with virtualised systems. They are used to capture the entire operating system image including applications and data.

[bookmark: _Toc29201304]Backup rotation schedules
There are three main types of tape rotation:
1. 10 Tape Rotation – each tape is used once per day for two weeks and then the entire set is reused
2. Grandfather-father-son – uses three sets of backup tapes where the son is used daily, the father is used weekly and the grandfather is used monthly [33]
3. Towers of Hanoi – also uses three sets of backup take which are rotated in a more complex way than the Grandfather-father-son technique [35].

[bookmark: _Toc29201305]Store backup data separately 
Ransomware (and other malware) can often move to attached storage automatically, which means any such backup could also be infected, leaving you with no backup to recover from. 
For more resilience, backups should be stored at a physically separate location.
However, when considering a cloud based backup solution it is important to consider the sensitivity and criticality of the data. Please see www.ncsc.gov.uk/collection/cloud-security for guidance on how to secure cloud services.

[bookmark: _Toc29201306]Make backing up part of your everyday business strategy
The majority of network or cloud storage solutions now allow you to make backups automatically. Automated backups save time and ensures the latest version of your files are available whenever needed.
Many off-the-shelf backup solutions are easy to set up and are affordable considering the business-critical protection they offer. 
An independent risk assessment should be conducted to establish how to mitigate against the risk of CryptoWall and other malware.
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Appendices
Appendix 1 – List of file types vulnerable to cryptowall ransomware attacks [29]
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Appendix 2 – examples of CryptoWall 4.0 phishing emails [27]
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Appendix 3 – examples of landing pages of compromised websites [27]. These websites show no indication that anything is wrong.
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Appendix 4 – example of CryptoWall 4.0 ransom demand [27]
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Cannot you find the files you need?
Is the content of the files that you have watched not readable?
It is normal because the files' names, as well as the data in your files have been encrypted.

Congratulations!!!
You have become a part of large community CryptoWall.

If you are reading this text that means that the software CryptoWall has removed from your computer.

What is encryption?
Encryption s a reversible transformation of information in order to conceal it from unauthorized persons but providing at the same time access to it for authorized users. To
become an authorized user and make the process truly reversible Le. to be able to decrypt your files you need to have a special private key.
In addition to the private key you need the decryption software with which you can decrypt your files and return everything in its place.

I almost understood but what do | have to do?
The first thing you should do is to read the instructions to the end.

Your files have been encrypted with the CryptoWall software: the instructions that you find in folders with encrypted files are not viruses, they are your helpers

After reading this text 100% of people tur to a search engine with the word CryptoWall where you'll find  lot of thoughts, advice and instructions.

Think logically - we are the ones who closed the lock on your files and we are the only ones who have this mysterious key to open them
Any of your attempts to restore your files with the third-party tools can be fatal for encrypted files.
The fact is that changing data within the encrypted file (as 100% of software to restore files do this, except the special decryption software) you break damage to the file and it
will be impossible to decrypt the file
This is the same as to collect a mosaic when some mosaics items were lost, broken or not put in fts place - the picture will not emerge, the software to restore the files will not
be able to lay down the picture, and ruin it completely and irreversibly
Using the software to restore files can ruin your files frever. only through your fault
Remember that any intervention of the extraneous software to restore files encrypted with the Cryptowall software may be the point of no return

In case if these simple rules are violated we will not able to help you, and we will not try because you have been warned
For your attention the software to decrypt the files (as well as the private key that come fitted with it)is a paid product
After purchasing the software package you can:
1. Decrypt all your files
2. Work with your documents
3. View your photos and other media content
4. Continue your habitual and comfortable work at the computer.

Ifyou are aware whole importance and criticality of the situation, then we suggest you go directly to your personal page where you will be given final Instructions, as well as

guarantees to restore your flles

What do you have to do with these addresses?

If you browse the instructions in TXT format (if you have instruction in HTML (the file that has an icon of your Internet browser) then for the sake of
simplicity it is better to run it):
1. Look at the address number 1 (in this case ft is hitp//3wzn5p2ylumn7ak partnersinvestpayto com/
2. Select it with the mouse cursor holding the left mouse button and moving the cursor to the right
3. Release the left mouse button and press the right one
4.1n the menu that appears select "Copy".
5. Run your Internet browser (if you do not know what it is run the Internet Explorer)
6. Move the mouse cursor to the address bar of the browser (this is the place where the site address is written)
7. Click the right mouse button in the field where the site address s written
8.1 the menu that appears select the button "Insert"
9. The address hitp:/3wzn5p2yiumh7ak] partnersinvestpayto com/ must appear there
10. Press ENTER
1. The site must load; if it does not load, repeat the same instructions with the address number 2 and so on until the final address if falling

If for some reason the site does not open check the connection to the Internet: if the site stil does not open see the instructions on omitting the point about working with
the addresses in the HTML and PNG instructions
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f you browse the instructions in HTML format:
1. Click the left mouse button on the address number 1 (n this case I is hto./3znSp2yiumh7ak| partnersinvesioayio com ).
2.1n a new tab or window of your web browser the site must oad; i does not 0ad, repeat the same Insiructions with the address number 2 and so on unti the final
agdress
Iffor Some reason the site does ot open check the connection to the Intemet. ifthe site st does not open see the insiructions on omiting the point about working with
the adaresses I the PNG nstructions.

f you browse the instructions in PNG fomat:
1. We are very sorry but unfortunately your antivirus deleted Instructions fles in the TXT and HTML format for your comfortable work and most importantly for help to
restore access to your fles.
2.Try o enter the address of your page manualy from a picture, good luck and patience for you.

Unfortunatel. these sies are temporary because th antiius companies are Interested that you camno rstore your fles but continue t0 buy their !
products 5
Unike them we are ready o help you ahiys. \
Fihe temporary stes are not avalable and you need our help '
1. Run your Inferet browser (i you do not know what it s run the Interet Explorer). i
. rteror copy e ates o e s v s !
3. Waitfor the ste loading 4
4.0n th ste you il b offeed to download TorBrowser. downioad and un , follow the Instaltion nstructions, wall i the nsallation i completed

5. Run Tor-Browser.

6. Connect i the buton Connect (fyou use the Englsh version).

7. Afer infiaizaton a normalInternet browser window il be opened.

8. Type or copy the adress 3WZN5P2yiumh7akj.onion/ s intis browser adress bar.

9.1ffor some reason the se is not oading, a3 moment and iry again

11 your browser and press ENTER

1you have any problems during installation or operation of TorBrowser, please, Vsi i oulube com and type request i the search bar “nstal tor
browser windows". As a resultyou wil see a training video on TorBrowser nstalation and operation.

1f TOR address was unavailable for a long time (2-3 days) it means you were late; on average you have about 2 weeks after reading the Instructions to restore
your files.

‘Additional information:
Instructions to restore your lles are only in those folders where you have encrypted fles.
For your convenlence the insiructions are made In three fle formats - i, txt, and png.
Unfortunately, antiirus companies cannot protect and moreover restore your fles but they make tings worse removing the instructions to restore encrypted fles.
The Insiructions are not maares; they have Informative nature only, so any claims on the absence of any Insiruction fles you can send o your antvrus company.

Cryptowall Project s not maiicious and is not intended to harm a person and hisier information data
‘The project s conducted for the sole purpose of Insiruction i the field ofinformation securty, as well as certfication of antvrus products fo their sufabily for data
protection.

Together we make the Internet a better and safer place.

1fyou oversee this text In the Interet and understand that something is wrong wih your il and you have o Insiructions to festore the fles, contact your antiirus support.
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