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Introduction
This report presents the design, implementation, and evaluation of a virtualised enterprise network environment. The aim of the project is to explore key networking concepts, including virtualisation, IP addressing, routing, and network services, through both theoretical research and practical application. 
The network topology was developed using Oracle VM VirtualBox to simulate a real-world environment consisting of a Windows Server 2022 system and supporting network components. The configuration process involved deploying virtual machines, assigning IP addressing schemes, and testing system functionality.
The report is structured into three main tasks: research on core networking concepts, technical implementation of the virtual network, and reflection on the deployment and troubleshooting process. Together, these sections demonstrate an understanding of both theoretical and practical aspects of modern network infrastructure.
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[bookmark: _Toc225461708]Task 1.1: Research on Hypervisor 
Virtualisation technologies rely on hypervisors to create multiple virtual machines (VMs) on a single physical machine. A hypervisor acts as an intermediary layer between hardware and operating systems, enabling multiple operating systems to run concurrently while sharing physical resources. Hypervisors are generally categorized into Type 1 (bare metal) and Type 2 (hosted) architectures. A Type 1 hypervisor runs directly on the host’s physical hardware without the need for a traditional operating system. Because it interacts directly with system resources like CPU, memory, and storage, it provides improved performance, stronger isolation between virtual machines, and enhanced security. Enterprise environments frequently deploy solutions such as ESXi or Microsoft Hyper-VA due to their scalability and ability to manage virtual machines efficiency [1]. In contrast, a Type 2 hypervisor operates on top of a host operating system and relies on it for hardware communication. Examples include Oracle VM VirtualBox, which is used in educational and development environments because of its flexibility, lower hardware requirements, and ease of development [2]. For the proposed topology hosting Window Server 2022 and a Debian server within the BIRMINGHAM.ACCA domain environment, a Type 2 hypervisor is appropriate in a lab-based setting. VirtualBox supports both Windows and Linux operating systems, enabling compatibility with the required servers and client systems. Additionally, it provides features like snapshot management, configurable networking modes, and efficient resource allocation. Considering typical hardware limitations academic environments, a hosted hypervisor provides a practical balance between performance, security an ease of management while supporting a virtual enterprise network infrastructure.
[bookmark: _Toc225461709]1.2: Research on IP Addressing
IP addressing is fundamental to how devices communicate across networks and the Internet. During the group discussion, it was highlighted that when data is transmitted from one computer to another, it is divided into packets which contain both a source and destination IP address. These addresses allow network devices to identify where data originates and where it must be delivered. The addressing system is defined by the Internet Protocol, which operates at the network layer of the TCP/IP model and enables logical identification of devices across interconnected networks [3]. The most widely used addressing scheme is IPv4, which uses a 32-bit structure typically written in dotted decimal format (e.g., 192.168.1.10). However, due to the global growth of Internet-connected devices, IPv6 was introduced, using a 128-bit address format such as 2001:0db8:85a3::7334, providing a larger address space and improved routing efficiency [4]. Routers and switches play roles in facilitating data transmission. Switches operate within local networks by forwarding frames based on MAC addresses, while routers analyse IP addresses to determine the optimal path for packets travelling between different networks. Subnetting further improves network efficiency by dividing a larger network into smaller logical segments. For example, a network such as 192.168.1.0/24 can be subdivided into smaller subnets to reduce broadcast traffic and improve security. Efficient IP address allocation ensures organised communication between devices such as servers, routers, and clients within enterprise environments. In the proposed topology, subnetting and structured addressing would support reliable connectivity between Windows and Debian systems while enabling scalable management. 
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1.3: Research on Routing 
Routing is a fundamental networking process that determines how data packets efficiently travel between different networks. Routing protocols enable routers to identify the most efficient path for forwarding packets based on destination IP addresses. These protocols operate by maintaining routing tables that store network paths and associated metrics, allowing routers to make forwarding decisions dynamically. Examples of commonly used routing protocols include Routing Information Protocol and Open Shortest Path First, which automatically exchange routing information between routers to maintain updated network paths [5]. Routing approaches are generally classified into static and dynamic routing. Static routing requires network administrators to manually configure routers within a router’s routing table. While this method provides predictable behaviour and enhanced security due to limited route advertisements, it often lacks scalability in larger or frequently changing networks. In contrast, dynamic routing protocols automatically discover and update routes by exchanging information between network devices. Although dynamic routing improves adaptability and scalability, it introduces additional complexity and resource consumption. In the context of the proposed topology, static routing is likely the most appropriate approach. The network environment supporting the BIRMINGHAM.ACCA domain appears relatively small and structured, with a Debian server functioning as a DHCP Relay and a Windows Server providing domain services. Since the number of network segments is limited, static routing allows administrators to define clear communication paths between servers and clients without the overhead associated with dynamic routing protocols. This approach simplifies configuration while maintaining stable and reliable connectivity between the Debian and Windows systems. 

1.4: Research on Network Services
Network services play a critical role in supporting secure communication, centralised management, and automated configuration within enterprise environments. Services such as VPN, DHCP, Active Directory Domain Services, and Certificate Authorities collectively contribute to the overall reliability and security of modern network infrastructures today. A Virtual Private Network enables secure remote access by establishing an encrypted tunnel between a client device and a private network over the public Internet [6]. VPN technologies help organisations protect sensitive data and allow authorised users to securely access internal resources from remote external locations. Another essential service is the Dynamic Host Configuration Protocol, which automatically assigns IP addresses and other network configuration parameters to devices on a network. By dynamically allocating addresses, DHCP significantly reduces administrative overhead and prevents address conflicts while ensuring efficient IP address utilisation [7]. Within Windows-based enterprise environments, directory services are commonly implemented through Active Directory Domain Services. AD DS provides centralised authentication, user management, and access control across the domain. This enables administrators to enforce security policies and efficiently manage resources consistently across multiple systems [8]. Security and trust within the network can also be enhanced through a Certificate Authority, which is part of a Public Key Infrastructure (PKI). Certificate Authorities issue digital certificates used to verify identities and enable encrypted communications. In enterprise networks, these certificates support secure services such as VPN authentication, secure web services, and protected internal communications [9]. Together, these services create a structured and secure network environment capable of supporting modern enterprise-level operations and reliable centralised system management effectively. 
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[bookmark: _Toc225461711]2.1 My Hypervisor Selection 
The selected hypervisor for this implementation is Oracle VM VirtualBox, chosen due to its flexibility, compatibility, and suitability for deploying a virtual enterprise network in an academic environment. VirtualBox supports multiple operating systems, including Windows Server 2022 and Debian, which are essential for implementing the domain controller and DHCP relay within the proposed network technology. This compatibility ensures that both Windows and Linux-based services can operate effectively within the same virtualised infrastructure. In addition, the use of a Type 2 hypervisor is appropriate given the typical hardware limitations, associated with academic environments. Unlike Type 1 hypervisors, which require dedicated hardware and greater system resources, VirtualBox can operate efficiently on standard computing systems without compromising functionality. This makes it a practical choice for developing and testing enterprise-level configurations in a controlled environment. Furthermore, VirtualBox provides several key features that enhance its suitability for this implementation. These include screenshot functionality, which allows system states to be saved and restored, and flexible networking options such as NAT and internal networking, which are essential for simulating real-world network environments. These features support effective testing, troubleshooting, and system recovery. Finally, VirtualBox offers scalability for future coursework by enabling additional virtual machines and services to be integrated into the existing topology. Therefore, it represents a practical, efficient, and reliable solution for supporting the BIRMINGHAM.ACCA domain environment.
[bookmark: _Toc225461712]2.2 Download and Setup 
[bookmark: _Toc225461713]2.2.1 Download of Required Operating Systems
The required operating systems images were obtained from official and trusted sources to ensure system integrity and compatibility with the virtual environment. The Windows Server 2022 ISO image was downloaded from the official Microsoft Evaluation Centre [10]. This version was selected as it provides enterprise-level features necessary for network services such as domain control, user management, and sever administration. The download process ensured that the correct 64-bit ISO format was selected, making it compatible with the virtual machine configuration in Oracle VM VirtualBox. The file was saved locally and later attached to the virtual machine as a bootable medium. Screenshots were captured provide evidence of the download process to provide evidence of source authenticity, correct file selection, and successful acquisition of the installation media.
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Figure 1: This screenshot showcases the download page for Windows Server 2022 ISO from the official Microsoft Evaluation Centre, showing selection of the 64-bit installation media.
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Figure 2: Windows Server 2022 ISO file successfully downloaded and stored locally in the system Downloads directory, confirming successful acquisition of the installation media.
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Figure 3 – The VirtualBox Download Page: Download page for Oracle VM VirtualBox from the official website, showing selection of the appropriate version for installation. 
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Figure 4 – Download VirtualBox File: Oracle VM VirtualBox installation file successfully downloaded and stored locally, confirming successfully acquisition of the virtualisation software.
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Figure 5 – VirtualBox Dashboard: Oracle VM VirtualBox Manager interface displaying the main dashboard used to create and manage virtual machines. 
[bookmark: _Toc225461714]2.2.2 Network Deployment 
The virtual machine was created and configured using Oracle VM VirtualBox to simulate a server environment suitable for enterprise network services.
A new virtual machine named BIRMINGHAM-DC1 was created, with the operating system set to Windows Server 2022 (64-bit). This configuration ensures compatibility with modern sever requirements and supports domain-based network management.
During the setup process, unattended installation settings were configured, including the administrator account, hostname, and domain name (birmingham.acca). This allows for automated installation and aligns the system with the organisational network structure.
The virtual hardware was configured to ensure system stability and performance within the host machine’s limitations. The virtual machine was allocated 2048 MB of RAM and 1 CPU core, balancing performance and preventing system instability. A virtual hard disk of 40 GB was created using the VDI format, providing sufficient storage for the operating system and server roles.
The Windows Sever 2022 ISO image was attached to the virtual machine as a bootable installation medium. Upon starting the virtual machine, the system successfully initiated the boot process, displaying the Windows loading screen, which confirms that the virtual machine was correctly configured and operational 
Screenshots were captured throughout the deployment process to provide evidence of configuration steps, resource allocation, and successful system boot. 
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Figure 6 – VM Creation (name + OS): Creation of the virtual machine showing selection of the Windows Server 2022 (64-bit) and configuration of the virtual machine name BIRMINGHAM-DC1 
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Figure 7 – Unattended setup (Hostname, domain and user): Configuration of attended installation settings including administrator credentials, hostname (BIRMINGHAM-DC1,) and domain name (birmingham.acca)
[image: ]
Figure 8 – Hardware settings (RAM, CPU + Disk setup): Allocation of virtual hardware resources and storage, including 2048 MB RAM, 1 CPU core, and a 40 GB dynamically allocated virtual hard disk.
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Figure 9 – Summary: Summary of virtual machine configuration displaying system settings, storage allocation, and operating system selection prior to deployment.
[image: ]
Figure 10 – Boost Screen: Successful boot of the Windows Server 2022 virtual machine showing the system loading screen, confirming correct configuration and deployment
[bookmark: _Toc225461715]2.3 Configure IP Addressing
IP addressing was configured to enable communication between devices within the virtualised enterprise network. Internet Protocol (IP) addresses allow data packets to be correctly routed between source and destination devices across interconnected networks. 
IPv4 addressing was implemented using a structured and efficient scheme to support communication between the Window Server, Debian server, and client systems. IPv4 addresses are 32-bit numerical identifiers represented in dotted decimal format, for example 192.168.1.10. In contrast, IPv6 uses a 128-bit hexadecimal format, providing a significantly larger address space and improved scalability for modern networks [11].
To optimize address allocation, subnetting as applied to divide the network into smaller logical segments. This reduces broadcast traffic and improves network performance and security. A Variable Length Subnet Masking (VLSM) approach was considered to efficiently allocate IP ranges based on the number of required hosts within each subnet [12].
For this topology, a private IP address range was used to simulate an internal enterprise network. The network was divided into subnets to separate server and client environments. For example:

Network: 192.168.1.0/24
Server Subnet: 192.168.1.0/26
Client Subnet: 192.168.1.64/24

[image: ]
The Windows Server (BIRMINGHAM-DC1) was assigned a static IP address to ensure consistent address dynamically through DHCP. This structured addressing scheme supports reliable communication, efficient resource management, and scalability within the network [17].
[bookmark: _Toc225461716]2.4 Testing and Troubleshooting 
Connectivity and system testing were conducted to evaluate the functionality of the virtualised enterprise network. Initial testing confirmed that the virtual machine was able to successfully initiative the Windows Server 2022 boot process, demonstrating that the configuration of the virtual machine was correctly implemented. 
During testing, the virtual machine displayed the Windows loading screen, confirming successful attachment of the ISO image and correct allocation of system resources. This indicates that system was able to recognise the installation media and begin the deployment process.
However. during extended operation, system instability was observed as host machine experienced freezing and crashes. This issue occurred despite correct configuration of the virtual machine, including appropriate allocation of memory, processor resources, and storage. 
Several troubleshooting steps were undertaken to resolve the issue. These included reducing the allocated RAM and CPU to improve system stability, disabling Hyper-V and memory integrity settings within the host operating system, and adjusting virtual machine display configurations. Despite these efforts, the issue persisted. suggesting that the problem was related to host system limitations or virtualisation conflicts rather than incorrect configuration. 
Overall, the testing process demonstrated that the virtual machine was successfully configured and capable of initiating the operating system installation. The encountered issues highlight real-world challenges associated with virtualisation environments and emphasise the importance of system compatibility and resource management. 

[image: ]
The virtual machine successfully initiated the Windows Server 2022 boot process, as shown in Figure 10, confirming correct configuration.

[image: ]
Figure 11 – Error: Virtual machine error encountered during execution, demonstrating system instability and the need for troubleshooting within the virtualised environment. 

[bookmark: _Toc225461717]Task 3: Reflection
[bookmark: _Toc225461718]3.1.1 Technical Reflection 
The deployment and testing of the virtualised network environment provided valuable insight into practical networking challenges. During the setup of the virtual machine using Oracle VM VirtualBox, several issues were encountered, particularly related to system instability and virtual machine execution failures. Despite correct configuration of resources such as memory, CPU, and storage, the virtual machine occasionally failed to run, indicating potential conflicts within the host operating system. 
Troubleshooting was conducted systematically by identifying possible causes and applying appropriate solutions. This included disabling Hyper-V, adjusting virtual machine resource allocation, modifying displaying settings, and verifying ISO attachment. Each step was tested to evaluate its effectiveness. The successful display of the Windows Server boot screen confirmed that the configuration was correct, while subsequent system crashes highlighted limitations of the host environment rather than configuration errors.
This process demonstrated the importance of structured troubleshooting, careful configuration, and understanding the interaction between hardware and virtualisation software in network deployment.
[bookmark: _Toc225461719]3.1.2 Personal Reflection
This task significantly improved my understanding of virtualisation, network configuration, and problem-solving within a practical environment. Initially, setting up the virtual machine and configuring the network appeared challenging, particularly when unexpected errors and system crashes occurred. However, by following a step-by-step approach and applying troubleshooting techniques, I was able to overcome these challenges and successfully complete the required setup.
The experience enhanced my confidence in working with virtual machines and reinforced the importance of patience and persistence when dealing with technical issues. It also highlighted the value of planning and structured implementation when designing network systems. 
Overall, this task has developed both my technical knowledge and my ability to approach problems logically, which will be beneficial for future coursework and real-world IT scenarios 
[bookmark: _Toc225461720]Conclusion
In conclusion, this project successfully demonstrated the design and implementation of a virtualised network environment using industry-relevant tools and concepts. The research provided a solid understanding of hypervisors, IP addressing, routing, and network services, which informed the practical deployment of the network. 
The configuration of the virtual machines and IP addressing scheme highlighted the importance of structured planning and efficient resource allocation. Although challenges were encountered during the testing phase, particularly related to system stability, these issues were addressed through systematic troubleshooting, reinforcing practical problem-solving skills.
Overall, the project enhanced both technical knowledge and practical skills in network design and virtualisation. The experience gained will be valuable for future academic work and real-world IT environments.
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Appendices:
Appendix A: Oracle VirtualBox 
This appendix presents screenshots of the virtual machine setup and configuration process using Oracle VM VirtualBox, including system deployment, resource allocation, and evidence of successful boot and troubleshooting
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Appendix B: draw.io
The final appendix presents screenshots of the network diagram I made using draw.io, illustrating the IP addressing scheme, subnet division and allocation of IP addresses to key devices within the virtualized network.
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