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[bookmark: _Toc117434889][bookmark: _Toc117434910]Background of Ansible
Ansible is a configuration management tool that makes it easy to deploy applications, automate IT infrastructure, and manage cloud servers. It has been developed by Red Hat since 2015. Ansible is agentless and uses SSH to connect to remote servers. It uses YAML to write playbooks, which are very similar to bash scripts [1], [2].
Playbooks are essentially just lists of tasks that need to be performed on a target machine. Tasks can be grouped in plays (such as WordPress) or by themselves as standalone modules (e.g., the CloudFormation module). A playbook always starts with “---” and ends with “---” [1], [2].
Ansible has many modules that allow it to perform different tasks on its target machines such as installing packages, starting services etc. If a particular module isn't available for our use case, then we can always write our custom module using the Ansible API client library (https://docs.ansible.com/api_client/index/html) [1], [2].
Ansible is based on an agentless architecture. It runs on the platform we want to manage and doesn't require agents that need to be installed on remote systems. This means that Ansible can be used to manage any device or OS, as long as it has Python 2.4 or higher installed, which essentially means almost everything [2], [3].
Ansible uses YAML-based configuration files known as playbooks (and templates). These are written in a human-readable format and follow a specific syntax so that even non-programmers can read them easily. At its core, Ansible relies on SSH for communication between client machines where it executes commands specified by user input; however, it can also use other protocols like HTTP(S) if required by our project’s requirements [3].
Ansible uses the Secure Shell (SSH) protocol to connect to remote servers. It does not provide a graphical user interface for configuration management but rather relies on automation via command line instructions. Ansible uses SSH as a transport protocol to execute commands on remote servers [3], [4].
· [bookmark: _Toc117434890][bookmark: _Toc117434911]Several advantages to using Ansible over other solutions
As stated, Ansible is agentless, meaning we don't need a server on-site to manage the servers. Instead, Ansible uses SSH and modules to connect to remote servers and execute tasks. This makes it possible for users who aren't necessarily familiar with Linux or SSH commands to use Ansible without any issues [3], [4].
Ansible was written in YAML, the programming language used by OpenStack Heat templates (another major advantage of using Ansible). YAML files are much easier for us than JSON files because they're more readable; this means that when someone comes along later and needs to modify one of these files, it won't take them long at all before getting up-to-speed with what's going on inside those YAML tags. Moreover, there is no need for special formatting conventions, as there would be if everyone followed their method [3], [4].
Another big benefit of using Ansible over other solutions (like CFEngine) is its large collection of modules, which allows us to manage everything from installing and uploading packages onto servers to managing things like DNS records [3], [4].
[bookmark: _Toc117434891][bookmark: _Toc117434912]Analyse the features of Ansible
Ansible is open source software that automates software provisioning, configuration management and application deployment. Ansible can interact with all networks. Ansible uses simple syntax written in YAML to describe system configurations. With the help of SSH and some other tools, Ansible can automate the entire application stack. If we write our playbooks in Python, then we can use any Python module for any network device. Push model utilises SSH or WinRM protocols to communicate with network devices. MINIMAL dependencies – requires no additional software on the controlled nodes [1], [2].
· [bookmark: _Toc117434892][bookmark: _Toc117434913]Ansible can interact with all networks
Ansible can interact with all networks. The Ansible modules can manage network devices, cloud instances and containers. Ansible supports multiple operating systems like Linux, Windows, and macOS. It also supports different programming languages such as Python, Perl, and Ruby etc [3], [5].
· [bookmark: _Toc117434893][bookmark: _Toc117434914]Ansible uses simple syntax written in YAML to describe system configurations
We can think of YAML as a human-readable format that explains the state of the system. It also describes how we want our systems configured and what tasks need to be executed. For example, if we want to configure a web server with Apache and WordPress, we will have a host named www01 with IP address 192.168.0.20, which has an application called WordPress running on port 8080 with hostname “www” installed on it already via the apt-get install command [3], [5].
· [bookmark: _Toc117434894][bookmark: _Toc117434915]With the help of SSH and some other tools, Ansible can automate the entire application stack
Ansible can be used to automate any network device including switches, routers, firewalls, and load balancers. Ansible has its own client software which is installed on a machine running a Linux or Windows operating system called a Control Machine. This software is used to control other machines remotely when there is no GUI available for configuration changes. The Control Machine also needs an agent which needs to be installed on every machine that needs automation done so as to receive instructions from the control machine via SSH protocol or WinRM protocol depending upon our choice of communication channel between machines in our environment [3], [5].
· [bookmark: _Toc117434895][bookmark: _Toc117434916]We can use any Python module for any network device if we write the playbooks in Python
For example, if we need to send OSPF packets on a router, all we have to do is import a module like OSPFD and start writing the playbook [3], [5].
But what if we don’t know how to write Python?
In this case, Ansible also has a very helpful feature called Ansible Tour, which is an easy-to-use interface for managing an Ansible environment. All of the workflows and modules are available through this web interface, so it doesn’t matter what language or shell scripting experience we have, as long as our team can access the Tor server from within their organization or cloud service provider (CSP) [2].
· [bookmark: _Toc117434896][bookmark: _Toc117434917]Push model uses SSH or WinRM protocols to communicate with network devices
Ansible uses SSH or WinRM protocols to communicate with network devices.
Ansible uses the SSH protocol for the following:
· Push model using SSH or WinRM protocols to communicate with target nodes;
· Dynamically discover new nodes in the network;
· Run commands on remote nodes through SSH;
· Configure network devices using the ansible_ssh_user and ansible_ssh_host keys in the /etc/ansible/ansible.cfg file
· [bookmark: _Toc117434897][bookmark: _Toc117434918]MINIMAL dependencies – requires no additional software on the controlled nodes
Ansible has minimal dependencies. It requires no additional software on the controlled nodes and can be run using SSH or WinRM to talk with network devices. Ansible does not require any server agents to be installed on the controlled nodes, which means we don’t have to worry about managing additional tools that might conflict with our existing configuration management solution (Chef, SaltStack) or cause other issues in our environment [3], [4].
· [bookmark: _Toc117434898][bookmark: _Toc117434919]Conclusion
Ansible is open source software that automates software provisioning, configuration management and application deployment. Ansible can interact with all networks. Ansible uses simple syntax written in YAML to describe system configurations. With the help of SSH and some other tools, Ansible can automate the entire application stack. If we write our playbook in Python, we can run it on any network device. The Push method uses SSH or WinRM protocols to communicate with network nodes with minimal dependencies – no additional software is needed on the controlled nodes [4], [5].
[bookmark: _Toc117434899][bookmark: _Toc117434920]Installation and configuration of Apache Server
Apache Server is the most widely used web server in the world. It is an open source software project, which means that it's free to use and has been continually developed by a community of developers working together in an open environment. Apache Server was originally developed at the National Centre for Supercomputing Applications (NCSA) at the University of Illinois, Urbana-Champaign, but today it's supported by hundreds of volunteers around the world who contribute their time and expertise to making sure Apache continues to be a reliable and secure platform.
Before we begin, we need to make sure that our system is up to date. To do this, we will open a terminal and run the following commands:
sudo apt-get update
sudo apt-get upgrade
Now that our system is up to date, we can start installing Apache. To do this, we will run the following command:
sudo apt-get install apache2
[image: ]
Figure 1: Installing Apache Server
This will install the latest version of Apache. Once the installation is complete, we need to start the Apache. To do this, we will run the following command:
sudo systemctl start apache2
[image: ]
Figure 2: Starting the Apache Server
Now that Apache is up and running, we can test it by opening a web browser and going to http://localhost/. If everything is working correctly, we should see the default Apache page.
[image: ]
Figure 3: Successfully installed Apache Server
[bookmark: _Toc117434900][bookmark: _Toc117434921]Installation and configuration of My SQL
MySQL is one of the most popular database management systems in use today, as it is both free and open-source. It is a relational database management system (RDBMS), which means that data stored in MySQL comes with a set of rules that define each piece of information's relationship to other data stored within the system. It is similar to how we organise the music collection into folders on our computer.
In addition to being free, MySQL has many other advantages over proprietary databases like Microsoft Access or Oracle:
· It's easy to install and configure on Linux, Mac OS X, BSD variants like FreeBSD and OpenBSD as well as Windows operating systems.
· It's fast; MySQL can handle thousands or even millions of users at once without slowing down due to its “shared nothing” architecture.
· Its codebase has been around since 1995; there are no hidden bugs.
To check if the server is running on our system, execute the following command in a terminal:
sudo service mysql status
sudo service mysqld status
If the response is “running”, then MySQL is active on our system. If it's not, we can try restarting it by pressing Ctrl + C and then run the same command again.
In this step, we will configure the MySQL Server. The following properties need to be configured:
· Port: This is the port on which MySQL listens for client connection requests. If we do not specify one or if we do not specify a valid value, an appropriate default is applied. By default, TCP/IP connections are made using port 3306. If we want to change this value, we will use this command:
`[mysqld] 1 ` set global port = 3307 ;`
· Socket: This is a file descriptor for our data directory that connects to the socket file in /etc/mysql/mysql.sock. It must contain only one instance of MySQL (and no other daemons). To create it manually, we will run `ls -l /etc/my.cnf` in order to get its name and then run `mkdir -p /var/run`. Then we will add the following line to var/run/.shinit: `test -e /e/etc/my-configured-port & echo “$1” > $1 && chmod 644 $1 && mv $1 $2“
· Data directory location: This directory stores all databases managed by MySQL Server, as well as related files such as log files and table definitions (schema). The default location for most Linux distributions is in different places based on our distribution version and installation options; however, most installations place everything under dirs located in /var/lib/, while others may put everything under dir found in /usr/. we can find out where ours are stored by running `ls -alhfg /* | tail –n +3`, where directories will have names like mysql.
To verify that the configuration file is valid, we can run the following command:
mysql_config_editor --validate --user=root --host=localhost -p (or) -h localhost -u root < /etc/my.cnf
If everything is okay, we will see a message as follows:
Configuration file is correct
To start the server and check if it is running, we can use the following command:
mysql.server start
Alternatively, we can check if our MySQL Server is running by typing in the following command:
mysql --status|grep 'Server'
At the end of this step, we need to allow access to the server from our computer and any other devices on our local network. The following settings can be used:
· Allow remote access from the IP address of our computer (or proxy): if we are using a proxy service, we will select this option and provide the information required by our proxy provider.
· Allow remote access from all IP addresses: If we do not use a proxy service and want to allow remote access from any IP address, we will select this option. If we want only specific IP addresses or networks to have access, we will select one of the options below:
· Allow remote access only from my local network's subnet: allows users who connect through their gateway router but whose computers are outside that subnet; for example, if someone connects through a wireless router at home then has internet access via cable modem in another room inside their house…
We can now configure MySQL and use it in our applications.
[bookmark: _Toc117434901][bookmark: _Toc117434922]Installation and configuration PHP
The first step to installing PHP on Ubuntu is to add the repository key. This allows our system to authenticate with the package manager and install packages from it.
Next, we need to add the repository itself. We can do this by running sudo add-apt-repository ppa:ondrej/php-7.2 in a terminal window on our server or in a new SSH session (if we're using PuTTY).
Now that the repository has been added, we will run sudo apt update. This will download all the latest information about software packages from various sources so that we can install them on our machine when necessary.
Install php7.1, php-cli, and php-common packages:
sudo apt-get install php7.1 libapache2-mod-php7.1
Install and configure the PHP FastCGI Process Manager (php-fpm) package:
sudo apt install php-fpm
The third step is to configure PHP-FPM settings. PHP-FPM allows us to run multiple processes of PHP and each process can handle one request at a time. The number of processes depends on the pool of workers available, which is controlled by the pm.start_servers and pm.min/max_spare_servers directives in our PHP-FPM configuration file (/etc/php/7.0/fpm/pool.d/www.conf). If we don't have enough worker processes running, then our site may become unresponsive or slow down when there are many users or requests for pages at once (e.g., during an online sale). To avoid this problem, we should always ensure that there are enough worker processes available for handling requests on our sitesite. This will prevent us from having too many people trying to access it at once.
We can also control how many times a single process runs by setting the pm (preferred master) directive in /etc/php/7. The */*pools directory is specified by specifying an integer value between 2 and 10 (inclusive). This setting ensures that when there isn't much traffic on our website (for example, during off hours), only one server will be active while all others remain idle until they're needed again later on down stream in future days ahead.”
[bookmark: _Toc117434902][bookmark: _Toc117434923]Evaluation of Ansible as a Network Programming and automation tool
Ansible is a software tool used for managing computer systems. It can be used to configure and manage software, as well as to automate tasks such as software deployments and updates. Ansible is written in Python and has a simple syntax that is easy to learn and read [5], [6].
Ansible's main advantage is its simplicity. It is designed to be easy to use and straightforward to read. Ansible's playbooks are written in YAML, which is a human-readable data format. This makes Ansible playbooks easy to understand and modify [3], [4].
Ansible also has a number of disadvantages. One is that it is not as widely used as some other software configuration management tools. This means that there is less community support available for Ansible. Another disadvantage is that Ansible is not as flexible as some other tools. This can make it difficult to use Ansible for complex tasks [3], [4].
Overall, Ansible is a simple and straightforward tool that can be used to manage computer systems. It has a number of advantages, but it also has some disadvantages. Ansible's playbooks are written in YAML, which makes them easy to read and modify. However, Ansible is not as widely used as some other tools, and it is not as flexible as some other tools [3], [4], [5].
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klosk@kiosk:- = $ sudo apt-get install apache2
Reading package lists... Done
Building dependency tree
Reading state information... Done
suggested packages:
apache2-doc apache2-suexec-pristine | apache2-suexec-custom
The following NEW packages will be installed:
apache2
® upgraded, 1 newly installed, © to remove and 178 not upgraded.
Need to get © B/95.6 kB of archives.
After this operation, 542 kB of additional disk space will be used.
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Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Config

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/
|-- apache2.conf
/ ‘-- ports.conf

1-- mods-enabled
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