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	Module Learning Outcomes 
(from module syllabus)

	Digital Policing 
· Complex types of internet-dependent crimes and their impact
· Investigative procedures for complex investigations with a digital element
· Employing specialist assistance re. obtaining information from a specialist or service provider in the recovery of digital data
Criminology
· Constitutional role of the police in contemporary society and the wider criminal justice system
· Crime prevention theories and strategies
· Strengths and weaknesses of different policing models in relation to crime/victimisation and the public
· Benefits of greater understanding of sociology and criminology on/for operational policing and decision making
· Specific initiatives relating to crime prevention
Evidence Based Policing
· Potential constraints associated with EBP approach and identifying best practice
· How to systematically review and critically evaluate available evidence
· Optimising opportunities to obtain best available evidence, evaluate options and develop most appropriate solutions to policing problems
Counter Terrorism
· Organisational structures and inter-relationships that exist in counter-terrorism policing
· Links between terrorism and other forms of criminality
· Insider threat within the police service and strategies to prevent this
Response Policing
· Application of theories and principles of psychology and human behaviour in various response contexts
· Key issues relating to the complexity and challenges of operational policing
· Responsibilities of first responders at critical incidents
· Best practice when attending high profile critical/major incidents
· role of the police within a joint emergency services operation
Policing Communities 
· Why key incidents/events have had a damaging effect on the willingness of communities to engage with the police
· Community engagement & how policing practice can impact the community
· Role of community policing in fostering and maintaining community cohesion
· Key principles of effective community engagement
Policing the Roads 
· Police powers in relation to commercial vehicle enforcement
· Prevalent criminal activity facilitated by road network & its disruption by effective policing of the roads
· Disruption options to target criminal activity on the road network
· How to police the strategic road network effectively and safely
· Roles and responsibilities of personnel involved in police pursuits, and the types of vehicle
Information & Intel
· Guidance and processes relating to international and European enquiries/investigations
· Analysis and evaluation of info. & intel. appropriate to the policing operation
· Analytical products provided by intelligence specialists during the course of an investigation
· Developing info. & intel. to inform tasking and co-ordination process
Conducting Investigations 
· Difference between 'volume and priority' crime
· Use of the additional sources of intelligence that can be obtained during a complex investigation
· Importance of the concept of memory upon interview methods and process
· How personal attitudes, values and biases can impact on an investigation
· Addressing complex circumstances when conducting interviews
· Learning from previous investigations (and/or interviewing) to future investigations
· Guidance and processes relating to international and European enquiries/investigations




	
TASK DESCRIPTION




This is a 4000 word assignment. Students are required to complete two 2000-word essays (2 x 2000). 

Choose two titles from the below list:

1. Review complex types of internet-dependent crimes. (2000 words)

What is cybercrime, “The term cybercrime encompasses a wide range of criminal activity that involves some form of electronic or digital technology. The term cybercrime has been widely used since the creation of the council of Europe cybercrime convention (commonly known as the Budapest convention on cybercrime) and is now the common term for a whole range of criminal activities. Although the terminology may seem confusing, there are in effect, five main ways that digital technology can impact on crime.” (Bryant, 2021) 

The five main ways that digital technology can impact on a crime are,
Technology as a storage medium – This covers the intentional or unintentional preservation of data on any device that may later be utilised as evidence in an investigation. An illustration of this might be someone who has a hard drive with any indecent material on it.

Technology as a witness to crime – This is becoming a more crucial instrument in the fight against criminal activity and other behaviours that the authorities are looking into, like anti-social behaviour. Even while passive data producers like CCTV and ANPR are incredibly useful instruments for law enforcement, the police will conduct further investigations to support or refute the evidence that is available in digital form.

Technology as a communications tool to plan or enact crime - This could be, for example where an organised criminal group (OCG) use their mobile devices to communicate with each other to plan a criminal act.

Technology as an aid to crime – Digital technology is utilised in this situation to facilitate the conduct of a traditional crime. This crime is now sometimes referred to as "cyber-enabled" crime in the UK. Sextortion is a type of threat when a perpetrator records a victim engaging in sexual activity on their webcam and uses it to blackmail them into paying money or they will distribute the video to friends or family members.

Technology as the target of crime – In the UK, this is frequently referred to as "cyber-dependent" crime. It includes offences like "hacking," which involves unauthorised access to a computer. There are often more serious motives for hacking, such as stealing data stored on the computer or limiting access by authorised users to harm a business. The hacker may just want to demonstrate their knowledge and abilities to "hack" into a security-protected computer or computer system.

So, what is the difference between ‘cyber-enabled’ and ‘cyber-dependant’?
“Cyber-enabled crimes are traditional crimes, which can be increased in their scale 
or reach by use of computers, computer networks or other forms of information 
communications technology (ICT). Unlike cyber-dependent crimes, they can be 
committed without the use of ICT. Two of the most widely published instances of 
cyber-enabled crime relates to fraud and theft.”  (Dr. Mike Mcguire, 2013)


Examples of complex internet dependant crimes can be easily found in everyday life, for example Phishing is defined by the Oxford dictionary as “the activity of tricking people by getting them to give their identity, bank account numbers, etc. over the internet or by email, and then using these to steal money from them” (Oxford, 2022) One example of this crime would be when an email is sent to a potential victim stating that they have won some form of cash prize. The sender then asks for the victim’s bank details for the money to be paid in, when in fact they would be seeking these details to commit fraudulent activity. These days email account providers have certain software that is used to filter out suspected phishing emails and placing them into a spam folder.  

One of the most prevalent Cyber dependant crimes seen today is abuse of network activities. Computers are frequently connected by networks that exist within and between organisations and individuals. Criminals or those looking to cause trouble can take advantage of this, “Cyber-ASB” for example, A Distributed Denial of Service attack, or (DDoS) as it is more widely known, could serve as an illustration of this. This kind of attack includes bombarding a certain targeted network with numerous messages or requests. The goal is to overwhelm the processing systems and prevent them from performing their regular duties by applying pressure on them.
A successful DDoS attack can seriously damage brand reputation and cost hundreds of thousands or even millions of dollars in revenue. Moreover, DDoS attacks are sometimes used to distract cybersecurity operations while other criminal activity, such as data theft or network infiltration, is underway.

Geopolitical developments in Ukraine recently showed how effective both state-sponsored and independent cybercriminals are at launching politically motivated DDoS assaults against vital infrastructure and governmental institutions. As shown by various media outlets covering the conflict in the Ukraine is has shown that DDoS attacks on Ukrainian government networks and, indirectly, commercial internet assets have been extensive and ongoing, with a sharp increase on the first day of hostilities.

One of the most famous DDoS attacks that have taken place is the Amazon Web Services DDoS Attack in 2020,
“Amazon Web Services, the 800-pound gorilla of everything cloud computing, was hit by a gigantic DDoS attack in February 2020. This was the most extreme recent DDoS attack ever and it targeted an unidentified AWS customer using a technique called Connectionless Lightweight Directory Access Protocol (CLDAP) reflection. This technique relies on vulnerable third-party CLDAP servers and amplifies the amount of data sent to the victim’s IP address by 56 to 70 times. The attack lasted for three days and peaked at an astounding 2.3 terabytes per second.” (Nicholson, 2022)

Hacking is the deliberate access of a computer or other electronic device without the consent or knowledge of the authorised user. Unavoidably, it has been used for criminal purposes, such as data theft from businesses and individuals to sell to organised crime rings. Simple hacking is illegal in and of itself, but it's frequently used to assist perpetrators to facilitate other crimes, which makes it a far more serious offence. So-called Stalkerware programs carry the possibility for intrusion into a person’s private life. By using them, an abuser can access their victim’s messages, photographs, social media, geolocation and audio or camera recordings (in some cases, this can be done in real-time). Unlike legitimate parental control apps, such programs run hidden in the background, without a victim’s knowledge or consent.
Globally the reported number of victims with such apps covertly installed on their devices increased by 35 per cent in the year 2018-2019, and the UK was the eighth worst affected country (Kaspersky, 2019) 
Hackers can be categorised by the methods and motives in which they choose to use to gather the data from their victims, there are four main types of hackers,

White Hat hackers
White hats are a group of tech savvy individuals who look for vulnerabilities without any malice in their hearts. Anyone could be one of these "hackers." They differ from Black Hat Hackers in that they frequently have the target's consent to hack, and their objective is to enhance website security online rather than to take advantage of it. White hat hackers find vulnerabilities using a wide range of automation tools, procedures, and knowledge and, if necessary, carry out the actual compromise. Companies can engage white hat hackers to try and hack their way through their cyber security plan.
 
Black Hat Hackers
Contrary to white hat, this group is fully committed to using website flaws for nefarious goals. These cybercriminals are only interested in their own personal benefit. The same technology is used by black hat hackers, except they enter systems without authorization. They build malware scripts to take advantage of as many targets as they can since they are driven by money rather than by moral considerations.

Grey Hat Hackers
Grey hat hackers share the same good goals as white hat hackers, but they also crave a little bit of attention. When entering systems to check for vulnerabilities, these individuals will err on the side of mercy rather than asking for permission, and they typically demand payment in exchange for their findings. They first identify the hazards, and then they inform the accountable parties of their findings. To encourage the company to make the payment, they can withhold some of their results. This is prohibited in theory. Before accessing the website owner's system, you must first obtain their consent.

Hacktivists 
Hacktivists are those who hack targets because they feel they have a point to make or an issue to bring to the public's attention. Their intention is to visit websites without authorization in order to raise public awareness of political, religious, or social issues. Extreme activities include everything from denial-of-service (DDoS) assaults and DNS hijacking to mass emails and website defacements bearing calls for social change. To call attention to a subject, these attacks frequently occur in waves. Targets might be anything from entire nations and sectors to particular businesses and individuals. (Garcia, 2021)
In recent years Hacktivists have become more prevalent via social media platforms and news outlets. Anonymous, is a decentralized, global activist and hacktivist collective, most known for its repeated cyberattacks against various governments, corporations, and the Church of Scientology. Anonymous have claimed responsibility for hacking and disrupting the likes of the Ku Klux Klan, ISIS, the church of scientology and Donald trump, to name a few.   

In summary, with technological advancing at the rate that it is and people becoming more reliant on technology for work and day to day life, it is inevitable that people are more susceptible to being victims of cybercrime. “The Computer Misuse Act of 1990 and its numerous revisions, mostly found in the Police and Justice Act of 2006, are the primary pieces of law in England and Wales. (Bryant, 2021) All offences covered by the Computer Misuse act 1990 are triable either way. The penalty for each when tried summarily is a fine or a twelve-month imprisonment. For convictions on indictment the penalty is either a fine or imprisonment with a maximum sentence of two years for a section 1 or section 3A offence, five years for a section 2 offence and up to ten years imprisonment for a section 3 offence.” (Bryant, 2021)  With rapid changes and advancements to the cyber community it’s important that potentially new offences are identified as early as possible to safeguard victims. Although this legislation broadly covers any offences committed with the use of computers amendments and changes to the legislation are to be expected. 
It would seem that the complex types of internet-dependent crimes are often used in conjunction with other cyber-crimes. Offenders often use one type of internet dependant crime to carry out another, all internet dependant crimes have one common denominator and that is to steal personal data from the victim. Whether it is a black hat hack or a white hat hack, the aim is to exploit the vulnerabilities of a particular target to either steal data for personal gain and glory or to see how far a system can be pressured before it reaches its breaking point.  
(Words 1827)  















2. Evaluate the disruption options available to target criminal activity on the road network. (2000 words)

Great Britain’s road networks are among the safest in the world, the United Kingdom’s government is dedicated to making them even safer.

“In 2020, the total road length in Great Britain was estimated to be 247,500 miles.”

“There were 31,800 miles of major road in Great Britain in 2020, consisting of:
2,300 miles of motorway (99% trunk, 1% principal)
29,500 miles of ‘A’ road (18% trunk, 82% principal)”

“There were 215,700 miles of minor road in Great Britain in 2020, consisting of:
18,900 miles of ‘B’ road
196,800 miles of ‘C’ and ‘U’ roads” (Department of Transport, 2021) 


It is the Job of the Roads Policing Teams to actively patrol these roads to prevent and detect crime. Road’s policing can be dated back to the nineteenth century. Henry and John Fielding, who served as judges in the eighteenth century, created the Bow Street Runners as a means of catching offenders and bringing them before the courts. A mounted division of the Bow Street Runners was established at the beginning of the nineteenth century to monitor the highways leading into and out of London, specifically to thwart and capture highwaymen. “The British police were slow to introduce their own motor vehicles, purchasing their first two cars in 1903. This grew to a fleet of 35 by the end of the first world war, but these were mainly used for senior officers and support functions rather than for attending calls.” (Ruth Halkon, 2022) After the first world war had ended prices of vehicles were reduce and vehicles become more available to those seeking them. This led to offenders using vehicles as a means to carry out or aid in their criminal activities. As a means of combatting the new era of criminality, roads policing was born. 


“It had been common until the 1970s for police officers to stand at a fixed point at 
a junction to direct traffic by use of hand signals (‘point duty’).” (Ruth Halkon, 2022) The UK government sought to invest in traffic management systems as a means to pull police officers from (Point Duty) to battle the escalating crime. This has not only served as a means of managing the flow of traffic, but it has also served as an early measure of disrupting criminal activity on the roads. Although it is not too dissimilar to an officer on (Point Duty) criminals would be less likely to attempt to go through red lights and traffic management areas. 


Since the earlier days of Roads Policing, there have been a number of new powers and policies that have been created as a means to disrupt criminal activity. 


Section 163 of the Road Traffic act 1988 – gives officers the power to stop any vehicle as long as they are wearing full police uniform. If a driver does not comply with the officer’s direction, they commit an offence. (Road Traffic Act, 1988)


Section 4 of the police and criminal evidence act 1984 –
“(1) This section shall have effect in relation to the conduct of road checks by police officers for the purpose of ascertaining whether a vehicle is carrying—
(a)a person who has committed an offence other than a road traffic offence or a vehicle excise offence.
(b)a person who is a witness to such an offence.
(c)a person intending to commit such an offence; or
(d)a person who is unlawfully at large.
(2) For the purposes of this section a road check consists of the exercise in a locality of the power conferred by section 163 of the Road Traffic Act 1988. In such a way as to stop during the period for which its exercise in that way in that locality continues all vehicles or vehicles selected by any criterion.” (PACE, 1984)


Section 165 of the Road Traffic Act 1988 – “(1) Any of the following persons—
(a)a person driving a motor vehicle (other than an invalid carriage) on a road, or
(b)a person whom a constable or vehicle examiner has reasonable cause to believe to have been the driver of a motor vehicle (other than an invalid carriage) at a time when an accident occurred owing to its presence on a road or other public place, or
(c)a person whom a constable or vehicle examiner has reasonable cause to believe to have committed an offence in relation to the use on a road of a motor vehicle (other than an invalid carriage), must, on being so required by a constable or vehicle examiner, give his name and address and the name and address of the owner of the vehicle and produce the following documents for examination.” (Road Traffic Act, 1988)


The utilisation of these pieces of legislation has been detrimental to disrupting criminal activity on the roads. Having the ability to stop and check any vehicle plays a vital role when preventing crime. Although the legislation is a simple in terms of its use, it allows officers to be proactive in their approach to preventing and detecting crime. Using the powers available to them, officers can conduct Police national computer checks and DVLA checks which return a drivers insurance policy, a valid MOT certificate and whether the vehicle has valid vehicle excise license. While the vehicle is on stop officers can conduct a number of roadside checks on the vehicle to ensure it is road worthy. 


One of the more complex disruption options available to modern day officers is the use of Automatic Number Plate Recognition Cameras or ANPR for short. 
What is ANPR? An ANPR system consists of a camera connected to a computer. The camera records an image of a passing car that the computer automatically "reads" to record the vehicle registration mark (VRM). (NPCC, 2016) The Police can utilise ANPR in a number of ways.


“Operational Response – As a vehicle passes an ANPR camera, its registration number is read and instantly checked against database records of vehicles of interest (VOI). If the vehicle is listed as a Vehicle of interest (VOI) Police officers can intercept and stop a vehicle, check it for evidence and, where necessary, make arrests.


Information and Intelligence – VOI that are of interest particularly for in relation to national security or have been linked to and organised crime purposes can be circulated and as they pass an ANPR camera details are recorded for information of investigation teams.


Investigations – The record for all vehicles passing by a camera, including those for vehicles that are not known to be of interest at the time of the ANPR read may in appropriate circumstances be accessed for investigative purposes. The use of ANPR in this way has proved to be important in the detection of many offences, including locating stolen vehicles, tackling uninsured vehicle use and solving cases of terrorism, major and organised crime.” (NPCC, 2016)


A study was carried out by Baljeet Sidhu and his co-writers, which looked at tracking responses of Cambridgeshire Police to “Hot” vehicle alerts through ANPR “Out of the 210 alerts, the control centre dispatched police cars to intercept 49 vehicles after live-time alerts. The dispatched response rate was 23.33% (out of 210). These responses only targeted 11.2% of total CCHI harm across the full sample. From the 49 dispatches to the 210 alerts, 33 (67%) were intercepted by the police, so that 15.71% of total alerts resulted in a vehicle being intercepted. In terms of CCHI values, only 9% of the total harm was tackled through intercept police action. The intercepted alerts ranged from offences such as shop theft to serious assault.” (Baljeet Sidhu, 2017)


While these numbers speak for themselves many members of the public feel that they are now living in a mass monitored society and some are against the use of ANPR systems. In a paper written by Charles Farrier called, what’s wrong with ANPR he states “The national network of ANPR cameras, which was introduced by the police with no parliamentary or public debate, acts as a system of automated checkpoints that run random vehicle checks on all vehicles that pass. The concerns expressed by Connor, and beyond.  Meanwhile there is virtually no mainstream reporting of the indiscriminate nature of the system – capturing and storing all vehicle movements (for two years in databases that can be data mined using computer software tools) regardless of any offence let alone innocence, guilt or even reasonable suspicion. The warnings expressed by Pounder, and beyond. An interesting point that is also ignored is that the cameras could meet the stated objectives used to sell them to the public without the need for mass surveillance.” (Farrier, 2013)   


In a call for evidence completed by the department of Transport it states “It is essential that law enforcement is suitably equipped with the right capabilities to meet demand and deliver against the challenges ahead. To be able to enforce the more difficult to detect traffic offences the police need to be trained in specific ways of working and given additional equipment not only to do the work required of them but to do it safely in specific environments. Increasingly technology is being used to enforce road traffic laws and there may be other technologies available or emerging that would support enforcement.” (Department for Transport, 2022) 
In conclusion, since the beginning of roads policing, and the days of the Bow Street Runners, it would seem that the police have always been on the back foot when battling against roads related offences. It would seem as though the police have always been on the back foot, which has led them to police the roads in a reactive manner as opposed to a proactive approach. Baroness Vere of Norbiton stated “Safety is our focus, but it is recognised that other problems also arise when people do not obey traffic laws. This non-compliance can lead to incidents such as breakdowns and collisions which result in roads being closed or traffic flow being restricted. The consequences of such incidents are delay and disruption as well as an increase in pollution” (Department for Transport, 2022) While this is the case, having limited recourses to respond to various incidents the use of technology could step in and play the part of an officer. 


With the continued roll out of Automatic number plater recognition (ANPR) across the vast road network of the United Kingdom, there would seem to be a large number of the population that would complain that they are living in a big brother style society as highlighted by (Farrier, 2013) While that could be a fair argument with the growing number of cameras, you could also argue that without these cameras many offenders would be getting away with their crimes. On the other hand, with police resources being at an all-time low having these cameras could essentially “free up” officers to carryout proactive patrols using the various stop and search powers provided to them. The question one must ask is would they prefer to live in a state of “mass surveillance” where Police units are readily available to proactively fight crime. Or would they prefer a state where there are less officers to deal with road-based criminality leaving many of offenders to go free.     

(Words 1855)
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	GUIDANCE FOR STUDENTS IN THE COMPLETION OF TASKS



NOTE: The guidance offered below is linked to the five generic assessment criteria overleaf.

1. Engagement with Literature Skills

Your work must be informed and supported by scholarly material that is relevant to and focused on the task(s) set. You should provide evidence that you have accessed an appropriate range of sources, which may be academic, governmental and industrial; these sources may include academic journal articles, textbooks, current news articles, organisational documents, and websites.  You should consider the credibility of your sources; academic journals are normally highly credible sources while websites require careful consideration/selection and should be used sparingly.   Any sources you use should be current and up-to-date, mostly published within the last five years or so, though seminal/important works in the field may be older.  You must provide evidence of your research/own reading throughout your work, using a suitable referencing system, including in-text citations in the main body of your work and a reference list at the end of your work. 

Guidance specific to this assessment: 

Refer to reading list to help you find relevant sources. Do not use Wikipedia or ‘red top’ newspapers’ these sources are not reliable, try to use governmental sources and reliable journal articles and books. 

2. Knowledge and Understanding Skills

At level 5, you should be able to demonstrate: sound knowledge and critical understanding of the well-established concepts and principles of the subject area and the way in which those principles have developed; knowledge of the main methods of enquiry in the discipline.  Knowledge relates to the facts, information and skills you have acquired through your learning.  You demonstrate your understanding by interpreting the meaning of the facts and information (knowledge). This means that you need to select and include in your work the concepts, techniques, models, theories, etc. appropriate to the task(s) set.  You should be able to explain the theories, concepts, etc. meaningfully to show your understanding.  Your mark/grade will also depend upon the extent to which you demonstrate your knowledge and understanding. 

Guidance specific to this assessment: You should demonstrate that you have understood what we have discussed in lectures and tutorials. Do not simply reproduce power point slides, show understanding and expand your knowledge by reading. 

3. Cognitive and Intellectual Skills

You should be able to critically analyse information, and propose solutions to problems arising from that analysis, including the critical evaluation of the appropriateness of different approaches to solving problems. Your work must contain evidence of logical, analytical thinking, evaluation and synthesis. For example, to examine and break information down into parts, make inferences, compile, compare and contrast information.  This means not just describing what! But also justifying: Why? How? When? Who? Where? At what cost? At all times, you must provide justification/evidence for your arguments and judgements.  Evidence that you have reflected upon the ideas of others within the subject area is crucial to you providing a reasoned and informed debate within your work.  Furthermore, you should provide evidence that you are able to make sound judgements and convincing arguments using data and concepts, with an understanding of the limits of knowledge, and how this influences analyses and interpretations. Sound, valid conclusions are necessary and must be derived from the content of your work.   Where relevant, alternative solutions and recommendations may be proposed.

Guidance specific to this assessment: 
Do not show bias in your assignment you should present a balanced argument putting forward different perspectives on the topic for example can states commit ;’terrorism’? some would argue that they can whilst others would disagree. 

4. Practical Skills

At level 5, you should be able to use/deploy a range of established techniques within the discipline, and apply underlying concepts and principles outside the context in which they were first studied, including, where appropriate, the application of those principles in an employment context. You should be able to demonstrate how the subject-related concepts and ideas relate to real world situations and/or a particular context.  How do they work in practice?  You will deploy models, methods, techniques, and/or theories, in that context, to assess current situations, perhaps to formulate plans or solutions to solve problems, or to create artefacts, some of which may be creative.  This is likely to involve, for instance, the use of real world artefacts, examples and cases, the application of a model within an organisation and/or benchmarking one theory or organisation against others based on stated criteria.  You should show awareness of the limitations of concepts and theories when applied in particular contexts.

Guidance specific to this assessment: You might use ‘real world’ examples to highlight your arguments, for example why might one group be labelled ‘terrorist’ whilst another is not, is it the intended target? Or the ideology?




5. Transferable Skills for Life and Professional Practice 

Your work must provide evidence of the qualities and transferable skills necessary for employment requiring the exercise of personal responsibility and decision-making.  This includes demonstrating: professional development to advance existing skills and acquire new competences that will enable you to assume significant responsibility within organisations; that you can initiate and complete tasks and procedures, whether individually and/or collaboratively; that you can use appropriate media to effectively communicate information, arguments and analysis in a variety of forms to specialist and non-specialist audiences; fluency of expression; clarity and effectiveness in presentation and organisation. Work should be coherent and well-structured in presentation and organisation.


Guidance specific to this assessment: Put into practice what you have learned in Academic skills to structure your work so that it flows from one logical argument to the next using ‘linking’ words and sentences. Demonstrate you effective referencing skills. 







































	
STUDENT FEEDBACK FORM



This section details the extent to which the assessment criteria are demonstrated by you, which in turn determines your mark. The marks available for each category of skill are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.
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	Generic Assessment Criteria 
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
.
	15
	

	





	
	

	
	
	

	2. Knowledge and Understanding Skills

	25
	

	





	
	

	
	
	

	3. Cognitive and Intellectual Skills

	25
	

	





	
	

	
	
	

	4. Practical Application Skills

	25
	

	





	
	

	
	
	

	5. Transferable Skills for Life and Professional Practice

	10
	

	



	
	

	
	
	



	Assessment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	%

	
	Up to 1 week late (40% Max)
	
	

	
	Over 1 week late (0%)
	
	









	GENERIC ASSESSMENT CRITERIA



	Level 5

	In accordance with the Framework for Higher Education Qualifications, at the end of Level 5 students will be expected to have developed sound knowledge and critical understanding of the well-established concepts and principles in their field of study, and of the way in which those principles have developed.  They will have learned to apply those concepts and principles more widely outside the context in which they were first studied, including, where appropriate, the application of those principles in an employment context. They will have knowledge of the main methods of enquiry in the subject area, and ability to evaluate critically different approaches to problem solving. They will possess an understanding of the limits of their knowledge, and how this influences their analyses and interpretations.  They will be able to use a range of established techniques to initiate and undertake critical analysis of information, and to propose solutions to problems arising from that analysis. They will be able to effectively communicate information, arguments and analysis in a variety of forms to specialist and non-specialist audiences, and deploy key techniques of the discipline effectively. They will be able to undertake further training, develop existing skills and acquire new competences that will enable them to assume significant responsibility within organisations.  They will have the qualities and transferable skills necessary for employment requiring the exercise of personal responsibility and decision-making.



	Level 5
	FAIL
	MARGINAL FAIL
	SATISFACTORY
(3rd / Pass)
	GOOD
(2.2 / Pass)
	VERY GOOD
(2.1 / Merit)
	EXCELLENT
(1st / Distinction)
	EXCEPTIONAL
(1st / Distinction)

	Category
	0-29%
	30-39%
	40-49%
	50-59%
	60-69%
	70-84%
	85-100%

	Engagement with literature (including reading, referencing,
academic conventions and
academic honesty) 
	Little or no evidence of reading and/or reliance on inappropriate sources.
Views and findings mostly unsupported and non-authoritative.
Referencing conventions used incoherently or largely absent.
	Poor engagement with essential reading. No evidence of wider reading. Reliance on inappropriate sources, and/or indiscriminate use of sources. Heavily reliant on information gained through class contact. Inconsistent and weak use of referencing.
	Engagement with a limited range of mostly relevant and credible sources. Some omissions and minor errors.
Referencing conventions evident though not always applied accurately or consistently.
	Engagement with an appropriate range of literature, including sources retrieved independently. Some over-reliance on texts. Referencing may show minor inaccuracies or inconsistencies.
	Engagement with a wide range of literature, including sources retrieved independently.
Selection of relevant and credible sources.  Very good use of referencing, with no/very few inaccuracies or inconsistencies.
	Engagement with an extensive range of relevant and credible literature. Consistently accurate application of referencing. 
	Exceptional engagement with an extensive range of relevant and credible literature. High-level referencing skills consistently applied.

	Knowledge and understanding (Sound knowledge and critical understanding of the well-established concepts and principles in their field of study; knowledge of the main methods of enquiry in the discipline.) 
	Major gaps in knowledge with unsatisfactory, uncritical understanding of the subject matter. Much irrelevant material.  Substantial inaccuracies. Significantly flawed understanding of the main methods of enquiry in the discipline.
	Fragmentary knowledge, with only superficial critical understanding. Some significant inaccuracies and/or irrelevant material.  Incomplete or partially flawed understanding of the main methods of enquiry in the discipline.
	Limited but adequate knowledge and critical understanding of the well-established concepts and principles within the subject area, with a few gaps in the selection of material. A narrow critical understanding of the main methods of enquiry. 
	Knowledge is reasonably detailed and accurate. A good critical understanding of the well-established concepts and principles and the main methods of enquiry, with minor gaps in the selection of material.
	Knowledge is reasonably extensive.  Exhibits very competent critical understanding of the well-established concepts and principles of the subject and the main methods of enquiry.  Breadth and depth of knowledge.
	Excellent, detailed knowledge and highly critical understanding of the well-established concepts and principles of the subject and the main methods of enquiry. 
	Exceptionally detailed knowledge and outstanding critical understanding of the well-established concepts and principles of the subject and the main methods of enquiry. May go beyond established theories.

	Cognitive and intellectual skills 
(Critical evaluation and analysis of concepts and principles; argument and judgement; the limits of their knowledge, and how this influences their analyses and interpretations.) 
	Wholly or almost wholly descriptive work. Little or no critical evaluation and analysis of concepts and principles.
Failure to develop arguments, leading to illogical or invalid judgements. Unsubstantiated generalisations or opinion, made without use of any credible evidence.

	Largely descriptive work, with superficial use of critical evaluation and analysis of concepts and principles. Weak development of arguments and judgements. Information accepted uncritically, uses generalised statements made with scant evidence and unsubstantiated opinions. Ideas sometimes illogical and contradictory.
	Limited attempt at critical evaluation and analysis of concepts and principles, tending towards description.
Some evidence to support arguments and judgements but these may be underdeveloped, with a little inconsistency / mis-interpretation or failure to fully recognise limits of knowledge.


	Some critical evaluation and analysis of concepts and principles, though descriptive in parts. 
An emerging awareness the limits of their knowledge and ability to use evidence to support the argument though with some tendency to assert/state opinion rather than argue on the basis of reason and evidence.
Mostly valid arguments and logical judgements. 
	Sound critical evaluation and analysis of concepts. Is selective in the range of evidence used and synthesises rather than describes. Ability to devise arguments that show awareness of different stances, and use evidence convincingly, to support appropriate and valid judgements. 
	Excellent critical evaluation and analysis of concepts and principles leading to logical, evidence-based, reasoned arguments and judgements. Explicit recognition of other stances and a strong awareness of the limits of their knowledge.
A capacity for independent thought and ability to ‘see beyond the question’, suggesting some grasp of the broader field and wider concepts.
	Outstanding critical evaluation and analysis of concepts and principles.  Uses evidence exceptionally well to connect ideas, and support highly logical and persuasive, arguments and judgements. Evidence of independent thought and ability to ‘see beyond the question’, suggesting a clear grasp of the broader field and wider concepts. Perceptive recognition of the limits of their knowledge, and how this influences their analyses and interpretations.

	Practical skills
(Apply underlying concepts and principles more widely outside the context in which they were first studied; use a range of established techniques; propose solutions to problems arising from analysis.)
	Limited or no use of established methods, materials, tools and/or techniques.
Little or no appreciation of the context of the application.
Limited understanding of the application of theory to practice or making appropriate links between the two.
Very weak problem-solving skills outside the context in which they were first studied. 
	Rudimentary application of established methods, materials, tools and/or techniques but without consideration and competence. Flawed appreciation of the context of the application.
Weak understanding of the application of theory to practice, with only occasional evidence of making appropriate links between the two. Weak problem-solving skills outside the context in which they were first studied. 


	An adequate awareness and mostly appropriate application of established methods, materials, tools and/or techniques.
Basic appreciation of the context of the application. Theoretical knowledge and understanding applied in practice, but not always making logical links between the two.
Can identify problems and propose basic solutions outside the context in which they were first studied. 
	A good and appropriate application of established methods, materials, tools and/or techniques.
Clear appreciation of the context of the application. Mainly consistent, accurate and logical application of theory to practice, making appropriate links between the two.
Can identify problems and propose mostly appropriate solutions outside the context in which they were first studied.
	A very good application of a range of established methods, materials, tools and/or techniques.
Very good consideration of the context of the application, with perceptive insights. Consistent, accurate and logical application of theory to practice, making appropriate links between the two. Can identify problems and propose appropriate solutions outside the context in which they were first studied.
Evidence of some creativity. 
	An advanced application of a range of established methods, materials, tools and/or techniques.
The context of the application is well considered, and insightful.
Consistent, accurate and logical application of theory to practice, making well-developed links between the two. Can identify problems and propose excellent, creative solutions outside the context in which they were first studied. 
	Exceptional levels of application and deployment skills using established methods, materials, tools and/or techniques.  Consistent, accurate and logical application of theory to practice, making highly developed links between the two. Can identify routine and non-routine problems and propose quite sophisticated, creative solutions outside the context in which they were first studied. 

	Transferable skills for life and professional practice
(Effectively communicate in a variety of forms
to specialist and non-specialist audiences;  the qualities and transferable skills necessary for employment requiring the exercise of personal responsibility and decision-making.)
	Communication medium is inappropriate or misapplied.
Work is poorly structured, disorganised and/or confusingly expressed. Very weak use of language and/or very inappropriate style. Failure to work effectively as part of a group. Little or no evidence of the skills for employment requiring the exercise of personal responsibility and decision-making.


	Communication medium is poorly designed and/or not suitable for the audience. 
Work is poorly presented in a disjointed manner. It is loosely, and at times incoherently, structured, with information and ideas often poorly expressed. Weak use of language and/or inappropriate style. Flawed approach to group work, meeting only partial obligations to others. Limited evidence of the skills for employment requiring the exercise of personal responsibility and decision-making.
	Can communicate in a suitable medium for the audience but with some room for improvement. 
Mostly ordered presentation and structure in which relevant ideas / concepts are reasonably expressed. Work may lack coherence in places. Can work as part of a group, meeting most obligations to others but perhaps with limited involvement in group activities.
Demonstrates the basic skills for employment requiring the exercise of personal responsibility and decision-making, with some areas of minor weakness.
	Can communicate effectively in a suitable medium for the audience, but may have minor errors.
Mostly coherent, organised work, in a suitable structure and is for the most part clearly expressed. Can work effectively independently and/or as part of a team, with clear contribution to group activities. 
Demonstrates the skills for employment requiring the exercise of personal responsibility and decision-making, with some areas of strength and some of minor weakness.
	Can communicate well, confidently and consistently in a suitable medium for the audience.
Work is coherent, fluent, well-structured and organised. Can work very well autonomously and/or as part of a team, with very good contribution to group activities. 
Demonstrates very good skills for employment requiring the exercise of personal responsibility and decision-making, with just occasional minor weakness.
	Can communicate professionally confidently and consistently in a suitable medium for the audience.
Work is coherent, very fluent and is presented proficiently. Can work autonomously with initiative. Where relevant can work professionally within a team, showing leadership skills as appropriate, and meeting obligations. Demonstrates excellent skills for employment requiring the exercise of personal responsibility and decision-making and an appetite for further development.

	Can communicate with an exceptionally high level of professionalism, highly suitable for the audience. 
Work is exceptionally coherent, very fluent and is presented professionally. Can work exceptionally well within a team, showing leadership skills. Demonstrates exceptional skills for employment requiring the exercise of personal responsibility and decision-making and an appetite for further development.
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