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Introduction
According with [1] we have next scenario where “...the management of the To-Rent Estate Agent require a report showing mitigating approaches that you have put in place and how this functionalities work.”
Requests:
· Document the strategies that can be employed by To-Rent estate agent to prevent further fraudulent activities (“staffs creating tables to hide property and client details through some activities made and leased property records are being deleted from the property table.”)[1] 
· Identify the advantages to be gained from your proposed solution and use appropriate examples from your solution.[1] 
· Show queries that can be ran using the database. [1]
· Discuss the term Transaction and Concurrency as used in the DBMS.[1] 
· Explain the ACID properties of Transaction and why they are necessary?[1] 
· Discuss the three anomalies such as Dirty Read, Unrepeatable Read and Lost Update caused by interleaved schedule with suitable example for each anomaly.[1] 
· Explain the two-phase locking and demonstrate how two-phase locking would help to avoid problem caused by Dirty Read. [1]




Report

Database vulnerabilities where exploited at To-Rent Estate Agent (TREA) and then are necessary actions to be taken in order to detect fraudulent transactions and to conserve data integrity against any member who access Database Management System (DBMS).
A set of practice, including SQL Server Audit and System Triggers will provide traceability and a better control of insert, delete or update activities over DBMS.
When incidents get identified will allow the administrators to take recovering actions and corrective measures against employees responsible.
According with [2] auditing activities may include but not only: 
· Logons
· Configuration
· Audit configuration
· Schema modification
· Data modifications
Data Definition Language (DDL) auditing solutions contain standard auditing and system triggers. [3]
DDL statements are necessary to control data storage into table structure and storing code functions. 
According with [3] “monitoring, auditing and logging changes to DDL are key components of a database security program, especially when supporting Enterprise Resource Planning (ERP) solutions such as SAP, PeopleSoft, and the Oracle E-Business Suite.” 
Once enabled, system triggers needs such called “execution time” for operation that actually means writing data into a specific table and that will cause extra time consuming if we compare the solution with already available check constraints execution time equal with zero.






Standard Database Auditing
Enabling standard database auditing requires the “start up parameter audit_trail” to be set at a certain value or any other than” NONE.” [3]

Fig1. Create Audit
Audit logs can be written into database or Syslog and will be configured as [3] show below:
AUDIT TABLE BY ACCESS;
AUDIT VIEW BY ACCESS;
AUDIT PROCEDURE BY ACCESS;
Read audit logs data in the following [3] tables and system views:
DBA_AUDIT_TRAIL (SYS.AUD$)
DBA_COMMON_AUDIT_TRAIL

SQL Server database auditing has the scope of “tracking and logging events” for monitoring security and integrity of DBMS.[6]



Audited objects register “single instance of server- or database-level actions”. [6]
According to [6] audits will be created before enabling server audit specification for each one of it and when the audit specification is created is automatically in disabled state.

Fig2. Create Server Audit Specification
Multiple audits may be created as situation require for each server instance.
When the transaction is rolled back, the statement is also rolled back. [6] 
We will create server audit specification for each audit, with the same scope and monitoring same specific activities as shown below:

Fig.3 Create Server Audit
A set of permissions accomplish the system audit on DBMS, such as:
· ALTER ANY SERVER AUDIT or the CONTROL SERVER permission.[6]
· Users with the ALTER ANY SERVER AUDIT permission can create server audit specifications and bind them to any audit.[6]
· After a server audit specification is created, it can be viewed by principals with the CONTROL SERVER or ALTER ANY SERVER AUDIT permissions, the system admin account, or principals having explicit access to the audit.[6]
“While recommended for a comprehensive security program”, standard auditing usage is affected by” misconceptions about the performance” conclude [3]. 

Triggers
“A trigger is a special type of stored procedure that automatically runs when an event occurs in the database server” stated at [6]. 
DML triggers fires when is detected that a user tries to modify data using manipulation language (DML) by creating events such as insert, delete or update.[6]
DDL triggers fires as response to data definition language (DDL) events such as transactions create, alter, drop statements, and different procedures stored into DBMS that perform DDL specific operations.[6]
Triggers are used to control DDL changes as [3] shows below: 
“CREATE OR REPLACE TRIGGER <XXX_YOUR_DDL_TRG> AFTER DDL”
New deployed table will save changes when trigger get enabled.

Fig4. Create Audit Trigger
The table or view on which the DML trigger fires is the trigger table or trigger view where modified data, table affected, user identity and other table-specific info are saved.[6]


Queries /Views
ToRent Estate Agent request a set off views in order to list the deployed triggers such as audit triggers and Lease Table events history views for update, insert, delete activities that will be reported to the management for future actions.

Fig5. Triggers List
Available query views contain triggers events information such as command executed, user identity, affected fields and table, database, etc.
[image: C:\Users\nutri\AppData\Local\Microsoft\Windows\INetCache\Content.Word\SystemTriggerDatabase.jpg]
Fig6. Events View
Triggers-advantages
 Constraints integrity is well secured over DBMS in the most vulnerable scenario when the “primary key and foreign key constrain are not defined.” [2]
 SQL code deployment remains simplified and accessible for developers. [2]
Tracking logs events and modifications, data analysis, statistic reports are facilitated by introducing audit tables. [2]
[image: C:\Users\nutri\AppData\Local\Microsoft\Windows\INetCache\Content.Word\ViewTables.jpg]
Fig7. Tables View


Third Party Tools
DDL audit is even more facilitated by new third party and well developed, ready to use tools. According to [3] third party solutions relay on “agents placed on the database server(s) and/or network taps to intercept network packets going to the database”. 
These solutions deliver tools (IBM Guardian) developed for different platforms and “allows for a potentially much stronger segregation of duties between DBAs” when audit solution and the audit data get available. [3]
Third party solutions tools (Imperva) are created to “audit a large number of databases where economies of scale can be achieved” sustain [3]. 
Information security can be reduced from global database environment to local table level where access statements and exiting data manipulation is audited and analysed by using data manipulation language (DML).
DML statement events are registered only after transaction gets committed. [4]
A single DML statement it refers to a database controlled transaction unit. This transaction is committed or rolled back if requested. [4] 
[image: C:\Users\nutri\AppData\Local\Microsoft\Windows\INetCache\Content.Word\LeaseHistoryTable.jpg]Fig8. Lease Log Table


Transactions and Concurrency 
Defined at [5] a transaction (TNX) is related to logical database statement such as programs, procedures or single commands (INSERT or UPDATE) that include DBMS services. The deployment of an application program is considered as “one or more transactions with non-database processing working in between.” [5]
Transactions manipulate data by using read and write operations. [5]
Database integrity is enhanced when certain transaction properties are followed, such-called “ACID properties.” [5]
Atomicity
“All or nothing rule” or atomicity it refers to the property when transactions are considered a single unit ready for completion or rollback and include next operands:
· Abort (Database changes are invisible) [5]
· Commit (Database changes are visible) [5]
Consistency
During transactions commitment integrity constraints needs to be maintained so the database correctness to be conserved. [5]

Isolation
“Changes occurring in a particular transaction will not be visible to any other transaction until that particular change in that transaction is written to memory or has been committed.” This property applies when multiple transactions run concurrently without interference and without affecting database consistency state. [5] 
Durability
After transactions bets completed database stored changes will be saved, never lost and remain accessible after system failures. Non-volatile memory is storing these changes.[5] 
In conclusion, ACID properties represent the solution to secure database characteristics when many transactions are considered as: “... a group of operations that acts as single unit, produces consistent results, acts in isolation from other operations and updates that it makes are durably stored.”[5]

Concurrency Control is defined as “the method of managing concurrent operations on the database without getting any obstruction with one another”. [5]
Data inconsistence may result when updated data from different users at the same time lead to interference. [5]
Concurrency control is actually a technique to coordinate transaction execution and for that are implemented some protocols: 
· “Lock-based Protocol” refers to deploying a mechanism where any transaction cannot read or write data until it gains a suitable lock into database.[5]
· “Timestamp-based Protocol uses either system time or logical counters as a timestamp” to enable transactions before get executed. [5]

For better understanding of different transactions conflict we need to refer to similarity of used variable. The most commune conflicts are “Read-Write conflicts (RW), Write-Read conflicts (WR) and Write-Write conflicts (WW). [5]
Conflicts between transactions prologue” interleaving anomalies “such as: Execution-Dirty read, Unrepeatable read, Partially-lost update. [5]




Interleaved Execution- Dirty read 
This anomaly occurs while reading uncommitted data and is produced by Write-Read conflict (WR).
Specific Dirty Read actions showed below:
While a transaction (T1) get writing execution (W (A)) to a location A, at the same time other transaction (T2) read (R (A)) from, and write back (W (A)) to the location A and when T1 abort determine inconsistent value of T2.
· T1 writes some data to A: T1 >>W(A)>> A [5]
· T2 reads from A, then writes back to A & commits: T2  >>R(A)>>W(A)>>C [5]
· T1 then aborts-now T2’s result is based on an obsolete / inconsistent value. [5]

Unrepeatable read
This anomaly occurs while a Read-Write conflicts (RW) conflict established.
Specific Dirty Read actions showed below:
A transaction (T1) get reading execution (R (A)) from location A, and then other transaction (T2) read (R (A)) from, and write back (W (A)) to the location A, when T1 read again from location A, committed value of T2 will determine inconsistent value for T1.
· T1 reads some data from A:  T1 >> R(A)>> A [5]
· T2 reads from A, then writes to A & commits: T2  >> R(A)>> W(A)>> C [5]
· When T1reads from A again now gets a different / inconsistent value. [5]

Partially-lost update
This anomaly occurs while blind writes data and is produced by Write-Write conflicts (WW). 
Specific Dirty Read actions showed below:
While a transaction (T1) blind write committed to (W(A), W(B)) locations A, B , and other transaction (T2) blind write to same locations, then when T1 blind write to B  there is not equivalent to any serial schedule.
· T1blind writes some data to A, B: T1  >>W(A)>>C and T1>>W(B)>> C [5]
· T2 blind writes to A and B: T2  >>W(A)>> C and T2 >>W(B)>>C [5]
· T1blind writes to B and now we have T2’s value for B and T1’s value for A [5]


Strict Two-Phase Locking (Strict 2PL)
Strict 2PL is a simplified and user transparent solution for concurrency control who guarantees conflict serial scheduling.
Strict Two-phase Locking (Strict 2PL) Protocol:
“Theorem: Strict 2PL allows only schedules whose dependency graph is acyclic; therefore, Strict 2PL only allows conflict serializable ⇒serializable schedules.” [5]
Phase1 (Growing)-it refers to the situation when “every TXN requests the locks (upgrades) that it needs from the DBMS’s lock manager (grants or denies lock requests)”.[6]
Phase2 (Shrinking)-is states that “TXN is allowed to only release locks that it previously acquired”.[6]
Transaction-TXN sentence:
· An X (exclusive) lock on object before writing.[5]
· An S (shared) lock on object before reading.[5]
· If a TXN holds, no other TXN can get a lock (S or X) on that object.[5]
· If a TXN holds, no other TXN can get an X lock on that object.[5]
· All locks held by a TXN are released when TXN completes.[5]
S=shared locks for reads.
X=exclusive locks for writes.

Benefits
Concurrency achieved by interleaving TXNs such that isolation &consistency are maintained.[6]
2PL is efficient ensuring “conflict serializability” by featuring acyclic schedules, but is “subject to cascading aborts”. [6]
Strict 2PL reduces the time when 2PL schedulers generate locks. [6]
Strict 2PL scheduler keeps TXN locks until get commited and strictly execute after the DBMS processes the transactions (commit, abort). 
Strict 2PL executions are recoverable and avoid cascading aborts (ACA). [6]
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USE [master]
o

/****% Object: Audit [Audit-20210106-214164]  Script Date: 67/61/2621 15:33:48 ***+%/
EICREATE SERVER AUDIT [Audit-20210106-214104]
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EI(  QUEUE DELAY - 1600
JON_FATLURE = CONTINUE

*5312dda0-dSc4-4cca-bacc-F4199e1b3134"

LAUDIT_GUID
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ALTER SERVER AUDIT [Audit-20210106-214104] WITH (STATE = OFF)
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Trigger audits table changes

|CREATE TRIGGER [tr_AuditTableChanges]

O ALL SERVER

FOR CREATE_TABLE, ALTER_TABLE, DROP_TABLE

as
JsEGIH

DECLARE @EventData XiL
SELECT @EventData = EVENTDATA()

INSERT INTO ToRentEstateAgents2.dbo.PRGDatabaseAudit

(Databaseliame, Tablellame, EventType, Loginiiame,
SQLCommand, AuditDateTime)

@eventdata
@Eventdata
@Eventdata
@Eventdata
@Eventdata
GetDate()

VALUES
:
;

value(' (/EVENT_INSTANCE /DatabaseNane) [1]', 'varchar(256)"),
value(' (/EVENT_INSTANCE/Objectiane) [1]', 'varchar(250)'),
value(' (/EVENT_INSTANCE/EventType) [1]', 'nvarchar(250)'),
value(' (/EVENT_INSTANCE/Logintame) [1]', 'varchar(250)"),
value(' (/EVENT_INSTANCE/TSQLCommand) [1]', 'nvarchar(2500)"),

ENABLE TRIGGER [tr_AuditTableChanges] ON ALL SERVER

60
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Script for SelectTophRows command from SSMS

SELECT TOP (1000) [name]
[object_id]
[parent_class]

[parent_class_desc]

[parent_id]

o [type]

L [type_desc]
L [create_date]
. [modify_date]
. [is_ms_shipped]
[is_dizabled]

s
J[3s:

ot_for_replication]
nstead_of_trigger]

FROM [ToRentEstateAgents2]. [sys]. [triggers]

i PRGProperyAudt
“Updatetistory
inserthistory
deletehistory

object

| 386100416

1650104919
1682105033
1698105090

paret_class
1

1
1
1

parent_class_desc
OBJECT_OR_COLUMN
OBJECT_OR_COLUMN
OBJECT_OR_COLUMN
OBJECT_OR_COLUMN

)

parent_id
517578307
978102525
978102525
978102525

type
®
"
®
®

type_desc
SQL_TRIGGER
SQL_TRIGGER
SQL_TRIGGER
SQL_TRIGGER

create_date
20210105 20:38:26.423
20210106 15:0940.670
20210106 15:17:31.240
20210106 15:25:16.790

modfy_date

20210105 20:38:26.423
20210106 15:0940.670
20210106 15:17:31.240
20210106 15:25:16.790
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/=== Script for SelectTopliRows comand from
SISELECT TOP (1000) [Databaseiane]
. [Tabletane]
. [eventrype]
. [LoginNane]
. [soLConnand]
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146
147
148
149
150
151
152
153
154
185
156
157

Daabasetame
ToRentEstateAgentS2.
ToRentEstateAgentS2
ToRentEstateAgentS2
ToRentEstateAgentS2
ToRentEstateAgentS2
ToRentEstateAgentS2
ToRentEstateAgentS2
ToRentEstateAgentS2
ToRentEstateAgentS2.
ToRentEstateAgentS2
ToRentEstateAgentS2
ToRentEstateAgentS2
ToRentEstateAgentS2
ToRentEstateAgentS2
ToRentEstateAgentS2
ToRentEstateAgentS2
ToRentEstateAgentS2
ToRentEstateAgentS2
ToRentEstateAgentS2
ToRentEsateAaents?2

TableName
LeaseHstory
Tmp_LeaseHist
Tmp_LeaseHist
LeaseHistory
LeaseHstory
LeaseHstory
Tmp_PRGPrope.
Tmp_PRGPrope.
PRGPropertyAudt
Lease

Propety

Lease

Ourer

Lease

Clent
Tmp_Lease
Tmp_Lease
Lease

Lease

Lease

EventType
DROP_TABLE

CREATE_TABLE
ALTER_TABLE
DROP_TABLE

ALTER_TABLE
ALTER_TABLE
CREATE_TABLE
ALTER_TABLE
DROP_TABLE

ALTER_TABLE
ALTER_TABLE
ALTER_TABLE
ALTER_TABLE
ALTER_TABLE
ALTER_TABLE
CREATE_TABLE
ALTER_TABLE
DROP_TABLE

ALTER_TABLE
LTER TABLE

St e

Loontlane
LAPTOP RAFTOANG\tt
LAPTOP RAFTOANGIutt
LAPTOP RAFTOANG\tt
LAPTOP RAFTOANGIutt
LAPTOP RAFTOANGItt
LAPTOP RAFTOANGItt
LAPTOP RAFTOANGItt
LAPTOP RAFTOANGIit
LAPTOP RAFTOANGItt
LAPTOP RAFTOANGIutt
LAPTOP RAFTOANGItt
LAPTOP RAFTOANGItt
LAPTOP RAFTOANG\tt
LAPTOP RAFTOANG\utt
LAPTOP RAFTOANGIutt
LAPTOP RAFTOANGIit
LAPTOP RAFTOANG\tt
LAPTOP RAFTOANGIuit
LAPTOP RAFTOANG\tt
LTOP RAFTOANG

SQUCanmand
DROP TABLE [dbo] [LeaseHistory]

CREATE TABLE do Tnp_LeaseHstoy ( Ieasefumberin
ALTER TABLE dbo. Tmp_LeaseHistory SET (LOCK_ESCAL.
DROP TABLE dho Leasebitony

ALTER TABLE dbo Lesetisony ADD CONSTRAINT P
ALTER TABLE [dbo] [LeaseHistory] DROP COLUMN [ciient].
(CREATE TABLE dbo.Tmp_PRGPropertyAudit ( auditID int.
ALTER TABLE dbo.Tmp_PRGPropertyAudit SET (LOCK_E.
DROP TABLE dbo PRGPropetyudt

ALTER TABLE dbo.Lease DROP CONSTRAINT P Leas.
ALTER TABLE do Popety SET (OCK_ESCALATION =T
ALTER TABLE dbo.Lease DROP CONSTRAINT F_Leas.
ALTER TABLE dbo O SET (L0CK_ESCALATION - TA
ALTER TABLE do.Lease DROP CONSTRAINT F_Leas.
ALTER TABLE dbo Cert SET (0CK_ESCALATION ~TAB
CREATE TABLE dbo.Tmp_Lease ( leaseNumberint NOT
ALTER TABLE dbo.Tmp_Lease SET (LOCK_ESCALATION
DROP TABLE doo Lezse

ALTER TABLE do.Lease ADD CONSTRANT PK_Lease
ABLE dbo Lesse ADD CONSTRAINT_CK Lezse.

AudtDateTme
20210106 14:37:37.
20210106 15:06:58.
20210106 15:06:58.
20210106 15:06:58.
20210106 15:06:58.
20210106 15:09:19.
20210105 20:16:43,
20210105 20:16:43,
20210105 20:16:43,
20210105 22:35:58,
20210105 22:35:58,
20210105 22:35:59.
20210105 22:35:59.
20210105 22:3559.
20210105 22:35:59.
20210105 22:3559.
20210105 22:35:59.
20210105 22:35:59.
20210105 22:35:59.

20210105 22:35:59.
i
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===+ Script for SelectTopiiRows comand from sstis ===/
SISELECT T0P (1000) [name]
. [object_id]
principal_id]
. [schena_id]
 [parent_object_id]
eypel
[type_desc]
[creste_date]
. [nodify_date]
\[is_ns_shipped]
. [is_published]
. [i_schena_published]
. [1ob_data_space_id]
[Filestrean data_space_id]
 [max_colunn_id_used]
 [lock_on_bulk_load]

00% -
F Resuts | Bl Messages
name objectd  pincpal id schemaid parent object id fpe tpedesc  create_date modfy_date is_ms_stipped
3 Banch 75577737 NULL 1 ) U USER TABLE 202012011949:17597 2020-12012006:19.487 0
4 Gy 789577851 NULL 1 ) U USERTABLE 2020-12011949:17613 2020-12011948:17.710 0
5 Clent 82157795 NULL 1 ) U USER TABLE 202012011949:17620 2021-0105224653383 0
6 Owner 835578193 NULL 1 ] U USER TABLE 2020-12011949:17630 202101052246533%0 0
7 Propety 917578307 NULL 1 ) U USER TABLE 2020-1201194917633 20210105224653383 0
8 Regon 49578421 NULL 1 ) U USER TABLE 202012011349:17640 202012011949:17.763 0
9 lease 978102525 NULL 1 ) U USER TABLE 20210105224653183 20210106 152516790 0
0 St 981578535 NULL 1 ) U USER TABLE 2020-1201194917643 2020-12011949:17.783 0
11 LeaseHistory 1618104805 NULL 1 0 U USER TABLE 20210106 150658260 20210106 150927793 0
12 PRGDatabaseA.. 1845581613 NULL 1 ) U USER TABLE 20210105 143612067 20210105 143612067 0
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