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ABSTRACT



	The research is covering two different Scenarios where one of them is produced a case for whether it’s better for the UWTSD to create its own data centre or to use Amazon Web Services, and second covers the importance of security policy and its influences on the organisational design at ABC Data Ltd. 	
	The first scenario is presenting the migration in to virtualised data centre and the steps that are taken to have a successful data transfer. The second part of this scenario is presenting the benefits and challenges of owning an on-premises Data Centre or an AWS. The last contain the recommended Data Centre design for UWTSD.
	The second scenario is presenting the security policy of ABC data Ltd. and highlighting the fact that company should own an infrastructure team for its on premise servers in case of disaster. In this scenario the report is also presenting the benefits of using SAN technologies and why the organisation should take it in consideration. Another aspect debated is the disaster recovery system and its importance for the virtualized Data Centre. 
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	The research is split in two case scenarios. 
	First scenario is produced a case for whether it’s better for the UWTSD to create its own data centre or to use Amazon Web Services. The research in this scenario is focused on technical aspects of virtualisation, type one hypervisor, scalability, design, physical limitation and external consideration for virtualised architecture and implementation, Storage Area Network, security, and sustainability. 
	Second scenario covers ABC Data Ltd. organisation that has 3 physical data centres which offers a single reliable data centre using virtualised technology to offer virtualised data centre for a fee-paying costumer. The report include how Storage Area Network can help ABC Data Ltd. to protect their data from corruption and the importance of disaster recovery system.
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	Research methodology represents a mixture between quality and quantity. The reason of this research is to find best case scenario for two companies that are trying to implement the best Data Centre technologies and to put in place the best practices.
	The questions that are formulated to be answered in this research are the following:
· What Data Center services should an organization use?
· How to prevent a data center disaster from happening?
· How to recover from a data center disaster?  
	All the question will be covered in the below documentation by researching the new technologies available on the market with its vulnerable points and strengths.
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[bookmark: _Toc92407782][bookmark: _Toc92470857]Data Centre Technologies

	Data Centre hosts critical computing resources under centralized management and controlled environment which helps the enterprises to work according to their needs. Examples of computing resources includes web servers, messaging servers, application software and the operating system that runs them, storage systems, network infrastructures, whether Storage Area Network or IP. Data centre goals are to lower the total cost of ownership and operations, resiliency (support for business operations around the clock), and the high speed of deployments of applications and consolidation of computing resources. [1]

[bookmark: _Toc92407783][bookmark: _Toc92470858]Virtualisation	

	Virtualisation process in Data Centre is converting the physical hardware servers into a virtual data centre using technologies such as Cloud Computing for better cost management and profitability, faster provisioning, compliance and security, response to changing business needs, productivity for IT administrators and data mobility. [2]

[bookmark: _Toc92407784][bookmark: _Toc92470859]Benefits of Virtualisation

	Virtualisation allows to run on the same server hardware many operating systems workloads at the same time while keeping each virtual machine working isolated from all the other ones. The first solution to provide virtualisation came from VMware in 2001 available for x86 computers. The benefits of virtualisation are to increase IT agility, flexibility, scalability, and major cost saving. [2]

[bookmark: _Toc92407785][bookmark: _Toc92470860]Implementation of Cloud Computing in organisation 
	
	Implementing Cloud Computing services into an organisation allows to easily access computer programs and other information that is based at a remote site. There are three cloud computing models that are available:
	Public cloud – paying a monthly fee, the business connects to a third-party hosted computing environment that allows to easily scale the infrastructure however, the data will be shared with many other companies without having any control on the computing infrastructure where the data is hosted.
	Private cloud – the organisation supply and own the computing infrastructure with data behind a firewall.
	Hybrid cloud – this solution brings together the best characteristics of public and private cloud environments. The hybrid cloud system allows to hold the sensitive data into the private cloud and less sensitive data in the public cloud.
	Implementation of Cloud Computing in organisation takes several steps for a successful business.
1. Define Strategy 
2. Make a Selection 
3. Deploy 
4. Manage and Control 

	Cloud Computing offers multiple service models, but the three mains are IaaS (Infrastructure as Service), PaaS (Platform-as-a-Service) and SaaS (Software as a Service) which can be chose based on the type of business the organisation run.



















[bookmark: _Toc92407786][bookmark: _Toc92470861]Scenario 1: UWTSD



[bookmark: _Toc92407787][bookmark: _Toc92470862]Analysis
	
	University of Wales Trinity Saint David host around 13000 students each year which store and offer a large amount of data. The implementation of a virtualised Data Centre helps to centralise UWTSD’s servers and services in an easy and secure way. There are two cases of adapting these services by creating its own data centre or by using outsourced solution such as Amazon Web Services (AWS).
	Creating its own data centre take several steps as all the hardware devices will be stored into a physical place. Having an own Data Centre, the university must fit some requirements.
1. Strong power infrastructure:  The university need a reliable and clean source of electricity power and a second source of energy in case of failure.
2. Strong Network:  The need of more bandwidth, and better network cables. It also requires IDS (Intrusion Detection Systems) and IPS (Intrusion Prevention Systems) to prevent attacks when possible as well as DDoS mitigation.
3. Servers, equipment, racks: Servers are stored in racks, which can be placed in a certain configuration within the data centre for cooling optimization or for isolation purpose. 
4. Cooling system: The temperatures requirement of a cool data centre is to 70 degrees F.
5. Security: The access into the Data Centre room must be restricted by implementing Key fobs and log of access times systems which will allow authorised people to get in. 
6. Room fire suppression: Adequate equipment in case of fire hazard
7. Backup: It will need to have a backup of all configurations in case of system failure. [3]
	Amazon Web Services (AWS) is an Amazon’s cloud platform that is made from many different cloud computing products and services. AWS provides networking, storage, servers, email, remote computing, security, and mobile development. AWS offer three main products: [4]
1. Amazon Elastic Compute Cloud (EC2) can provide the scalability of computing capacity in the AWS. EC2 reduce the need to invest in hardware which helps to develop and deploy applications faster. [5]
2. AWS S3 Glacier is a low-cost cloud storage service  
3. AWS S3 (Simply Storage Service) offers object storage, that is built for storing and recovering any amount of data from anywhere over the internet through a web service interface. The benefits of S3 are the durability, low cost, scalability, availability, high security, flexibility, and simple data transfer. [6]




Cost Savings

	Using AWS, UWTSD pay for what its using and there is no upfront cost to build a storage system and no estimate usage.  WUTSD costs are scaled automatically and accordingly for what it needs. [4]
	Scalability and Adaptability

	AWS provides all the tools necessary for a university to start up with the cloud and also Amazon provides low-cost migration services so that the existing infrastructure of UWTSD can be seamless moved over AWS. As the data or information grows the UWTSD never need to spend time thinking about whether they need or not to re-examine their computing usage. [4]

Security and Reliability

	Amazon Web Services is a lot more secure than a company hosting its own website or storage. AWS currently owns an enormous amount of data centres across the globe which are continuously monitored and strictly maintained. The variety of data centres ensures that a disaster striking one region doesn’t cause the loss of worldwide data permanently. [4]
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	Migrating data into a Virtualized Data Centre is an efficient way but a long and well planning progress to avoid data transfer disaster. The migration of data is done in four phases:
	 Phase 1: Discovery
	This includes understanding the existing software applications, storage layers, operating systems, networking configurations, hardware mapping, licensing and compliance requirements, security requirements, models of operation, as well as other relevant assets. [7]	
	Key milestones:
· Create a shared data centre inventory footprint
· GCP foundation design
	Phase 2: Planning 
	The assets and deliverables obtained during the Discovery phase are used to construct migration waves, which are logical groupings of resources that are deployed successively into production and non-production environments. [7]
· Mapping of server inventory
· Timelines
· Workloads in each grouping
· The cadence of code releases
· Time for infrastructure deployment and testing
· Number of application dependencies
· Migration complexity and risk
	
	Phase 3: Execution
	
	During this phase a set of steps must be carefully set and taken on the developed configuration as they will be repeated during the non-production and production migration waves. The execution phase put in place the infrastructure components (networking, Services Accounts, firewall rules and Identity Access Management) and ensure they are configured correctly. For a successful Execution phase is to use agile application testing and debugging. [7]
	
	

	Phase 4: Optimize
	
	Optimization phase is the last stage of large data centre migration by following a range of activities: [7]
· Leverage Terraform for more agile deployments
· Improve integration with monitoring, logging, and alerting tools
· Adopt managed services
· Resize your disk and machine types

[bookmark: _Toc92407789][bookmark: _Toc92470864]Different Approaches can be considered with their challenges analysis
	
	Owning a Data Centre, UWTSD will encounter some of the fallowing challenges:
1. Data Security-A data breach could cost a fortune in loss of intellectual property, stole personal data information, and private data lose
2. Power Management- blade server consume a huge amount of energy of previous data storage technologies
3. Capacity Planning- Over-provisioning is inefficient and wastes computer space, processing power, and electricity.
4. The internet of Things - Due to the enormous volume of data it will generate a disruptive force that will alter the data centre.
5. Mobile Enterprise- Extra security would be required when remotely deleting a mobile device's memory or tracking and locking a lost or stolen device.
6. Real-Time Reporting- Real-time analytics-driven monitoring helps to self-healing data centres that can act like isolating a server or rerouting data traffic to a pre-defined alert.
7. Balancing cost controls with efficiency- Making a data centre energy efficient is a continuous goal.
	AWS is known for its highly configurable, feature-rich cloud platform, but it comes with a steep learning curve. It can be difficult to get along and started quickly if your in-house IT resource is limited and possibly new to AWS. AWS implementation challenges can be:
1. Skills set
2. Tech support
3. Control
4. Security and data protection
5. Performance and uptime

[bookmark: _Toc92407790][bookmark: _Toc92470865]Recommended design for UWTSD analysis

	The most suitable design for UWTSD is creating its own Data Centre by following the steps listed above. It is a time and money consuming, but it will improve the future student’s knowledge by presenting them how a real Data Centre looks like. 
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Figure 1- Data centre infrastructure design and power delivery paths [1]






[bookmark: _Toc92407791][bookmark: _Toc92470866]Scenario 2: ABC Limited

[bookmark: _Toc92407792][bookmark: _Toc92470867]Analysis

	ABC Data Ltd. Is an organization that stores 3 physical data centres that are working as one reliable data centre by using virialized technology.
The company has high performance equipment and high secure protocols to provide premium cloud storage.

[bookmark: _Toc92407793][bookmark: _Toc92470868]Security Policy analysis for ABC Limited	

	The Data Centre Security Policy represents the measures of information and procedures that must be taken to prevent unwanted and unauthorized access to the data centre or equipment.
	Things that ABC Ltd should take in consideration while setting up the security policy: 
	The Company presented hosts 3 data centres on-premises and one virtualized host.
	Self-hosted models are known that can increase the costs and security necessities, while the cloud-based model is self-responsible, but the virtualized solution is making the company depended on someone else infrastructure. 
	ABC Data Ltd is a host provider with 3 data centres on premise, they should delegate all the security to multiple employees that work together as an Infrastructure Team.
	Hosting the data centre on-premises, is making the organization responsible for all aspects of security or information. This can include a previsioning tool to control all the access to the data centre. The team should set up all the privileges for the other employees. All the devices should have a two-factor authentication.
	A periodic review of the logs and access to the data centre is recommended. 
	Once a month the infrastructure team should make a routine maintenance, inspecting and testing of hardware (generators, battery backups and fire suppression systems).
	The company must have additional security measures to protect the equipment. (Access cards, 24/7 video surveillance and 24/7 security personnel). 
	For the virtualized data centre, the security responsibilities are shifting to the provider, in theory. The organization can require a specific control of the cloud because data centre since the cloud providers will not treat an issue as fast as the own personnel would do.
	An agreement with the cloud provider should be made reviewed carefully and must have a documentation of SOC 2 certification.  
	For both situations: cloud and on-premises the company should have a backup plan in case a disaster is taking place.
	Backups are a must: data backups, but not only, Recovery Point Objectives (RPO) and Recovery Time Objectives (RTO) should be included as well. IT/security employees should have access to the data centre, and all the appropriate privileges. In case of failure, the IT department should have a documented plan with all the things should be restored and where the backups are located
	For on-prem data centres, the company has two additional mirroring data centres for backup. 
	Regardless of the technology used, the security policy has a supreme importance. It will define and assignee the duties. [8]

[bookmark: _Toc92407794][bookmark: _Toc92470869]Benefits of implementing SAN

	A storage area network (SAN) or storage network is designated computer network that can provide access to a consolidated data storage. SAN is being used to access data storage devices, as an example the disk arrays or tape libraries from servers will appear as a direct-attached storage to the system. A SAN typically is a dedicated network of storage and is not accessible in the local area network (LAN). SAN is the network between the servers
By using SAN, the ABC company can benefit of multiple improvements. Five of them are being presented below:
1. SAN is improving the LAN bandwidth
	The bandwidth bottlenecks can reduce the performance of the LAN and can increase the time of transfer to the time of processing a task. SAN is taking a good portion from the network traffic and decrease the stress on the LAN bandwidth so the company can provide high quality services.
2. SAN is improving data security 
	SAN is generating accurate copies of data when is needed and it also has data protection algorithms that are consistent. Critical stored data is being placed on a different network and the hackers can’t access it, so the company won’t lose it.
3. Better backups
	SAN has a feature that allows for streamlined backups. By using SAN there is no need for a second backup server since SAN is backing up the data from multiple locations in a single place. SAN has a flexible storage and can save money that company can waste on physical storage. 
4. Increased scalability
	SAN gives the availability of adding more capacity to the system when is required and thing can be easily scaled. This means that the company doesn’t have to wait when they will need more space.
5. Disaster recovery 
	The backs are not the only important part of ABC company. Unfortunately, a disaster doesn’t always come with a warning, whether it’s a cyber-attack or other disaster, the company should be prepared for the worse. Recovering the data across multiple applications can be challenging and, and this is easily possible with the SAN technology. 
	It is known that 40-60 percent of businesses ca fail to get along after a disaster due to a poor planification or a not well-trained infrastructure team, but SAN can help to overcome the unwanted situations. [9]

[bookmark: _Toc92407795][bookmark: _Toc92470870]How SAN can help ABC Limited to protect their data from corruption	

	Data corruption is an error in the computer data that can take place during storage, reading or processing and will change the original data by introducing unintended modifications. Storage systems are using different measures to assure data integrity. 
	Snapshots and backups can save the company’s data when data corruption it’s taking place.
	SAN has the possibility of making a snapshot. Snapshot represents a point-in-time reference of data that you can schedule after your database dumps and transaction logs have finished running. SAN snapshot gives a virtual image of the database, device at a given time. If the entire server fails, SAN can help by spin the server up or restore the database back. [10]

[bookmark: _Toc92407796][bookmark: _Toc92470871]Disaster recovery System and its importance for ABC Ltd. For their virtualised data centre

	SAN-to-SAN Replication
	SAN-to-SAN replication (or synchronization) helps in sending the data from one SAN of a Data Centre to another SAN in a different data centre location. It can back up large amounts of data fast using SAN services, and it can also transfer the data to a secondary location independently from the existing SAN snapshot schedule.
	It is more efficient as the usual backup windows can take a large amount of time and impact the performance of the system. Storing all on the SAN allows the backups to be done fast and the data copy is done in the background so it’s not affecting the systems performance.
	Recovery based on SAN is focusing on large volumes of data, that create difficulties on recovering individual files. Traditional recovery is focusing more on critical business files for more granular recovery which comes with a cost of speed. SAN-based snapshots can be much faster than traditional recovery with large volume of data.
	SAN-to-SAN replication can provide fast recovery times and support data security in a private cloud system. IN case of disaster, by reversing the replication process SAN-to-SAN replication offers a smooth failback from the secondary side to the production site 
	SAN vs. Traditional Backup and Disaster Recovery
	Normally not long ago, people had email servers, unstructured data, FTP/documents servers and data base servers. The backup and recovery of these systems, as they each present their own unique challenges, must be viewed differently.
[bookmark: _Toc92407797]	SAN snapshot technology allows to back up more efficient instead of having a backup window that runs for an entire day which can also slow the operations. SAN also provides snapshots of the FTP file servers every night on the downtime hours. It can back up a large amount of data in a very short time. This will make back up work much easier for ABC company. The restore take more time because all the data will need to be reached on the file driver and moved to the server, but it will take less time than a tape backup. [10]
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Data centre virtualization can be really challenging and might require specific steps to be taken but provides multiple benefits to the business. 
Security policies plays a key role in the company safety, rather is a on-premises data centre or a cloud data centre and it always recommended to have an IT department in your organisation. 
One helpful tool presented in this report is SAN, it can upgrade the company security and speed the backup process. 
	


















[bookmark: _Toc92407798][bookmark: _Toc92470873]References

	[1] 
	Y. P. C.-H. Y. J. L. Fawaz AL-Hazemi, “Dynamic Allocation of Power Delivery Paths in Consolidated Data Centers based on Adaptive UPS Switching,” August 2018. [Online]. Available: https://www.researchgate.net/publication/326944887_Dynamic_Allocation_of_Power_Delivery_Paths_in_Consolidated_Data_Centers_based_on_Adaptive_UPS_Switching. [Accessed 06 01 2022].

	[2] 
	R. Arun, “Amazon EC2 instance,” Amazon, 8 September 2021. [Online]. Available: https://www.simplilearn.com/tutorials/aws-tutorial/aws-ec2. [Accessed 06 01 2022].

	[3] 
	R. Arun, “What is AWS S3: Overview, Features and Storage Classes Explained,” 3 December 2021. [Online]. Available: https://www.simplilearn.com/tutorials/aws-tutorial/aws-s3. [Accessed 06 01 2022].

	[4] 
	BECA, “The Advantages Of A Storage Area Network,” 7 November 2019. [Online]. Available: https://www.becacorp.com/the-advantages-of-a-storage-area-network/. [Accessed 06 01 2022].

	[5] 
	Beyondtech, “Make your home a data center,” 30 January 2017. [Online]. Available: https://medium.com/@beyondtech/make-your-home-a-data-center-14ef9c124a06. [Accessed 06 01 2022].

	[6] 
	B. Johnson, “4 Things to Consider When Writing a Data Center Security Policy,” 28 January 2021. [Online]. Available: https://www.strongdm.com/blog/data-center-security-policy. [Accessed 06 01 2022].

	[7] 
	V. PAGE, “What Is Amazon Web Services and Why Is It So Successful?,” 12 August 2021. [Online]. Available: https://www.investopedia.com/articles/investing/011316/what-amazon-web-services-and-why-it-so-successful.asp#toc-what-is-aws-exactly. [Accessed 06 01 2022].

	[8] 
	M. Portnoy, “Understanding Virtualization,” in Virtualization Essentials, John Wiley & Sons, Incorporated, 2016, p. 334.

	[9] 
	A. Seal, “8 Important Developments in Data Center Technology,” VXCHNGE, 14 January 2021. [Online]. Available: https://www.vxchnge.com/blog/data-center-technology-developments. [Accessed 06 01 2022].

	[10] 
	G. Wong, “To the cloud and beyond! Planning a multi-year data center migration,” 17 February 2021. [Online]. Available: https://cloud.google.com/blog/products/cloud-migration/planning-a-multi-year-data-center-migration. [Accessed 06 01 2022].

	[11] 
	wpadmin, “SAN-to-SAN Replication: Fast Data Backup for the Private Cloud,” 10 02 2017. [Online]. Available: https://www.otava.com/blog/san-to-san-replication-fast-data-backup-for-the-private-cloud/. [Accessed 06 01 2022].




image3.png
Challenges in Data Center

Users

(1) generate
workioad | >
Servers and

Network
Utilization

Power Line
Dataline ——

Rack u-1 Rack u

Server 1| | Networking

server 2 || || =

[ (3) generate

e

electricity [$
Load (IT Load)

Server 5| ||

L (o) coning |
demands

(4) Load effect
UPS efficiency “:\’>

Ups u1] [upsu

Cooling System
Water Chiller, CRAC, ..etc

Main Automatic
Transfer Switch
(ATS)

Renewable/
Diesel Generator

Utility Grid





image1.png




image2.png




