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This diagram shows the network layout for my thesis. I created a simulated environment where an Attacker (on the left) tries to send malicious commands to a Web Server (on the right). I placed a pfSense firewall in the middle to act as a gatekeeper. By configuring this setup, I can prove that my custom security rules can successfully 'see' the attack coming from the internet and stop it before it ever touches the protected user data





[bookmark: _Toc220957615]2. Kali Linux & pfSense VirtualBox Settings
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This screenshot shows the network configuration for the Kali Linux machine. It is set to Bridged Adapter mode, which allows it to reside on the simulated external network (WAN). The 'Promiscuous Mode' is set to 'Allow All' to ensure the machine can capture and send the packets necessary for the attack simulations
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In this image, we see the first network interface for the pfSense Firewall. It is configured as a Bridged Adapter to connect directly to the external WAN. This interface serves as the entry point for traffic coming from the Attacker node, allowing the firewall to intercept and analyze incoming data
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This is the internal 'brain' of the pfSense Firewall. It shows that the system is running correctly and has assigned the right IP addresses: 192.168.55.108 for the outside world (WAN) and 192.168.1.1 for our private internal network (LAN)
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This is the main dashboard where we actually manage the security. It shows the status of the system, including CPU usage and version info. From here, we can turn on the IDS (Intrusion Detection System) and write the rules that will stop the Attacker from reaching the User
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Snort is successfully installed and Running (indicated by the green checkmarks) on both the WAN (em0) and LAN (em1) interfaces. Both interfaces are set to Legacy Mode. This means that when traffic matches one of your enabled rules, Snort will not only log an alert but will also actively block the offending IP address in the firewall. The WAN is filtering incoming threats before they reach your network.The LAN is monitoring for "lateral movement" or internal devices that might be infected and trying to communicate outbound.

[bookmark: _Toc220957618]5. Nmap Scan (Kali Linux Terminal)
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demonstrated a real-world attack scenario. First, the Attacker used Nmap to scan the network for vulnerabilities. Immediately after, the pfSense Firewall triggered several Snort alerts, correctly identifying the Attacker's IP and the specific type of scanning behavior. This successfully validates that the laboratory environment and security rules are functioning as designed to protect the internal network.
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[bookmark: _Toc220957619]6. ICMP Ping Test (Kali Linux Terminal)
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The ICMP test successfully validated the dual-layer defense of the network. While the pfSense Firewall blocked the ping requests to prevent network discovery (resulting in a 100% timeout for the Attacker), the Snort IDS correctly identified the unauthorized ICMP traffic and generated a high-priority alert. This demonstrates the system's ability to maintain a 'stealth' profile while keeping a detailed audit log of all reconnaissance attempts.
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I  created a customd rule to block all HTTP traffic, but it started flagging everything as a threat, even normal web browsing. The log shows "FALSE POSITIVE" alerts filling up the screen because the rule was too broad.
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to stop the "false alarms,"i added the rule to a Suppression List. This tells Snort: "I know this traffic looks suspicious, but it's actually okay, so stop alerting me about it". This is how professional security experts "tune" their systems to avoid being overwhelmed by useless logs.
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Checking a rule acts as a "power switch" for that specific piece of security logic. If a rule is not marked, the Snort IDS will ignore that type of traffic entirely to save system resources. By marking the Emerging Threats (ET) categories (like emerging-dos and emerging-icmp), you are telling the firewall to actively watch for professional, real-world attack patterns.
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To facilitate communication between the Attacker (Kali Linux) and the pfSense Firewall within a virtualized environment, the default security settings for 'Reserved Networks' were modified. Specifically, the options to Block private networks and Block bogon networks were unmarked.
This adjustment was necessary because the laboratory WAN utilizes the $192.168.55.0/24$ private address space. By disabling these blocks, the firewall was permitted to process incoming traffic from the attacker node, allowing the Snort IDS to successfully perform Deep Packet Inspection (DPI) and generate the alerts shown in subsequent figures.
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This final screenshot from the Blocked tab confirms the total success of the system. It shows that the Attacker's IP (192.168.55.109) has been fully 'banned' from the network. The system automatically blocked the attacker after detecting multiple suspicious scans (MSSQL, MySQL, Oracle, and VNC). This proves that the project successfully moved from Detection (seeing the threat) to Prevention .
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