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The challenge of working with the group was the fact that each student is part-time and so only on site one day a week. This is a full day of lectures, only leaving 2 hours for face-to-face group work trying to huddle around a single PC. As this didn’t work the group found it more efficient and learned more by working separately and then come together to discuss tasks and/ or whenever there was a problem to resolve.
Section 7 – Reflection on Collaborative Work – provides more detail on team best practices.
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[bookmark: _Toc134190798]Abstract
This report covers the second part of building a small network operating system environment and services.
There are two sections, the first section describes the technical tasks to manage and maintain network resources using network policy and security practices. In addition, the first section includes how to set up routing and packet filtering and establish critical failover/redundancy.
The second section of this report provides an individual analysis and observations of both the technical elements of the tasks and a reflection on the collaborative working.



[bookmark: _Toc134190799]Group Work
Section 3 contains evidence of the group work undertaken to:
· Configure network policy and security practices
· Configure routing and packet filtering

[bookmark: _Toc134190800]Task 1: MANAGING AND MAINTAINING NETWORK RESOURCES USING NETWORK POLICY AND SECURITY PRACTICES

[bookmark: _Toc134190801]NTFS (New Technology File System)

On a client 1 PC a folder was setup and a simple text file created.
[image: A screenshot of a computer

Description automatically generated with medium confidence]

[image: Graphical user interface, application
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As expected, windows showed an error regarding inherited permissions. 

[image: Graphical user interface, text, application
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Removed the inherited permissions from the folder.
[image: Graphical user interface, application
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Screenshot in figure  shows that the permissions can now be tailored.

The following screenshot shows the property of the files and that the permission have been inherited from the parent folder.
[image: Graphical user interface

Description automatically generated]

Next, the full control permission was granted for User1 on the file:
[image: Graphical user interface, application

Description automatically generated]

The following screenshot shows a Domain User account can still edit the file as write permission are granted. This is also true at the folder level, the Domain User can also create a new text document.

[image: Graphical user interface, application

Description automatically generated]



If the folder name is modified, the Domain User is correctly prompted for administrative permissions to continue, this behaviour is correct as the use does not the “modify” permission. This proves the security permission is working as expected.

[image: Graphical user interface, text, application
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[bookmark: _Toc134190802]Share Permissions
In this section the group configured a network share:
[image: Graphical user interface, text, application
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Permissions are granted on the newly created share as shown in figure n below:

[image: Graphical user interface, text, application
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[bookmark: _Toc134190803]Accessing the File Share from Client 1
The following screenshot shows the mapped drive and the creation of a test file and folder to verify the permissions of User1 and proves the correct configuration of the share.

[image: Graphical user interface, text, application
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[bookmark: _Toc134190804]Configuring User Environment and Computer Environment, ‘Network Group Policy Objects’

[bookmark: _Toc134190805]GPO 1: Moderating Access to the Control Panel.
In this section a group policy was configured to restrict access to the control panel for Domain Users.
On Server1, two objects were created, a New Non-Admin OU (organisational unit) and a non admin domain user (User3).
[image: Graphical user interface
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The group policy Management console was used to create the specific policy at the User Configuration level:

[image: Graphical user interface, application

Description automatically generated]
To ensure the policy is active immediately across the domain, the gpupdate /force command is executed:
[image: Graphical user interface

Description automatically generated]

Verification that the policy has been applied successfully is tested by attempting to open Control Panel on Client 1 as the User3 domain user account:
[image: Graphical user interface

Description automatically generated]



[bookmark: _Toc134190806]GPO 2: Removing Access to the Command Prompt.
An additional standard security policy is to disable access to the command prompt. To achieve this the Prevent access to the command prompt policy is set:

[image: A screenshot of a computer
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The gpupdate /force command is run, note that the effect on the client doesn’t take place until the policy is updated locally. The following screen shot shows the policy has been applied successfully.
[image: A screenshot of a computer
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[bookmark: _Toc134190807]GPO 3: Restricting Access to Removable Media Drives.
Another policy was set to restrict Acess to Removable media drives, this policy is set at the User Configuration level:

[image: Graphical user interface

Description automatically generated]
The following screen shot shows the restriction is in place when trying to access the CD drive from windows explorer.
[image: Graphical user interface, application, Word
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To further test the remove media policy is set correct and that it only effects normal Domain Users; logging on to Client1 as Administrator allows access to the CD volume as expected:
[image: Graphical user interface, text, application
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[bookmark: _Toc134190808]GPO 4: Restricting Software Installs
The difference with this policy is that it is set at Computer Level rather than User Configuration:

[image: Graphical user interface, text, application
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The following screenshot shows that the Administrator account will be required to install the software (the shield icon)

[image: Graphical user interface, text
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The user is prompted for administrator credentials as we need elevated privileges to install…

[image: Graphical user interface
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[bookmark: _Toc134190809]GPO 5: Enforcing Password Policy in the ‘accatask.msft’ domain.
Another standard tool is setting the password policy: 
[image: Graphical user interface, text, application
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Now the password policy has been set, we get the following error when creating a new account that the password meeting the policy:

[image: Graphical user interface, text, application
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[bookmark: _Toc134190810]Task 2: ROUTING AND PACKET FILTERING WITHIN CORE TCP/IP SERVICES AND CRITICAL FAILOVER/REDUNDANCY PRACTICES

The ARP -A command will show the current routing table:
[image: Graphical user interface, application
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Note: that as the client1 VM only has 1 network interface:
[image: A screenshot of a computer
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The following screenshot shows the comparison between the ARP tables before and after using the ping command, this shows how the table is dynamically built. Here we pinged two networks, this is shown in the Server2 ARP table for each interface:

[image: Graphical user interface, text
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This screen shot shows the additional entries in the routing table after the ping 172.16 range and server address of 10.10.10.2:

[image: Graphical user interface, text
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Routes
The route print command shows the networks the host is connected to:
[image: Graphical user interface, text
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[bookmark: _Toc134190811]Deploy Core Services (FTP Server)
Using the Add Roles and Features action in Server Manager, the FTP service was installed:

[image: Graphical user interface

Description automatically generated]
Once installed, another domain user was created to test the service:
[image: Graphical user interface, application, Word
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One the ftp service is installed, it needs to be configured through the IIS Management console:
In this case the default port of 21 was used. Note that Secure Socket Layer is not used – this would mean the data transported using ftp is not encrypted.
[image: A screenshot of a computer
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As part of the configuration the test user is granted access:

[image: Graphical user interface, text, application
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The ftp configuration allows custom banner messages that can be used to prompt users who access. These are typically used to remind users of security considerations while using the service:
[image: Graphical user interface
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FTPUser23 permissions on ftproot folder, note that we haven’t provided write permissions therefore it is expected that any attempt to put files from the client will fail.

[image: Graphical user interface, application
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Test FTP Upload from Client PC
On the Client2, a folder was created and text file created for use to test the ftp. The following screenshot shows the opening of the ftp client and the custom banner configured in the ftp server. This is where the banner could warn the user regarding laws, ethics or company policy of using the service:
[image: Graphical user interface
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After successful login, the user is presented with the custom welcome message:
[image: Graphical user interface, text
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Note that, as expected, on first attempt the user does not have write permissions to the remote folder created above. This results in the ftp 550 Access is denied error:
[image: Graphical user interface, text
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After correcting the permissions on the remote folder by adding the ability to write :
[image: Graphical user interface, text, application
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Reattempting the ftp put is now successful.

[image: Text
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On Server2 we can see the file the was transferred using the put command:
[image: Graphical user interface, text, application, email
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[bookmark: _Toc134190812]Installing and configuring the Routing and Remote Access Service

To allow two networks to communicate the DirectAccess and Routing services are installed and configured on both Server 1 and Server 2:
[image: Graphical user interface, text, application, Word
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[image: Graphical user interface, text, application, Word
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The Remote Access services was then started …
[image: Graphical user interface, application
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The Routing Information Protocol (RIP) was added, and both network interfaces included:

[image: Graphical user interface, application
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[image: Graphical user interface, text, application
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Verifying Remote Access

[bookmark: _Toc134190813]IP Packet Filtering
The following screen shot shows both Server1 and Client1. At this time, Client1 is able to ping, however, an Inbound Filter is then added and as expected Client1 is then no longer able to ping.
[image: Graphical user interface, text, application
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[bookmark: _Toc134190814]Filter 1:  Stopping ‘anyone’ in PrivateNet 1 from Pinging the Router Firewall Service.

During the testing of this element, it was discovered that there was an issue present with the automatic configuration of the RIP which resulted in an unstable connection between the devices. Due to the nature of this issue as well as the unstable connection it provided resulted in Filter 2 and Filter 3 not being configured or tested. However, the following screen shots show some troubleshooting of the problem that shows the configuration. 

[bookmark: _Toc134190815]Troubleshooting RIP
It was noted that with RRAS Stopped on the server, Client1 can ping server1 on 172.16.1.1

[image: Graphical user interface, text, application, Word
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Enabling the RASS service stops the ping from Client1, however, no inbound filtering is enabled on that card:


[image: Graphical user interface, application

Description automatically generated]

Server1 ARP -a shows client1 ip address:

[image: Graphical user interface, text, application
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It was noted that removing both Inbound and Outbound Filters that had been setup automatically by the install wizard resolved the ping problem between network 172.16.1.0 and 10.10.10.0.
The end.






[bookmark: _Toc134190816]Observational Task
This section of the report provides observations on the technical components encountered during the setup of the network.
[bookmark: _Toc134190817]Small Office Security Policies
For a SOHO (Small Office Home Office) network there are a number of industry standard best practices standard and security measures to put in place such as firewalls, VPN, Two-factor, anti-virus software, security updates. In addition, a strong set of security policies can be define using such security principles as “least privilege” and break glass approaches e.g., only use accounts with administrative permissions when required.
To support the security policies there are several technologies available within a Network Operating System environment, such as Group Policies. 
In chapter 7 of the book Windows Server 2019 Administration, the author Dauti describes Group Policies as “… advanced configuration that limits the user's ability to change settings” [2]. These policies can help reduce both accidental and malicious changes. The Group Policies can be set on an individual local machine or on domain joined devices where policies can be managed centrally making the configuration efficient and consistent across a given IT estate. 
For a SOHO, Windows Server and Linux distributions provide out of the box server roles (services made up of many features) and individual features as shown in figure 1:
	Server Roles
[image: Graphical user interface, text, application
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	Server Features
[image: Graphical user interface, text, application
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[bookmark: _Toc134190837]Figure 1 - Example Roles and Features

These optional components should be reviewed by the administrator of the SOHO to see where they can be enabled to best support business use cases.
Simple security practices such as strong password management can be enforced using GP – ensuring password structures meet a good standard [screenshot]. and policies to enforce changing default passwords and having well understood processes for recovering administrative accounts.
Policies can also control altering antivirus and firewall settings and disable the ability for users to install unauthorised software. A good Operating System and Application software security patching strategy should be put in place.
One of the benefits of NOS is the ability to store and share documents centrally. To do this securely requires correct permissions to be set on the shared folders the document resides. This isn’t just limited to shared folders, but also services such as FTP and IIS which both have their own security mechanisms. [Pic of folder permissions]. 
Offsite Backup of essential business data is key – not just for disaster recovery but being able to return data to a point in time if the event of accidental or malicious changes.
Business process should be put in place to monitor and regularly review group policies and folder permissions to check they are fit for purpose or need refining.
[bookmark: _Toc134190818]Failover Clustering for high availability systems/services
A business continuity plan and risk assessment will identify the effect downtime will have on an organisation and the investment required to guard against downtime and data loss.
For any company that depends on Information Technology, resilience of the software and equipment used is key. Hardware redundancy within a server can help to guard against component failure, such as multiple CPUs, memory, network cards, RAID for disk configuration and battery backup. A resilient network is also required. A backup strategy can help minimise data loss, however it can take time to restore lost data or services.
Where high availability is required, one technique is failover clustering.
The online article by Microsoft Learn describes the technique:
“A failover cluster is a group of independent computers that work together to increase the availability and scalability of clustered roles (formerly called clustered applications and services). The clustered servers (called nodes) are connected by physical cables and by software. If one or more of the cluster nodes fail, other nodes begin to provide service (a process known as failover). In addition, the clustered roles are proactively monitored to verify that they are working properly. If they are not working, they are restarted or moved to another node.” [3]



[bookmark: _Toc134190819]Failover Concepts
In the IEEE paper Design of a dual-computer cluster system and availability evaluation [4], Hui et al provide an example illustration of an Active/Standby solution as can be seen in Figure 2
[image: A diagram of a server connection

Description automatically generated with low confidence]
[bookmark: _Toc134190838]Figure 2 - Example Failover Topology [4]

In this example two physical servers (nodes) are used with a private network i.e., each with a dedicated network card that are directly attached to carry the cluster communication or “heartbeat” – if the heartbeat fails then the standby node will take over. Client machines will access services over the normal network.
In terms of data availability, in this scenario data is replicated between RAIDed disks, however, it is possible for a shared Storage Area Network (SAN), to be used.
If applications are to be hosted on the cluster, then there is a requirement to ensure that they are compatible and configured for in a failover environment.
[bookmark: _Toc134190820]Failover in Windows Server
In the book Mastering Windows Service 2019, Krause says of clustering:
“… general-purpose file-server clustering works in an active-passive scenario. When multiple file servers are clustered together for general- purpose file access, only one of those file-server nodes is active and presented to the users at a time. Only in the event of downtime on that node does the role gets flipped over to one of the other cluster members.” [3]
Kruase also describes Host-layer clustering [3] and Application clustering [3] as two distinct high availability techniques, however it is common that a combination of both are used e.g., clustered SQL Server application on Clustered hosts.
The table below shows some of the installation steps of the Failover Cluster feature in Windows Server 2019
Table 1 - Failover Cluster Install
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	The Failover Cluster Manager console is now available 
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As technology has improved, it is important to note that we can add servers into the cluster that are not in the same datacentre – this provides site resilience.
A virtual IP address is assigned to the cluster as shown in Figure 3. It is this address that clients will use to communicate.
[image: A screenshot of a computer
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[bookmark: _Toc134190839]Figure 3 - Cluster IP











[bookmark: _Toc134190821]Network Policy for an Enterprise Network
[image: A picture containing text, font, handwriting, line

Description automatically generated]This section describes key aspects of a network policy, for illustration, the policy utilises a fictitious company split across two sites as shown in figure n. One site contains the head office with key business functions such as the executive team, finance, and security.  The second site is the main sales office containing sales and reception staff. Although the company is two sites, the network policy should allow for additional sub sites to be added.
Telephony details are out of scope, however Voice over IP will be used so networking resilience will be key.
Pacemaker
Different between group policy and group policy Object
[bookmark: _Toc134190822]Architectural Components
Built on top of a physical network connecting two locations and building on high availability concepts, the logical architecture will comprise one or many of the following components as described in Table 1:
	Component
	Purpose

	Activity Directory
	Manage objects on the network such as users, computers, printers.
Account and permissions management

	Domain Name Service
	Map IP address to machine domain name

	DHCP
	Reword
It is a network management protocol used to dynamically assign IP addresses and other network configuration parameters to devices on a network.

	File and Printer Services
	Network folder sharing and shared printer management

	Network Security
	Security policies such as AD Group Policy

	Remote Access
	

	Failover Cluster
	Provide resilience and business continuity




[bookmark: _Toc134190823]Network Policy Principles

The following are some key considerations for an enterprise network:
Access Control
Active Directory will be used to:
· Authenticate and authorise users and devices on the network.
· Control access to objects and resources on the network based on their role within the business.
· Access control must be enforced through firewalls, routers, and switches
Network Security
· Network security measures such as firewalls, intrusion detection and prevention systems, and antivirus software must be deployed and regularly updated.
· All devices connected to the network must be secured with up-to-date antivirus and antimalware software.
· Network traffic must be monitored and logged for security and troubleshooting purposes.
· Wireless networks must be secured with appropriate encryption.

Data Protection
· All sensitive data must be encrypted and transmitted securely.
· Data backups must be performed regularly and stored in a secure location.
· All devices and storage media must be securely erased before being retired or reused.
· Data retention and destruction policies must be established and enforced.

Network Monitoring
· The enterprise network must be monitored continuously for performance and security issues.

This is just a draft and should be customized based on the specific needs of the enterprise network. It is recommended to have the policy reviewed by a security expert to ensure that it adequately addresses the security risks associated with the enterprise network.
[bookmark: _Toc134190824]Network Topology
Based on the requirements outlined in the previous section, the diagram in Figure 4 illustrates the basic network design.
[image: A picture containing diagram, text, screenshot, plan
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[bookmark: _Toc134190840]Figure 4 - Draft Network Topology
· The key different between the two sites is the inclusion of the Failover Cluster at Site A. 
· For simplicity the diagram does not show resilient network items such as additional switches and routers to remove single point of failure.
· The local server at site b will perform as many roles as it can to avoid traffic going to the internet i.e., it will act as a local domain controller, printer controller and a dhcp server to minimise traffic going over the internet. 



[bookmark: _Toc134190825]Service Topology
Windows Server 2019 will be stored on the four servers – 2 Domain Controllers and Single Cluster.
[image: A picture containing text, screenshot, diagram, font
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Note: 
· That Active Directory object data is replicated between domain controllers so provides a level of resilience across sites. 
· The failover cluster is only on one site, but accessible by both. Failover Clustering technology has advanced so that in theory one of the servers could be remote adding further site resilience.

[bookmark: _Toc134190826]Reflection of Tasks
The tasks highlighted two key areas for consideration when implementing a Network Operating System.
The first is the need to set out secure operational policies for the network regardless of the size which sets out requirements for how the NOS should be configured. The second area is then using tools such as Active Directory to enforce the policies by centrally controlling network attached users and computers.
In addition, the tasks showed how software can be used to configure and control networking without the need for physical router – this also demonstrated the ability to segregate the network and add traffic filters to IP and/or network Protocols to increase security.

[bookmark: _Toc134190827]Reflection of Collaborative Work

In Chapter 1 of the book Teams That Work, S Tannebuam and E. Salas outline 7 drivers of team effectiveness, they are: Capability, Cooperation, Coordination, Communication, Cognition, Coaching, and Conditions [6]. This section uses these drivers as measures of the teamwork element:
Capability – the knowledge of the team fitted well to the task with a mix of networking and software development skills.
Cooperation – Each member of the team understood what was required to input into the collaborative tasks and showed good attitude toward collective working.
Coordination – As can be seen in Section 1 – Group Work, the team established “ground rules” for how work would be shared and communicated between the members.
Communication – As well as discussing elements of the tasks, a brief diary was kept so in the event of absence it was clear what progress and issues where encountered.
Cognition – Each member understood what was required of the tasks at hand and the requirement to work as a team.
Coaching – Although the team was set up as self-governing, each member showed leadership skills by taking responsibility to investigate or discuss a particular problem then ensure the result was communicated to all the team. 
Conditions – The collaborative tasks were difficult to perform as a group due to the logistics of 4 people gathering around a single PC attempting to do a 1-person task, in addition, as members of the team were part-time it was difficult to arrange a time outside of the core hours to work together in the lab. To this end, the group found it more efficient to individually perform the tasks and then come together at certain points and cross reference findings or discuss and resolve problems, such as the network configuration outlined in section 3.7 of this report.
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[bookmark: _Toc134190829]Appendices

[bookmark: _Toc128316268][bookmark: _Toc134190830]Appendix A - Group Work
This section describes how the group organised itself and setup collaborative working. This includes details of how shared work was backed up. Note that this duplicates some of the items submitted in previous work.
[bookmark: _Toc128316269][bookmark: _Toc134190831]Group Members
The group had a mixture of skills that consisted of networking and cloud software skills.
[bookmark: _Toc128316270][bookmark: _Toc134190832]Group Diary
The following table shows a brief diary of the group activities.
	Date
	Work/Tasks

	2nd Feb
	Agreed Ways of Working
Built basic VMs using Virtual Box
Shared email addresses
Set up Shared Folder for group work


	9th Feb 
	Added shared report doc in shared folder
Set up network elements, backed up VMs, zipped up, examined snapshots for differential / efficient backups
Discussed VM Backup Strategy


	15th Feb
	Promoted Server 1 to Domain Controller
Debugged network problem between two servers – turnout to be typo in HyperV settings on server2 (the network name must equate to the ethernet card name in Windows2019).


	22nd Feb
	Task 4 and 5.
Problem - DNS setting won’t allow client pc to connect to the domain. Having to change the DNS IP setting on the client to server private IP 172.16.1.1. After some thought and investigation, this is due to 10.10.10.1 being on a different network.


	2nd March
	Group came together to finalise and agree group work section


	16th March
	Set up empty template in shared folder
Emailed group with link


	23rd March
	Continued group work on my own as no KAssey or Carys
Sam was late and disinterested
Applied Group Policy Elements and took screen shots and added to group work.

	4th May
	[image: ]




[bookmark: _Toc128316271][bookmark: _Toc134190833]Group Shared Working
[image: Graphical user interface, application, Word

Description automatically generated][bookmark: _Toc134190841]Figure 5 - Shared Working Setup

Before begging the work, the group discussed basic housekeeping and collaboration tasks.
A simple email group was created to allow for co-operation between the members to communicate outside of the days when not on campus. Figure n shows this.
It was agreed to set up a simple shared folder structure in Sharepoint to save various files, screen shots and backups. An example folder is shown in the screen shots

[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc134190842]Figure 6 - Shared Folder

[bookmark: _Toc128316272][bookmark: _Toc134190834]Backup Strategy
The group discussed a number of backup methods for each aspect of the tasks, Documentation, VMs and network configuration.
[bookmark: _Toc128316273][bookmark: _Toc134190835]Backup of Shared Documentation
Documents to be saved to a SharePoint shared folder with version control enabled - This allows for previous versions to be retrieved.
[bookmark: _Toc128316274][bookmark: _Toc134190836]Backup of Virtual Machines
As well as simply manually shutting down, compressing the VM files, and saving to an offline storage, the team discussed the use of HyperV snap-shots and looked at how this makes the backup routine more efficient and saving on downtime. 
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Description automatically generated]
[bookmark: _Toc128316384][bookmark: _Toc134190843]Figure 7 - Backups - VirtuaBox Snapshots
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Description automatically generated with medium confidence]
[bookmark: _Toc128316385][bookmark: _Toc134190844]Figure 8 - Backup - Compressing Snapshot
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