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Project Management
The following section includes an outline of the project scope and planned solutions. Additionally, it includes documentation of the proposed technologies and resources that will be required for implementation. Maintaining and following a timeline will also be essential for the project. This will be utilised to effectively monitor progress, meet deadlines and manage resources. A structured approach like this will facilitate informed decision making and improve the likelihood of a successful project by identifying constraints early, allowing for proactive adjustments [1]. 
Project Management & Planning
Scope & Solutions
In a world that is becoming increasingly digitalised, an individual’s digital footprint is becoming larger, more accessible and trackable, opening them up to potential exploitation if this data were to end up in the wrong hands. This poses a serious privacy and security risk, especially considering many individuals do not fully understand what their digital footprint entails, or how to manage it [2]. 
This project aims to provide a solution to this problem. This being a specialised all-in-one data security application that offers the user multiple means of securing their data and reducing online exposure, to lessen their digital footprint. 
The technologies that the app will require are: Virtual Private Network (VPN), password manager, threat protection and a data breach monitor. 
The VPN will be used to encrypt internet traffic, mask the user’s IP address, and prevent tracking. A password manager will generate, store, and auto-fill secure passwords. Biometrics/facial recognition to access passwords. These passwords can be accessed using a multi-factor authentication or biometric authentication (fingerprint/facial recognition). Threat protection will also be deployed to detect phishing links, malicious websites and prevent suspicious downloads of any kind. Finally, a data breach monitoring tool will be created that scans the internet for the users’ details, detecting if their personal data (email addresses, etc) has been compromised in any known data breaches. 
There are also some constraints to consider. These include ensuring compliance with legal requirements (UK GDPR, DPA), budget limitations & licensing fees, time constraints and security risks. 
Gantt Chart
For stricter project management and scheduling, a Gantt chart could be used. A Gantt chart is ‘a graphical representation of an activity against time’ [3]. To create a Gantt chart, specialised software such as ‘Team Gantt’ or a template for spreadsheet applications such as Excel could be used. See appendix A below example for the proposed project.

Development Method
When creating an application, the software development life cycle should be followed. This is shown in the following diagram from the Illinois State Board of Education [4]:
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Figure 1 - Software Development Life Cycle
According to this document, mobile apps usually take around three to five months to develop. However, due to the multiple features within the proposed project the timeline could be extended to six months (although this may still be ambitious depending on the size of the team). The project will utilise an agile approach to this method. This is because security requirements can change quickly, and it allows for regular review and change. 

Project Design
To ensure a user-friendly design to the application, a wireframe can be used. An example use of wireframes for this reason was the Baltimore Urban Food Distribution app, who utilised wireframes to gather community insights regarding desired features [5]. See the below wireframe draft for the proposed project (created in wireframe.cc [6]): 
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Figure 2- App Wireframe
The wireframe clearly visualises the planned layout of the application. It contains a ‘VPN Dashboard’ allowing users to manage their VPN connections. It has a toggle switch to activate or de-activate the threat protection feature. In addition to this, it has buttons to take you to separate pages within the application for both the password manager and data breach monitoring. 
Another aspect of project design that can be used is a flow chart to demonstrate the functionality and navigation of the application. The development of the ‘InCare’ medical application employed flowcharts to demonstrate user interactions and ensure the users needs were met [7]. Below is an example flowchart for the proposed project: 
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Figure 3 - Flow Chart
The flowchart demonstrates the typical activity of the users within the app, and the functions the app will complete. Whilst this example is an simple level flowchart, more detail can be shown in revised versions. 
Enterprise
Enterprise
PEST & SWOT Analysis
Appendix B is an outline of a SWOT analysis undertaken by Canvas Business Model on a competitor company ‘Nord Security’ [8].
Whilst looking at the analysis of the company’s strengths, the diversity of their product portfolio is a noteworthy point. The fact that multiple products are offered means that they are not reliant on a single revenue stream. Their focus on security and privacy is also a key strength of the company. This focus builds customer trust levels, as well as the credibility of the company. The user-friendly interface of their application across multiple platforms makes the product accessible to both technical and non-technical users [9]. 
Whilst Nord Security does have many strengths, it is also important to consider the weaknesses that are noted. One weakness being their dependency on the VPN market. Whilst they do offer multiple products, a large portion of their revenue comes from VPN services. There is also the potential for security incidents that would result in negative publicity for the brand. The main challenge for the company is maintaining compliance with regulations whilst expanding into other countries. Many countries have their own regulations when it comes to data handling and maintaining compliance globally is a difficult task. The price of subscriptions could also be perceived as a weakness to some [9]. 
There are plenty of opportunities for the company to explore. The increased demand for cybersecurity means more individuals are seeking reliable security solutions, which Nord Security could capitalise on. There is also the opportunity for expansion into other sectors in the security industry. The company could also consider business partnerships with well known brands or individuals to increase exposure in other industries.
There are also many threats for Nord Security. The main threat being the evolution of cyber-attacks. This means the app requires continuous security updates to remain effective. There are also many rival companies that offer similar products at competitive prices, that could take customers from the company. Compliance with regulations is also a threat for the company. Maintaining compliance with diverse regulations can be a resource-heavy task for large companies. In addition to this, NordVPN is facing a lawsuit in the US, for ‘allegations of ‘deceptive’ pricing’ relating to their auto-renewal subscriptions [10].
Another type of business model analysis is called ‘PESTLE’. This stands for ‘political’, ‘economical’, ‘sociological’, ‘technological’, ‘legal’, and ‘environmental’ factors. Appendix C is an example of a PESTLE analysis for Nord Security [11]. 
There are many political factors that can impact businesses in the cybersecurity industry. Many governments do provide supportive funding and incentives to encourage innovation. However, governments also impose laws and acts that companies such as Nord Security must comply with. For example, stricter European laws can pose a challenge to comply with. 
There is an ever-growing investment in the technology industry, this is creating more opportunities within the sector. In general, organisations are increasing their budget for cybersecurity, creating more opportunities for companies like Nord Security to offer their services. Having said this, inflation and economical instability can pose a risk for Nord’s profitability [11].
The increased awareness of cybersecurity today is boosting the demand for security solutions for the public. In addition to this, the increase in remote working trends is increasing the demand for corporations to implement VPN functionality on their devices.  This creates more opportunities for Nord Security to offer their services. 
Technological advancements are also affecting Nord Security. Advancements in AI are aiding in their threat detection services and overall cybersecurity abilities. There is also opportunities for product innovation with new technologies. Having said this, cyber crime is also evolving with attacks becoming more sophisticated [12]. 
Compliance with laws governing personal data is crucial for a company like Nord Security to maintain trust with customers and avoid legal penalty. Some countries have strict laws surrounding VPN usage, with some banning the use entirely. This massively limits Nord Security’s influence in these countries [13]. 
Nord Security must also responsibly manage the disposal of ‘e-waste’. This includes hardware and electronic devices. There is also growing demand for eco-friendly practices within the industry. This would make Nord Security an environmentally friendly company [11]. 
Tech Start-up 
Company name: Veil-IT
Logo [14]:
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Figure 4 - Company Logo 
Business Type
For this potential start-up company, a private limited company (Ltd) would be a good business type. Being the most popular business structure for UK based tech start-ups, it limits personal liability, easier to attract investors and can issue shares to raise funds in the future [15].
Business Strategy
According to Harvard Business School, an effective business strategy is built around 3 key questions: How can my business create value for customers? How can my business create value for employees? and how can my business create value by collaborating with suppliers? [16].
The main stakeholders in the company would be the staff who work on and develop the app and its features, end-users and investors. 
The company will use a clever slogan for advertising: ‘Keeping you covered in the world of technology’. This is a play on the company name ‘Veil’ that is used to cover an individual or hide identity. 
Positioning within the market is crucial for creating value. The company would be positioned as an affordable, all-in-one privacy solution that is tailored to individual users. The company would attempt to differentiate from competitors by integrating all their services into one application that is easy to use. 
The service will include a free version with restricted features, and a subscription offer to obtain full access to all the app’s features. The reason for this is to obtain users initially through the free services, with the hope of many of them upgrading to the premium subscription. Compliance with laws and regulations could also be highlighted to gain trust. 
The company could also look to grow into offering services to businesses, with the potential to develop multi-user licences. This could be an objective that could bring further value for stakeholders. 
Funding
There are also many funding opportunities for the start-up. Government grants and schemes could be used, for example ‘innovation funding’ [17]. In addition to this, there are various business growth/development grant schemes that could be applicable depending on the region within the UK [18]. In addition to Government schemes, community investment through crowdfunding platforms could be used. A company such as ‘Crowdcube’ saw a total of £3.2m invested across all start-ups on their platform last month (July 2025) [19]. 
Project Reflection
Reflection
During this project there will be the opportunity to develop many new skills. These skills will include both technical and professional development. On the technical side, software development skills will be greatly developed whilst creating the application and the services that are to be employed. In addition to this, skills in cybersecurity practices will also be developed whilst working on the project. On the professional side of the project, skills such as project management, strategic planning and business analysis will be greatly developed. This will be essential to producing a high-quality product. 
The project does have the potential to provide a positive contribution to today’s society. With the increasing use of online technologies, our personal data is becoming increasingly at risk [20], Veil-IT could provide a means for individuals to protect their digital footprints. By offering an accessible and affordable, user-friendly app, the project could raise awareness of the risks of being ‘too online’, encouraging bater practices. This would create a safer digital environment for all who use the app.  
There are many risks associated with this project. The first being the technical complexity of the application. This will be managed by following an agile software development life cycle, this will allow for the breakdown of the project into smaller tasks, and the thorough testing of each model. Funding limitations could also pose a challenge for the project. This will be minimised by pursuing UK initiatives such as Innovate UK grants and schemes [21], as well as crowdfunding initiatives. The final challenge would be ensuring compliance with all relevant regulations. To do this, legal guidance would be required, as well as deploying a ‘zero-knowledge architecture’. This is when a user’s data is encrypted and decrypted at device level, not on company servers, meaning that only the user has access to their own data, not the company. 
Conclusion
The ideation and initial planning of the project does show the potential for a product such as Veil-IT in todays market. With the correct project management and development processes, a very successful product could be produced. However, there is the argument that the project is very technically demanding and would require a team of highly skilled professionals in both cybersecurity and software development to execute to a competitive standard. It is likely that what would begin as a small start-up company would quickly expand, requiring multiple employees, soon outgrowing the funding from schemes, causing financial concerns. To conclude, whilst the project is possible, it would likely require large private investments to be successful. However, securing these investments could be challenging with the level of competition in the market. 


Appendices
A) Gantt Chart
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B) SWOT example
Strengths
· Diverse Product Portfolio
· Strong focus on security and privacy
· User-friendly Interface
Weaknesses
· Dependence on the VPN Market
· Potential for negative publicity from security incidents
· Challenges in global market expansion
Opportunities
· Increasing demand for cybersecurity
· Expansion into other sectors
· Business partnerships
Threats
· Evolution of cyber threats
· Market competition
· Compliance with regulations

C) PESTLE example
Political
· Supportive government policies for tech startups
· EU regulations 
· GDPR and Cybersecurity Act
Economical
· Growing investment in tech
· Increasing cybersecurity budget
· Inflation 
Sociological
· Increased awareness of cybersecurity
· Remote working trends
Technological
· Advancements in AI
· Evolution of cyber attacks
· Development of new products
Legal
· Data protection/handling regulations
· Laws on VPN usage
Environmental
· E-waste management regulations
· Initiatives for green technology

D) Evidence of tutorial answers:
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