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INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about organization’s legal and ethical responsibilities, the current legal environment and keep apprised of new laws, regulations, and ethical issues as they emerge, and by educating employees and management about their legal and ethical obligations and the proper use of information technology and information security. Apply your understanding and knowledge from what you learnt in the lecture about the topic by answering the following: 

Please read the following and then answer the questions as best as you can, your lecture notes, text book, library databases and/or the Internet can be used to answer the questions. – 30 mins 
Once you have done that, discuss your answers with other members on your table – 10 mins 
Be prepared to discuss and even present your findings to the rest of the class, upon the lecturer’s choice – 20 mins

Review Questions

1.	What are the three general categories of unethical and illegal behaviour? 
2.	What is the best method for preventing illegal or unethical behaviour? 
3.	Of the professional organizations discussed in this lecture, which has been in existence the longest time? When was it founded? 
4.	Of the professional organizations discussed in this lecture, which is focused on auditing and control? 
5.	What is the stated purpose of the SANS organization? In what ways is it involved in professional certification for InfoSec professionals? 
6.	What is the difference between criminal law and civil law? 
7.	What is tort law and what does it permit an individual to do? 
8.	What are the three primary types of public law? 
9.	Which law amended the Computer Fraud and Abuse Act of 1986, and what did it change? 
10.	What is the USA PATRIOT Act? When was it initially established and when was it significantly modified? 
11.	What is privacy in the context of information security? 
12.	What is another name for the Kennedy-Kassebaum Act (1996), and why is it important to organizations that are not in the health care industry? 
13.	If you work for a financial service organization (such as a bank or credit union), which law from 1999 affects your use of customer data? What other effects does it have? 
14.	Which 1997 law provides guidance on the use of encryption? 
15.	What is intellectual property? Is it offered the same protection in every country? What laws currently protect intellectual property in the United States and Europe? 
16.	What is a policy? How does it differ from a law? 
17.	What is due care? Why would an organization want to make sure it exercises due care in its usual course of operations? 
18.	What should an organization do to deter someone from violating policy or committing a crime? 
19.	What is digital forensics, and when is it used in a business setting?
20.	What is evidentiary material?

Exercises
Student answers to the following exercises will vary.
1.	The (ISC)2 has several certifications. Use a Web browser connected to the Internet to read about the (ISC)2 certifications. What does “CISSP” stand for? Using the Internet, find out which continuing education is required for the holder of a CISSP to remain current and in good standing.
2.	Use a Web browser connected to the Internet to explore the career options in cybersecurity at the U.S. National Security Agency. For what kind of InfoSec jobs does the NSA recruit? What qualifications do the jobs you found call for?
3.	Using the resources available in your library, find out what laws your state has passed to prosecute computer crime.
4.	Using the Web, go to www.eff.org. What are the current top concerns of this organization?
5.	Consider each ethical scenario presented in this lecture and note your response. Bring your answers to class to compare them with those of your peers.


Quick Quiz 1

1. The study of choices that have been made by individuals in the past is known as which of the following?
A. Normative Ethics
B. Applied Ethics
C. Meta-Ethics
D. Descriptive Ethics

2. Which of the following is a collection of statutes that regulates the interception of wire, electronic, and oral communications?
A. Federal Privacy Act
B. Copyright Act
C. Security and Freedom Through Encryption Act
D. Electronic Communications Privacy Act (ECPA)

3. True or False: The Sarbanes-Oxley (SOX) Act of 2002 was passed as a result of the Enron and WorldCom financial scandals.

4. All but which of the following is one of the five fundamental privacy principles of HIPAA?
A. Public control of medical information
B. Boundaries on the use of medical information
C. Balance of public responsibility for the use of medical information
D. Security of health information

5. Which entity is not exempt from the Federal Privacy Act of 1974?
A. Bureau of the Census
B. U.S. Congress
C. Hospitals
D. Credit agencies



Quick Quiz 2


1. Which of the six PCI DSS standard areas includes the requirement of using maintained and updated malware and anti-virus protection?
A. Cardholder Data Protection
B. Vulnerability Management Program Maintenance
C. Strong Access Control Measure Implementation
D. Network Monitoring and Testing

2. True or False: Liability can be applied to conduct even when no law or contract has been breached.

3. A court’s right to hear a case if an act was committed in its territory or involving its citizenry is known as which of the following?
A. restitution
B. jurisdiction
C. diligence
D. due care

4. What act increased the Secret Service’s role in investigating fraud and related activity in connection with computers?
A. PATRIOT Act
B. Digital Millennium Copyright Act
C. Computer Fraud and Abuse Act
D. Sarbanes-Oxley Act

5. Which of the following is the most complex part of the digital forensics investigation process?
A. Identify relevant items
B. Acquire the evidence
C. Authenticate the recovered evidence
D. Analyze the data
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