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This report has contained a variety of information. It contained a section that researched multiple different frameworks to get an idea of the framework that could be developed for CoffeeBlend. It has also contained a section that provided CoffeeBlend with a framework that meets its needs in terms of information system security, governance, and compliance. Finally, there was a section that discussed why it is good practice to constantly have new or updated regulations and standards.
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A company called CoffeeBlend is in need of a framework to ensure that the data that the store is secure from hackers. They are also concerned about protecting their intellectual properties. Information security is a priority to the company, but they do not have an established policy covering their security needs. This report is going to contain a section that researches different frameworks and models to help get an idea for a framework that could be provided to CoffeeBlend. There will be a section which provides CoffeeBlend with a framework that would meet the needs of their information system security, governance, and compliance. There will also be a section that discusses why it is good practice to constantly have new or updated regulations and standards. Finally, there will be a conclusion at the end of the report.
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This section is going to research a variety of different security frameworks and models. These frameworks and models will be looked at to help create a framework for CoffeeBlend to meet their needs for information system security, governance, and compliance.
The first framework that will be looked at is ISO 27001. The ISO 27001 framework is one of the most common security frameworks that deal with information security management [1]. This framework is commonly used when managing sensitive data that needs to be secured effectively. It is also used to manage security risks [1]. This framework could be of use to CoffeeBlend because one of the company’s concerns was the security of their staff’s and clients’ data. This framework would be useful because it is used to protect and secure sensitive data like staff and client data. Another reason why this framework would be beneficial to CoffeeBlend is that they want to protect their intellectual properties. The ISO 27001 framework can help to protect their intellectual properties as it secures the confidentiality, availability, and integrity of the organisation’s information and information assets, and its most critical information assets [2]. This shows that the ISO 27001 framework could be a good framework for CoffeeBlend as it specialises in handling sensitive data which was CoffeeBlend’s biggest concern. ISO 27001 also helps to ensure organisation-wide protection [3]. This would be useful as CoffeeBlend has a presence around the globe so this framework would help to ensure that the company’s data is secure all across the world. Overall, this framework could be implemented into CoffeeBlend to solve its security concerns.
The second framework that will be looked at is NIST Cybersecurity Framework. The NIST framework is used to better protect a company’s critical infrastructure from cyberattacks [4]. This framework could be of use to CoffeeBlend because information security is a big concern to the company and cyberattacks are a big reason for how sensitive information can be retrieved by hackers. This framework can help to prevent cyberattacks which can help to improve their information security which was one of CoffeeBlend’s biggest concerns. The NIST framework provides guidance relevant to an entire organisation [5]. This would be beneficial to CoffeeBlend because it is a large organisation with an extensive presence around the globe. This means that the NIST framework would be able to protect the whole organisation from cyberattacks which can help to ensure that their data and information are secure from hackers. The NIST framework can also help to address the cost and cost-effectiveness of cybersecurity risk management [5]. This can help CoffeeBlend to ensure that the security that they have implemented is cost-effective which can help to prevent the company from wasting money on a framework that is not beneficial to them. Overall, this framework could be implemented into CoffeeBlend because it can help to prevent cyberattacks which helps to ensure that the data and information that they store are safe and secure which was CoffeeBlend’s main concern.
The third framework that will be looked at is SOC 2. The SOC 2 framework is used to manage customer data and third-party risk management. The goal of the SOC 2 report is to meet the needs of a broad range of users that require detailed information about the controls at a service organisation regarding security, availability, processing integrity, confidentiality, and privacy [6]. This framework could be of use to CoffeeBlend because they are going to be handling customer data, so they need to make sure that their information and systems are protected from unauthorised access which is what this framework specialises in. SOC 2 reports are a good way of identifying any oversights that the organisation has made. They are also good at identifying risk management processes [6]. This would be beneficial to CoffeeBlend because the framework would be able to identify any oversights that they have made in terms of security. CoffeeBlend would then be able to fix these oversights to make sure that the systems and information that they store are secure from any risks. The framework also helps to identify risk management processes. This would be good for CoffeeBlend because by identifying risk management processes, it can help to improve their security which can help to make them less vulnerable to any attacks that could cause them to lose their staff’s and client’s data. Overall, this framework could be implemented into CoffeeBlend because it can help to protect their data and it can also help to reduce the threat of attacks which is a concern that CoffeeBlend had.
The fourth framework that will be looked at is the GDPR. The GDPR framework is used to impose obligations on any organisations that collect data related to people in the EU [7]. This would be an important framework for CoffeeBlend because they have an extensive presence around the globe which means that they likely have customers within the EU. This means that they are likely to collect data from people living within the EU which means that they need to comply with the GDPR framework. CoffeeBlend must comply with the GDPR as they could receive a fine for violating the GDPR which could cost them 20 million euros or 4% of their global revenue [7]. This would be bad for CoffeeBlend as they could lose a lot of money by not complying with the GDPR. Overall, this framework could be implemented into CoffeeBlend because they are likely to store information about customers within the EU and if they do not comply with the GDPR, they could face fines which can be very expensive for the company.
The final framework that will be looked at is CIS Controls. The CIS Controls framework is used to guard a company against the most common types of cyberattacks [8]. Each implementation group within CIS Controls identifies a set of safeguards that the company needs to implement. There are a total of 153 safeguard controls within CIS Controls v8 [8]. This shows that there are a variety of different safeguards that could be implemented to increase a company’s security and ability to prevent cyberattacks. CoffeeBlend could implement this framework as they are going to be storing sensitive data, so they must be able to prevent any cyberattacks from gaining access to the data which is what this framework specialises in.
These are some of the different frameworks that have been looked at to get an idea of the type of framework that needs to be implemented into CoffeeBlend to ensure that the data that they store is secure and to also ensure that their intellectual properties are protected.
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This section of the report is going to provide CoffeeBlend with a framework that meets its needs in terms of its information system security, governance, and compliance.
The first section that will be looked at is compliance. CoffeeBlend needs to be compliant with the GDPR. This is because they have a presence around the globe which means that they would likely have customers in the EU. If they are going to store the EU customer data in their system, they need to comply with the GDPR to ensure that they are not breaking any laws [9]. They also need to be compliant by having a health and safety policy and writing it down. This is because it is the law to have a health and safety policy and to write it down if the company has five or more employees which they likely do [10]. They also need a privacy policy if they are to be compliant. This is because the law requires a company to have a privacy policy if they are collecting client data [11]. These are the things that CoffeeBlend need to implement to be compliant with the law.
The second section is going to look at governance and strategic planning for security. CoffeeBlend should implement the GRC framework. This is because it will allow CoffeeBlend to manage governance, risk management, and compliance with industry and government regulations [12]. This framework will allow CoffeeBlend to effectively manage IT and security risks [13]. It can also help to reduce costs which means that the company would make more profit. One benefit of CoffeeBlend implementing the GRC framework is that it would improve efficiency and reduce risks as they would have good risk management. Having good risk management would allow them to have a strategic plan for security as risk management would allow them to identify any cybersecurity risks and threats [13]. These are the things that CoffeeBlend need to implement to have good governance and strategic planning for security.
The third section is going to look at security policies. CoffeeBlend needs to implement a security policy. One benefit of implementing a security policy is that it can improve the organisation’s efficiency [14]. This is because all of the employees would read the policy and they would be on the same page about the expectations the company has. The policy should always be up to date [14]. This is to ensure there is no outdated information in the policy that could hurt the company. The policy should contain a backup policy to ensure that there is no data loss in the event of a disaster. There should also be an access policy to ensure to only authorised people can access certain resources and sensitive data [15]. These are the things that CoffeeBlend need to implement to have a good security policy.
The fourth section is going to look at risk management. CoffeeBlend needs to implement a risk management framework. This is so CoffeeBlend can identify, analyse, and evaluate the risks to their company. Once they have done that, they will be able to treat the risk to ensure that they minimise the risks to the company. CoffeeBlend should implement the NIST risk management framework. This is because the framework has a seven-step process to manage security and risks [16]. This framework would allow CoffeeBlend to easily create a risk management process to manage and reduce the risks to the company. This is what CoffeeBlend should implement to have a good risk management process.
The fifth section is going to look at a security management model. CoffeeBlend needs to implement a security management model. This is so CoffeeBlend can create a secure environment that will allow them to protect its assets [17]. CoffeeBlend should implement the ISO 27001 framework. This is because it will allow them to build and maintain an information security management system [18]. ISO 27001 allows CoffeeBlend to take care of its essential data which was one of its biggest concerns. It also helps to improve security and reduce the risk of cyberattacks [1]. CoffeeBlend’s concerns were about information security. By implementing IDO27001, information security would no longer be a concern. This is what CoffeeBlend should implement to have a good security management model.
The sixth section is going to look at contingencies planning. CoffeeBlend needs to implement a contingency plan. This is so that if there is an unexpected disruption, CoffeeBlend will have a plan to reduce the negative effects of the disruption [19]. The first step that CoffeeBlend should take when creating its contingency plan is to assess the company. This is to make sure that their contingency plan works within the capabilities of the company [19]. They should then identify any potential risks to the company. This is so they know all of the potential risks that could cause the contingency plan to go into action [19]. CoffeeBlend would then come up with solutions to these risks. Finally, they would develop the contingency plan [19]. This is what CoffeeBlend should implement to have a good contingency plan.
The seventh section is going to look at protection mechanisms. CoffeeBlend needs to implement protection mechanisms. This is to help protect the sensitive data that CoffeeBlend stores. There are two main protection mechanisms that CoffeeBlend should implement. The first one is data hiding. This is where data is hidden and inaccessible from other layers [20]. This can help to prevent people from seeing data that is not meant to be seen. The second protection mechanism is encryption. This is when data is converted into an unintelligible form [20]. This can help to prevent unauthorised people from seeing what the data says. If the data gets stolen by hackers, they would not be able to read it as it is encrypted. This is what CoffeeBlend should implement to have good protection mechanisms.
The final section is going to look at the service-level agreement. CoffeeBlend needs a service-level agreement. This is so that CoffeeBlend can have a documented understating between them and the clients [21]. This is so CoffeeBlend would have a document that details all of the metrics, responsibilities, and expectations that were agreed upon when the client first read the Service-level agreement [21]. A service-level agreement also helps to prevent misinterpretation of the contract which protects both CoffeeBlend and the client [21]. The service-level agreement should contain an agreement summary, party objectives, schedules for review, points of contact, compensation for unmet goals, and cancellation conditions [21].
In conclusion, these are all of the things that CoffeeBlend need to implement to meet its needs for information system security, governance, and compliance. By implementing these things, all of the concerns that CoffeeBlend had would be resolved as they would have improved security, data management, and much more.
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There are a variety of different reasons why it is important to constantly have new or updated regulations and standards. This section of the report is going to discuss some of the reasons why it is important to constantly have new or updated regulations and standards.
The first reason why it is important to constantly have new or updated regulations and standards is so that the company’s regulations and standards are not outdated. This is important because it ensures that the company’s regulations and standards are always up to date which can prevent any legal claims. By having outdated regulations and standards it is possible that the company could be in legal trouble. For example, one regulation and standard that a company could have is that they have to store data in a certain way. Over time this regulation and standard could change which could result in data having to be stored differently. If a company does not constantly update their regulations and standards, they could still be storing data the old, outdated way, and they could potentially receive a fine or get into legal trouble for storing data the old way [16]. By having new or updated regulations and standards, the company would always know the current way they need to store data, which could help prevent fines and legal trouble. This is the first reason why it is important to constantly have new or updated regulations and standards.
Another reason why it is important to constantly have new or updated regulations and standards is so that the company’s regulations and standards keep up with technological advancements. This is important because it ensures that the company’s regulations and standards are not based on outdated technology. If a company is still using regulations and standards that are based on old technology, then the regulations and standards would be useless because nobody would be using the technology that the regulations and standards are based on. One impact this could have on the company is that staff could potentially be misusing newer technology. This is because there would be no regulations and standards for the new technology so the staff would be unaware of what they are and are not allowed to do with the new technology. This could be a security risk because the staff may end up using the new technology in a way that could compromise the security of the company [17]. By having new or updated regulations, the company would be taking into consideration new technology which means that the new technology would be featured in the regulations and standards. This would result in the staff knowing what they are and are not allowed to do with the new technology which can help to ensure that the security of the company is not compromised. This is the second reason why it is important to constantly have new or updated regulations and standards.
Building off of the last reason, if a company’s regulations and standards are based on outdated technology, it may mean that the staff are forced to use outdated technology to comply with the regulations and standards. This can be a problem because if a company relies on old technology, it may make it easier for cyberattacks and data to be lost. This is because older technology is not as advanced as current technology in terms of security and preventing cyberattacks [18]. Relying on older technology would also make you less flexible. This is because older technology was not designed with remote work in mind whereas newer technology is [18]. This means that staff would not be able to get as much work done as they have to use older technology due to the regulations and standards. By constantly having new or updated regulations and standards, the company will be able to integrate newer technology into the regulations and standards. This would allow the staff to use newer technology which can help to make the company more secure as they would be less susceptible to cyberattacks which means that there is less chance for data loss. It also means that the company would be more flexible as the staff would be able to work remotely which means that they could get work done regardless of where they are. This is an additional reason why it is important to constantly have new or updated regulations and standards.
The final reason why it is important to constantly have new or updated regulations and standards is that it can help to protect from attacks and data loss. This is because the company will be able to constantly adapt its regulations and standards to help ensure that the company is increasingly secure every time the regulations and standards are updated. For example, if a company gets impacted by a cyberattack via a phishing email, the company can update their regulations and standards that ensure that its staff get training to deal with phishing emails [19]. They could also have a section in the regulations and standards that tells the staff that any suspicious emails should be sent to the IT department. This could help to prevent any phishing cyberattacks in the future. This is the final reason why it is important to constantly have new or updated regulations and standards.
In conclusion, it is very important to ensure that you constantly have new or updated regulations and standards to prevent any legal issues, cyberattacks, and data loss. If you do not have new or updated regulations and standards, you will likely be more susceptible to these things.
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In conclusion, there are a variety of different frameworks that specialise in different fields. Some frameworks specialise in preventing cyberattacks while some frameworks specialise in managing the data that the company stores. An appropriate framework was created for CoffeeBlend that meets their requirements in terms of information system security, governance, and compliance. Finally, a discussion was provided which showed that there are many reasons why it is good practice to constantly have new or updated regulations and standards. This concludes the report.
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