ACCA4024: Networks and Cyber Security Essentials
Synthesize a solution to a potential real life scenario 

[bookmark: _Toc225381413]Abstract
Healthcare cybersecurity threats pose a more severe risk with the growing level of digitisation, use of clouds, and hybrid workplace settings. HealthPlus Analytics (HPA) has noticed severe incidents such as ransomware assaults, unauthorised data entry into patient information stored on the cloud, among other factors, which underscore major weaknesses in the security stance. The proposed report framework is based on ISO 27001, NIST, and GDPR, to enhance organisational resilience and compliance. The main conclusion is that the human factor is still a crucial risk factor that increases the chances of security breaches (Alshaikh, 2020), and the implementation of good governance and systemic security management is a prerequisite to reducing threats and making sensitive medical information secure in the long term (Benzar, 2025).
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[bookmark: _Toc225381414]1. Introduction
The factor of high stakes of such sensitive data of patients and the growing use of digital technologies has made cybersecurity a pressing issue in healthcare systems (Kruse et al., 2017). HealthPlus Analytics (HPA) is a data-driven healthcare organisation that manages and stores confidential patient data and is therefore an ideal target of a cyberattack. The recent events, such as ransomware attacks or unauthorised access to the cloud, indicate the flaws in its existing security system. These issues are also compounded by mixed working practices, working with personal devices, as well as poor governance frameworks. This weakness exposes HPA to massive losses of finances and reputation since data breaches have remained a costly economic burden to organisations in all parts of the world (IBM, 2025). Thus, this report is intended to design a holistic security and governance framework that must incorporate the industry standards, improve threat mitigation, regulatory compliance and overall organisational resilience.
[bookmark: _Toc225381415]2. Threat Landscape Analysis
Human behaviour, technological exposure, and organisational weaknesses constitute a systemic interaction of threats at HealthPlus Analytics (HPA), which directly impacts confidentiality, integrity, and availability of healthcare data. The overall risk is greatly magnified with this interdependency.
[bookmark: _Toc225381416]2.1 Internal Threats
The group of risks that are the most long-lasting and underestimated are internal threats. Although they usually go unseen as intentional, insider activities are often based on a poor culture of cybersecurity and a lack of adequate governance infrastructures (Alshaikh, 2020). Employees can circumvent security measures due to convenience, use their credentials again or become victims of phishing attacks and hence provide loopholes to external attackers. Additionally, the lack of transparency in automated decision-making and inappropriate access to data are other risks that may be associated with the implementation of AI-driven systems (Alhitmi et al., 2024).
Critical Analysis:
The problem lies not in the fact that there are no technical controls but in the fact that human behaviour does not coincide with security policies. Employees are practically security gatekeepers, but are the least manipulated variable. This is a paradox where mature systems are in existence with simple behavioural weaknesses that enhance the chances of violation of confidentiality and data integrity.
[bookmark: _Toc225381417]2.2 External Threats
Cyberattacks are becoming more sophisticated and more common on the outside. Healthcare functions and care delivery are especially destroyed by ransomware attacks, which usually make the healthcare system grind to a halt (Verizon, 2025). State-of-the-art malware methods are able to overcome conventional detection methods, leading to higher attack success rates (Li & Li, 2021). Also, cloud misconfigurations are a severe vulnerability, particularly in hybrid environments, where the security responsibility is usually ambiguous (Hammoud et al., 2021). IoT devices are also expanding, which further exposes them as poorly secured endpoints in the network (Conti et al., 2018).
Analytical Insight:
External threats capitalise on the internal vulnerabilities, meaning that the risk is not entirely external but rather co-created by the organisational vulnerabilities.
Table 1: Threat Impact Analysis (CIA Triad)
	Threat Type
	Confidentiality
	Integrity
	Availability
	Impact on HPA

	Ransomware
	High
	High
	Critical
	Operational shutdown

	Insider Threat
	High
	Medium
	Medium
	Data leakage

	Cloud Misconfig
	High
	High
	Low
	Regulatory breach


This analysis shows that ransomware has the greatest operational risk, and insider threats are the most steady and hard-to-manage vulnerability, which supports the necessity to have integrated technical and behavioural security measures.
[bookmark: _Toc225381418]3. Security Policies Framework
The strongest security stance of HealthPlus Analytics (HPA) must be regarded as both technical controls and policies that are framework-based and adhere to governance, risk management, and compliance. In this section, the policies that are developed are critically based on the recognised standards that are internationally recognised in order to create policymaking that is practical and compliant with regulatory standards.
[bookmark: _Toc225381419]3.1 Governance and Risk Management Policy
The HPA security framework must be based on the governance policy designed in accordance with ISO/IEC 27001, focusing on risk evaluation, introducing controls and improving them on a regular basis (ISO, 2022). The methodology also makes security become integrated within the organisational processes and not an individual responsibility. Critically, effective governance should also be in line with organisational goals and decision-making processes since a disjointed security head may result in discontinuous controls (Benzar et al., 2025). Thus, HPA will need to implement a centralised risk management approach that will incorporate security at all levels of operations.
[bookmark: _Toc225381420]3.2 Access Control Policy
Role-Based Access Control and Multi-Factor Authentication should be applied, meaning that only the data required by someone in his or her job should be accessed by the user. This is in line with the Identify and Protect processes of the NIST Cybersecurity Framework (NIST, 2013). Most importantly, too many access privileges are a failure that is prevalent in organisations, which escalates insider risk. Access governance is an effective technique to minimise the size of attack surfaces and mitigate the effects of compromised credentials.
[bookmark: _Toc225381421]3.3 Data Protection Policy
Security Data protection should include encryption (at rest and in transit) as well as explicit data classification processes. These actions correspond directly to principles of confidentiality and integrity of GDPR ( GDPR.eu, 2019). Compliance, however, is not enough; organisations should make sure that policies are being enforced because by not implementing regulatory compliance, organisations create false security.
[bookmark: _Toc225381422]3.4 Acceptable Use and BYOD Policy
Because the work model of HPA is based on the hybrid system, a BYOD policy should be stringent. Risks related to personal devices will have to be mitigated by enforcing device-level controls, secure VPN access, and endpoint monitoring. Critically, unmanaged devices are known to increase the size of the attack area greatly, and this policy is the key policy in organisational security.
Table 2: Policy to Framework Mapping
	Policy
	ISO 27001
	NIST
	GDPR

	Access Control
	Annex A
	Protect
	Data minimisation

	Encryption
	Annex A
	Protect
	Confidentiality

	Incident Response
	Annex A
	Respond
	Breach notification


Through this mapping, it is evident that the organisational policies have been well aligned with the globally recognised structures, which remain not only compliant but effective.
[bookmark: _Toc225381423]4. Mitigation Strategies and Implementation
Mitigation in HealthPlus Analytics (HPA) cannot be fully effective simply by the identification of controls, but rather by having them implemented practically in organisational processes. This part aims to discuss the ways in which the operationalisation of controls can help minimise real-world risk.
[bookmark: _Toc225381424]4.1 Technical Controls
Detection systems based on AI should be implemented via the integration with Security Information and Event Management systems that would allow detection of anomalies in real time in the traffic on the network and in user behaviour (Athira et al., 2021). These systems should be trained constantly on the information of the organisation in order to enhance accuracy in detecting. Simultaneously, more sophisticated malware defence tools, including behaviour-based antivirus systems, are to be deployed on every endpoint to detect threats that have not been known before (Li and Li, 2021). It is essential to timely update and have regular scanning schedules.
[bookmark: _Toc225381425]4.2 Infrastructure Security
The cloud environment of HPA should be configured by using access policy, encryption standards and constant monitoring options of configuration management tools (Hammoud et al., 2021). Network segmentation must be applied, whereby systems are separated into standalone areas so that in case of a breach, horizontal movement is confined. This is especially critical in safeguarding the sensitive patient information systems.
[bookmark: _Toc225381426]4.3 Data Protection Measures
At both storage and transmission, industry-standard protocols should be established to provide encryption. Moreover, it is possible to implement digital watermarking to monitor unauthorised distribution of sensitive datasets and guarantee data integrity (Wang et al., 2021). Such measures should be automated in data management systems as a way of reducing human error.
[bookmark: _Toc225381427]4.4 Organisational Measures
This should be implemented within the management infrastructures through security governance models that are accountable and constantly measure the risk (Benzar, 2025). This involves the allocation of explicit security roles and performing frequent audits.
Table 3: Mitigation Strategy vs Effectiveness
	Threat
	Mitigation
	Effectiveness
	Feasibility

	Ransomware
	Backup + segmentation
	High
	High

	Insider Threat
	Training + monitoring
	Medium
	High

	Cloud Risk
	Secure configuration
	High
	Medium


This analysis shows that mitigation plans should be effective and feasible in a practical way so that they are successfully applied in HPA.
[bookmark: _Toc225381428]5. Monitoring and Incident Response System
[bookmark: _Toc225381429]5.1 Continuous Monitoring
Good security in HealthPlus Analytics (HPA) requires around-the-clock real-time check-ups as opposed to periodical inspections. They should introduce security Information and Event management systems, which can be used to consolidate logs, identify anomalies, and issue alerts on networks, endpoints and in clouds. Through these systems, the identification of threats at an early stage, when the behavioural pattern is correlated, is possible, and deviations from normal functioning are detected. There is evidence in the industry that organisations that embrace integrated monitoring practices are far more effective in terms of speed of detection and minimisation of the impact of a breach (ISACA, 2022). Nevertheless, surveillance should be backed by professional staff and precise guidelines about the way to escalate in case of alert fatigue and slow reaction.
[bookmark: _Toc225381430]5.2 Incident Response Lifecycle (NIST Model)
HPA needs to implement a formal incident response lifecycle that is consistent with the NIST model: Identify → Protect → Detect = Respond + Recover. This provides a systematic means of dealing with security breaches, especially ransomware attacks.
Diagram 1: Incident Response Flowchart
[image: ]
This model is consistent with NIST phases and allows quick containment, which minimises the disruption in the operations and preserves sensitive patient information.
[bookmark: _Toc225381431]6. Training and Awareness Program
Human behaviour is a highly critical weakness when it comes to cybersecurity, and hence, training is a very important element in the defence strategy of HPA. They should implement a behaviour-driven training strategy to modify the behaviour of the employees and decrease risky behaviours (Alshaikh, 2020). Phishing drills can be used regularly to make employees aware of the presence of social engineering attacks, and GDPR training can be used to make employees handle sensitive patient data adequately. Moreover, training on specific roles ought to be adopted in order to enhance the knowledge of the technical staff, managers, and general employees on their individual security roles.
Table 4: Training Impact
	Training Type
	Risk Reduced
	Outcome

	Phishing Training
	Social engineering
	Reduced attacks

	GDPR Awareness
	Data misuse
	Compliance

	Technical Training
	Misconfigurations
	Better security


This systematic method has shown quantifiable steps in the security awareness and organisational resilience.
[bookmark: _Toc225381432]7. Integrated Framework Evaluation
The combination of the ISO 27001, NIST and GDPR offers a multi-layered and holistic approach to cybersecurity in HealthPlus Analytics (HPA). Through ISO 27001, well-organised governance and risk management procedures are put in place to provide consistency and responsibility throughout the organisation (ISO, 2022). This is supplemented by the NIST framework that provides an operational lifecycle to ensure the consistent identification, detection, and response to threats (NIST, 2013). GDPR makes sure that all security practices comply with legal provisions of data protection and privacy (GDPR.eu, 2019). Together, these architectural forms form a multi-layered structure that covers both technical control and organisational practices, which is necessary to secure confidential healthcare information.
[bookmark: _Toc225381433]8. Conclusion
This report was a critical assessment of the cybersecurity issues in HealthPlus Analytics, and it identified the presence of external and internal threats to the security of data. A governance and compliance-based policy framework was proposed, which was aligned to ISO 27001, NIST, and GDPR. The application of the specific mitigation measures showed practical and effective ways of risk reduction. Furthermore, constant monitoring and training of its employees were also mentioned as a crucial aspect of a robust security position. Finally, cybersecurity goes beyond the technical solution, as it involves good organisational governance and an active security culture as a means of protecting sensitive healthcare data and ensuring the organisation's sustainability in the long run.
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