


1. Introduction	Comment by Carlene Campbell: 
Introduction can include background literature of the subject area.

CoffeeCapulus has tasked me to create a comprehensive policy to allow their staff to bring their own device to work. This report will include a security policy, the recommended device management software system along with diagrams to illustrate the systems I will be recommending.


2. Bring Your Own Device (BYOD)

2.1 What is BYOD?

Bring your own device is when a company or organisation allows their employees to bring their personal devices from home to be used in the workplace this allows employees to have access to the company network allowing them to access the files they need for their work this is becoming a particularly popular strategy  as more and more employees are wanting to use their own devices for work purposes. 

2.2 Advantages of BYOD

There are many advantages to allowing employees to bring their own device to work. First and foremost, it allows employees the freedom to use devices that they are comfortable and familiar with which could increase their productivity especially when they are first starting out as they won’t need to get used to new and unfamiliar device or devices. The company itself will benefit by not    having to buy so many of their own devices as employees are bringing their own instead the company can furthermore encourage their employees to use their own device by added a cash incentive for example giving employees 50% of the	Comment by Carlene Campbell: 
Avoid using contractions (shortened form of a word combination using the apostrophe (') e.g. don't, isn't)!

Write "will not" instead of "won't".

Reference(s):http://grammar.about.com/od/words/a/EnglishContractions.htm
money towards the device that they decide to buy. This also allows employees to work from home more easily having all the appropriate work accessible on their own device. It also allows for the devices to be kept far more up to date as the employees are likely to update the devices, they use every few years whereas if a company had to replace all their devices it would come at a huge cost to the company. This will also allow employees to have one device for all purposes rather than having one for personal use and one for work purposes this would be especially beneficial to employees that attend lots of meetings. 

2.3 Disadvantages of BYOD

The biggest and most obvious disadvantage is the security risks to the company’s sensitive data every company will have data that must be kept secure for example the details of all the employees. The ability to be able to use your own to device to access company information presents huge risks to the company data so  making sure that the network is well protected and also the devices the employees are using are secure so that an attack  on company data would be very difficult. When an employee leaves the company for whatever reason the device is still theirs to keep and hence don’t have to hand it back to their employers so the employee will still have access to company files if not removed from the systems. An employee’s device could already be infected with malware before connecting to the company network or be infected after connecting to the network in either instance this could be detrimental to the company’s data and could compromise the entire system. It requires a lot of upfront work in order to ensure a secure system and can take a while to set up a secure network and policy and then to roll out the system company wide.

3 . BOYD Software

After looking at many different types of bring your own device management systems I have concluded that the Cisco Meraki system provides all the necessary features that CoffeeCapulus can take advantage of. This is one of the most popular systems on the market at the moment and is used by many reputable companies worldwide. The software allows for many different kinds of operating systems and devices to connected from IOS to android operating systems. The system allows the manager to view all devices connected wherever they are in the world allowing for easy tracking to make sure that devices are always safe. At any time, you can see a list of all the devices connected and the corresponding user this also allows you to see which devices are online, when they last logged in and even IP information about the device. You are able to “tag” devices and allocate them certain names for grouping so you can group all the people working in HR or all the accounts staff etc. Using the profiles menu, you can apply customisable setting and restrictions to devices allowing only certain people to access and manipulate certain data. These settings are very thorough for example on an iPad you can do things like disable the use of the camera not allow them to install apps, not allow Siri and even disabling use of iCloud. This also allows you to restrict the device to only one application meaning that they are only able to access the app that you have assigned to that device this can be useful for allocating a device to a single purpose like clocking in for example. Meraki also allows you to enforce passwords on devices which a huge step in making the devices on the network secure in the password allocation section there are a multitude of settings and passwords requirements that you can enforce for example you can disable the use of simple patterns for example repeating numbers or ascending values. You can set a 
minimum length for the password, a number of non-alphanumeric characters, how often the password must be changed, the number of attempts the user gets before they are locked out even adding features where all data on the device will be erased if too many attempts are made. By clicking on a specific device, a lot of information can be gauged from it for example its exact location, how much chare the device has who the owner is how much storage is being used and even IP information. From this screen you can clear the passcode, lock the device or even completely erase the devices memory which can become really useful if a device is compromised in any way. You can install apps on devices from here too allowing to rollout a new app to all devices or even just one. This software also comes with a VPN which will add additional security and access to the employees. 
In summary this software ticks all the right boxes allowing control of all devices whilst proving many essential security features. This software can be used to connect devices brought by employees and also company owned devices.


4. Device Management Policy

This policy will outline the way that devices should be used and good practice when using your own device in the workplace. First of all any device that is used in the work place for work purposes must use the recommended mobile device management system this will give the company the authority to enforce passwords etc for security purposes. This will allow the company to remotely track, wipe and lock your device. Only certain types of devices will be acceptable for use these include laptops, tablets and smartphones all other devices are unnecessary to be connected and hence they will not be able to connect.  The devices should always be locked if they are left even for a minute as this could pose a potential security breach. When using the device for personal use work should not be left open even in a home environment as this could cause a data breach. General good computer practices should be employed such as not going on illegal sites or clicking on links that aren’t trusted. Any loss or theft of devices should be reported immediately to IT department so that the situation can be handled appropriately.


5. Security Policy

This policy will outline the measure that must be put in place in order to have a secure network setup. 
As previously stated in the device management policy all devices that employees wish to use in the workplace must without exception use the device management software allowing the company to remotely lock, wipe and track the device in case of loss or theft. 
Employees should employ physical measures to protect their device from theft or loss even when not in use or being carried. 
Any device not owned by the company must have up to date anti-virus and anti-malware software installed.
All devices must have a strong password that meets the following requirements:
Contain at least 8 characters
At least one must be a number 
At least one must be a non-alphanumeric character
Must not contain repeating values for example 11111 or yyyyyy
Must not contain a common patter for example 12345678 or 87654321
The password will need to be updated every 60 days the system will prompt you to do so. You must not share your password with any one and must not leave your password written down on your desk or monitor.  You must not have the password stored unencrypted on any device. You should also make sure to lock your device whenever it is left in order to make sure it isn’t tampered with.
Using a mobile device to photograph or capture in anyway data is prohibited in the workplace.
All hardware must be scanned and approved by the system before permission is granted to use the device.
Any software download must be approved by the system before installing and must be scanned by the anti-virus and anti-malware software before installing the new software.
Any loss or theft should be immediately reported to the IT staff from there if your device can not be easily located it will be erased and locked by an administrator to prevent data loss or a data leak. If the theft or loss is not reported in a timely fashion then you will be considered a conspirator and treated as such. 
Any attempt to contravene or bypass security features will be deemed as an intrusion and be treated as such.
Not all employees will get access to all information available in the company and hence the data should be accessed by the following people. 
C The CEO, CTO, CFO, COO and CRO will be able to access all data available including employees personal data. 
The managers of each department will be able to access the 2nd level of content.
The rest of the workforce will be able to access the 3rd level of content which is only what is essential for them to complete their job. 
The data that is accessible to the higher level should never be shared with the employees at the lower levels. 
This data should only be accessible in the workplace and should never be saved directly to a device unless permission is granted by an administrator. 
No external storage devices should be used in the work place any attempt to do so will be treated as a data breach. 


Data Flow Diagram
[image: ]

 


                                                                                                                                    

0 | Page

4 | Page


	
                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]No references or in-text citation. Need to improve this area by using peer reviewed articles by utilising the university online resources and journals. Did not demonstrated diversity of sources and materials used.    (Grade mark: 33.33%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]5

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]See comment above. Need to demonstrate knowledge and understanding through your research.  You have used the IEEE report format.  (Grade mark: 43.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]6.5

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Your report explain relevant areas for this assignment; policy, DFD, MDM, etc. No written conclusion. Number, name and refer to your figures within the report. See comment within your report to improve your introduction. (Grade mark: 56.25%)
	[bookmark: totalANA]40
	[bookmark: markANA]22.5

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]No practical design done (Grade mark: 0.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]0

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work could do with formatting alignment/justify to make it look more professional. Spell out all acronyms first time used and avoid contraction grammar.  (Grade mark: 55.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]5.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]40%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
	



[bookmark: _GoBack]
Page 5 of 5

image1.png
Drawing1 - Visio Professional

Data Process Review View Help Q Tell me what you want to do

- Pointer Tool [ - Find -
Calibri Slept - A A s Pointer Tool | ] 8 n
57 Connector X ‘ B = Layers -
Tt B I U ascha- A- = E X Atext %4 - . e by setect~
Clipboard Font ~ Paragraph ~ Tools Shape Styles Arrange Editing ~

i I I I N N GO Y T T T T T O O T s 5 T T T T s T T T

Shapes <

Search shapes - P 4
More Shapes  » =3
Quick Shapes

Basic Flowchart Shapes

Cross-Functional Flowchart Shapes.

B Process @ Decision

£0] 1 180

Subprocess @ Start/End

() Document AW Data

@ Database @ cxternal Data

"9 4

il Custom 1 W custom 2

M custom 3 & custom 4 |
On-page Off-page =
reference reference

oo 0mmo

1119149

Page-1  Ala @

Page10of 1 English (United States) 3 T -+ 51%





