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Introduction

The labs given within this module is geared to assist you in carrying out penetration testing on systems. In a penetration test an Ethical Hacker attempts to break into a company’s network to find vulnerability or the weakest link in the network or the network system. They are also required to analyzes the company security policy and procedures and report any vulnerability to management.

An Ethical Hacker is a person who performs most of the same activities as a hacker but with the owner of the company’s permission.  The distinction is important and can mean the difference between being charged with a crime or not being charged.  Ethical Hackers are usually contracted to perform penetration tests or security tests.  After pre-engagement activities, penetration testers begin gathering information about their targets. Often all the information learned from a client is the list of IP addresses and/or web domains that are in scope. Penetration testers then learn as much about the client and their systems as possible, from searching for employees on social networking sites to scanning die perimeter for live systems and open ports.  Taking all the information gathered into account, penetration testers study the systems to find the best routes of attack. Tins is similar to what an attacker would door what an invading army would do when trying to breach the perimeter. Then penetration testers move into vulnerability analysis, the first phase where they are actively engaging the target.



Task 1: Uniscan Web Server Fingerpritning in Kali Linux
Uniscan is a simple Remote File Include, Local File Include and Remote Command Executive vulnerability scanner.
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Task 2: Exploiting Parameter Tampering and XSS vulnerabilities in Web Applications
Through web applications enforce certain security policies, they are vulnerable to attacks such as SQL injection, cross-site scripting, and session hijacking.
[bookmark: _GoBack]
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[image: ]

Lab Objectives
The objective of this lab is to help students learn how to test web applications for vulnerabilities.
In this lab, you will perform:
· Parameter tampering attacks
· Cross-site scripting (XSS or CSS)

Pre- Activity exercise
To carry out the lab, you need:
· MovieScope website configured during the lab setup
· GoodShopping website configured during the lab setup
· Windows host machine
· Windows Server2016 or Windows 7 or Windows 10 an Attacker Machine
· Windows Server2012 or Windows 7 or Windows 10 as a Victim Machine
· Microsoft SQL server 2017 
· A web browser with an Internet connection

Overview
This lab demonstrates how an attacker can easily exploit parameter tampering and XSS attack to access protected information and perform other malicios tasks. 
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Lab Scenario

Webserver fingerprinting is an essental task for any penetration tester. Before
proceeding to hacking/exploiting a webserver, it is critical for the penetration tester
to know the type and version of the webserver as most of the attacks/exploits are
specific to the type and version of server being used by the target. These methods
help any penetration tester to gain information and analyze their target so that they
can perform a thorough test and can deploy appropriate methods for mitigaton of
such attacks on the server.

Lab Objectives

The objective of this lab is to help the students learn how to perform fingerprinting
of a webserver

Lab Environment
To perform the lab, vou need:

* A computer running Windows Server 2012

» Kali Linux running as a virtual machine
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Overview of Uniscan

Uniscan is an open source project and is preinstalled in kali linux distribution. It is a
versatile server fingerprinting tools which not only performs the simple commands
like ping, traceroute, nslookup, etc. but can also do static, dynamic and stress checks
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on a web server. Apart from scanning websites, uniscan also has the feature of
performing automated bing and google searches on provided IPs. Uniscan takes all
this and combines them in a comprehensive report file for the user.
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in to the Kali Linux

terminal.

root@kali: ~
File Edit View Search Terminal Help
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3. Inrthe terminal window, type unisean -h and hit Enter to display the help
options of uniscan.

root@kali: ~

ile Edit View Search Terminal Help

‘oot@kali:~# uniscan -h
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JPTIONS:

-h
-u
-f
-b

.funiscan.
./uniscan.
./uniscan.
.funiscan.
.funiscan.
.funiscan.

Search

TR AR R
# Uniscan project
£ http://uniscan.sourceforge.net/ #
IRABRYRERRPRAR IR R IR R PR IR IR R IR ERIEREE
/. 6.3

help
<url= example: https://www.example.com/
<file> list of url's

Uniscan go to background

Enable Directory checks

Enable File checks

Enable robots.txt and sitemap.xml check
Enable Dynamic checks

Enable Static checks

Enable Stress checks

<dork= Bing search

<dork= Google search

Web fingerprint

Server fingerprint

pl
pl
pl
pl
pl
pl

Terminal Help

#

-u http://www.example.com/ -qweds
-f sites.txt -bgweds

-i uniscan

Sl Mip XK. XXX AN . XXX

-0 "inurl:test”

-u https://www.example.com/ -r
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5. In the terminal window tvpe uniscan -u http://10.10.10.12:8080/CEH -q
and hit Enter to start the scan for directories.

root@kali: ~
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root@kali: ~
File Edit View Search Terminal Help
IRARARHBRERAGRAR AR A AR R R AAR R B R

# Uniscan project #

# http://uniscan.sourceforge.net/ #
. #13# RHEBHBHE. #3#

B
can date: 2-1-2918 1:48:19

Domain: http://10.10.10.12:8080/CEH/
Server: Apache/2.4.27 (Win64) PHP/5.6.
IP: 10.19.18.12

Directory

[+] CODE: - .10.10.12:8080/CEH/admin/
[+] CODE: = .18.10.12:8080/CEH/embed/
[+] CODE: : .16.18.12:8080/CEH/ feed/

[+] CODE: : .19.16.12:8080/CEH/hell/

[+] CODE: : .10.10.12:8080/CEH/hello/
[+] CODE: - .10.10.12:8080/CEH/login/
[+] CODE: 2 .10.10.12:8080/CEH/rss/

[+] CODE: - .18.10.12:8080/CEH/sample/
[+] CODE: - .18.10.12:8080/CEH/wp-login/
[+] CODE: : .18.18.12:8080/CEH/wp-admin/
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Now we will run uniscan using two options together. Here -w and -e are
used together to enable file check, robots.txt and sitemap.xml check. In

the terminal window type uniscan -u http:/10.10.10.12:8080/CEH -we
and hit Enter to start the scan.

root@kali: ~

ile Edit View Search Terminal Help

oot@kali;~#(un 1 -u htt 10.18.1
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1IE)LII

omplete

ile Edit View Search Terminal Help

File check:

[+] CODE: 2@8 : http .10.10.12:8088/CEH/admin/index. php

[+] CODE: 2@8 : http .10.10.12:8088/CEH/ .htaccess

[+] CODE: 280 : http .10.10.12:8080/CEH/index. php

[+] CODE: 200 : http .10.10.12:8080/CEH/LICENSE. TXT

[+] CODE: 200 : http .10.10.12:8080/CEH/license. txt

[+] CODE: 208 : http = “ = :8088/CEH/LICENSE. txt

[+] CODE: 208 : http .10.16.12:8088/CEH/ readme

[+] CODE: 200 : http .10.10.12:8080/CEH/README

[+] CODE: 200 : http .10.10.12:8080/CEH/ readme . html

[+] CODE: 2006 : http .10.10.12:8088/CEH/search/htx/sqlghit.asp
[+] CODE: 2@8 : http .10.10.12:80808/CEH/search/htx/S0LQHit.asp
[+] CODE: 2@8 : http .10.10.12:8080/CEH/search/sqlghit.asp

[+] CODE: 200 : http .10.10.12:8080/CEH/search/SQLQHit.asp

Check robots.txt:

Check sitemap.xml:

Crawler Started:

Plugin name: Web Backdoor Disclosure v.1.1 Loaded.
Plugin name: E-mail Detection v.1.1 Loaded.

Plugin name: Code Disclosure v.1.1 Loaded.

Plugin name: Timthumb == 1.32 vulnerability v.1 Loaded.

Plugin name: External Host Detect v.1.2? Loaded
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9. Now, we shall use the dynamic testing option by giving the command -d.
Type uniscan -u http:/10.10.10.12:8080/CEH -d and hit Enter to start
dynamic scan on the webserver.

ile Edit View Search Terminal Help
:~#luniscan -u http://10.10.10.12 80/CEH -l.'fl
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root@bkali: ~

Fil= Edit View Search Terminal Help

E-mails:
[+] E-mail Found: license@php.net

[+] E-mail Found: wampserver@wampserver.invalid
[+] E-mail Found: alpha@zforms.ru

[+] E-mail Found: isaac@bennetch.org

[+] E-mail Found: m@tidakada.com

[+] E-mail Found: bennetch@gmail.com

[+] E-mail Found: admin@wampserver.invalid

[+] E-mail Found: klaus.hartl@stilbuero.de

[+] E-mail Found: humbedooh@apache.org

[+] E-mail Found: info@getid3.org

[+] E-mail Found: marijnh@gmail.com

[+] E-mail Found: crawleradmin.t-info@telekom.de
[+] E-mail Found: mike@hyperreal.org

[+] E-mail Found: kevinh@kevcom.com

Source Code Disclosure:

[+] Source Code Found: http://18.10.16.12:8080/phpmyadmin/doc/html/ sources/faq.txt
[+] Source Code Found: http://10.16.10.12:8080/phpmyadmin/doc/html/_sources/setup.txt
[+] Source Code Found: http://10.16.10.12:8080/phpmyadmin/doc/html/ sources/config.tx

Timthumb:

External hosts:

[+] External Host Found: https://dev.mysql.com
[+] External Host Found: https://www.apachefriends.org
[+] External Host Found: http://httpd.apache. org

F+1 Ext

a1 Hoet e s e
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Termin

PHPinfo{) Disclesure:
[+] phpinfe() page: http://18.10.18.12:8880/7phpinfo=1

System: Windows NT WIN-0JAQ7QJSPAI 6.3 build 9668 (Windows Server 2812 R2 Standard Edition) AMDG4
PHP version: 5.6.31
Apache Version: Apache/2.4.27 (Winé4) PHP/5.6.31
Server Administrator: wampserver@wampserver.invalid
Server Root: C:/wamp64/bin/apachefapache2.4.27
DOCUMENT _ROOT: C:/wampbd,www

SCRIPT FILENAME: C:/wamp64/wew/index.php

allow url_fopen: On
allow url_include: off
disable functiens: <i=no
OpenssL Library Version:

Ignored Files:

http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:

A718.
/718,
718
fr1e.
f71e.
fi1e.
fi1e.
£/18.
718,
fi18.
118,
718,
fr1e.

TR

18.

.12: 80880, CEH/wp-
.12:8680,/CEH/wWp-
-12:8080/CEH/wp
.12:8680/CEH/Wp-
.12:80880/CEH/wp-
.12:8680/CEH/Wp-
.12:80880/CEH/wWp-
.12:8088/phpmyadmin/js/codemirror/lib/codemirror.css?v=4.7.4

.12:8880/phpmyadmin/js/codemirror/addon/lint/lint. css7v=4.7.4
.12:8880/CEH/wp-
-12:8880,/CEH/ wp-
.12:8880/phpmyadmin/js/codemirror/addon/hint/show-hint.css?v=4.7.4
.12:8680,/CEH/Wp-

value</i>
OpenssL 1.8.2k 26 Jan 2017

centent/themes/twentyseventeen/assets/js/skip-link-focus-fix.js?ver=1.8
content/themes/twentyseventeen/assets/css/ied. cssiver=1.8

-admin/css/ie.min.css?ver=4.9.1

content/themes/twentyseventeen/assets/js/jquery.scrollTo. jstver=2.1.2
content/themes/twentyseventeen/style. cssivers4.9.1
content/theses/twentyseventeen/assets/js/global. js?ver=1.8
admin/css/install.css?ver=20108228

includes/js/jquery/jquery. js?ver=1.12.4
includes/css/sdashicons.min.css?ver=4.9.1

admin/css/install.min. cssTver:

o
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12, Atfter the scanning, navigate to /usr/share/uniscan/report and double-
click 10.10.10.12.html to view the scan report.

usr  share  uniscan

BmPDO

£ Home £55.055 images index.php uniscan.
html

i Desktop
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13. The report opens in a browser giving vou all the scan details in a more
comprehensive way.

Uniscan Repaort K.\_-I-
@ | filer/ffusr/share/uniscan/report/10.10.10. 12 html. -+ 133% | @ ic\ Search T e ¥+ #®

] Mast Visited v [l Offensive Security S, Kali Linux S, Kali Docs ' Kali Tools = Exploit-DB W Aircrack-ng gl Kali Ferums

)

Uniscan
Web Vulnerability Scanner

: 200 URL: http://10.10.10.12:8080/CEH/.htaccess

200 URL: http://10.10,10.12:8080/CEH/index.php

: 200 URL: http:/{10.10.10.12:8080/CEH/LICENSE. TXT

: 200 URL: http://10.10.10.12:8080/CEH/license. txt

: 200 URL: http://10.10.10.12:8080/CEH/LICENSE.txt

: 200 URL: http://10.10.10.12:8080/CEH/README

200 URL: http:/10,10,10,12:8080/CEH/readme

: 200 URL: http://10.10.10.12:8080/CEH/readme. html

: 200 URL: http://10.10.10.12:8080/CEH/search/htx/sqlghit.asp
: 200 URL: http:/f10.10.10.12:8080/CEH/search/htx/SQLOHit. asp
: 200 URL: http://10.10.10.12:8080/CEH/search/sqglghit.asp
200 URL: http:/10.10,10,12:8080/CEH/search/SQLOHit.asp
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Lab Analysis

Document the ourput and give your views about the security posture of the server.
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A web parameter tampering attack involves the manipuladon of parameters
exchanged between client and server in order to modify application data such as user
credentals and permissions, price, and quantity of products. Parameter tampering is
a simple form of attack aimed directly at an application’s business logic. This attack
takes advantage of the fact that many programmers rely on hidden or fixed fields (such
as a hidden tag in a form or a parameter in an URL) as the only security measure for
certain operations. To bypass this security mechanism, an attacker can change these
parameters. /A parameter tampering attack exploits vulnerabilities in integrity and logic
validation mechanisms that may resultin XSS, SQL injection, etc.

Cross-site scripting attacks exploit vulnerabilities in dynamically generated web pages,
which enables malicious attackers to inject client-side script into web pages viewed by
other users. Attackers inject malicious JavaScript, VBScript, ActiveX, HTML, or Flash
for execution on a victim's system by hiding it within legitimate requests.

Though implementing a strict application security routine, parameters, and input
validation can minimize parameter tampering and XSS vulnerabilites, many websites
and web applications are still vulnerable to these security threats.

Auditing web applications for parameter tampering and XSS is one of the first steps
an attacker takes in attempting to compromise a web application’s security. As an
expert Ethical Hacker and Pen Tester, you should be aware of the different parameter
tampering and XSS methods that can be emploved by an attacker to hack web
applications. In this lab, you will learn how to exploit parameter tampering and XSS
vulnerabilities in web applications.
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Web parameter tampering attacks involve the manipulation of parameters exchanged
between a client and a server to modify application data such as user credentials and
permissions, prices, and product quantities.

In this lab, the machine hosting the website is Windows Server 2016, so make sure
the machine is running throughout the lab; the machine used to perform the cross-
site scripting attack is the Windows 10 virtual machine.

1. Loginto the Windows 10 virtual machine.

2. Launch a web browser (Chrome), type http:/www.moviescope.com in
the address bar, and press Enter.
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.'pe hom in | appe: sho cre t. Assume
ea reglstered user on the w t'b\ltt‘, and o imr.') it us

Username: john

2assword: test

MOVIESCOPE

Home Features Trailers Photos Blog

Login

Username: Jilill

]

Login
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MOVIESCOPE

Features Trailers Photos Contacts

L’!'ﬂw. ; - 1 Featured Movie Trailers Viewall *

Erat volutpat duis ac turpis.
Donec sit amet eros lorem...
1L

The Vampire Diaries

Aenean auctor wisi et urna

alig erat volutpat duis ac...
v
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5. You will be redirected to the profile page, which displays the personal
information of john (here, you).
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6. You will observe that the value of ID in the address bar is 2.

[0 Fome - MavieScope x

< C | ® www.moviescope.comviewprofile.asp

MOVIESCOPE

Features Trailers Photos

john profile

ID: 2

First Name: john

Last Name: smith

Email: john@abe.com
Gender: male

Date of Birth: 15-12-1968
Age: 45

Address:

‘Welcome john, View Profile

Featured Movie Trailers

Iron Man Trailer

View all ¥
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Now, try to change the parameter to id=1 in the address bar, and press Enter.,

8. You get the profile for sam without having to perform any hacking
techniques to explore the database.

i Ll Fome - MovieScope ®

C | ® www.moviescope.com)viewprofile.aspx D

MOVIESCOPE L7

Features Trailers Photos Contacts Welcome john View Profile

sam profile Featured Movie Trailers

ID: 1

First Name: sam

Last Name: housten
Email: sam@abc.com
Gender: male

Date of Birth: 10-10-1975
Age: 38

Iron Man Trailer
Address: Washingten DC
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9. Now, try the parameter id=3 in the address bar, and press Enter.

10. You get the profile for kety. This way, yvou can attempt to change the id
number and obtain user profile information.

Hame - MovieScope o — = a b4
< C | @ www.moviescope.com/viewprofile.asp D 1r
U P o
Home Features Trailers Photos Blog Contacts me john,  View Profile
kety profile 3 e

ID: 3
First Name: kety
Last Mame: perry
Email: kety@abc.com
Gender: female
Date of Birth: 06-01-1980
Age: 33
Address: Mexico city

- |
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11. This process of changing the ID value and getting the result is known as

exploit vulnerabilities in dynamically generated web pages. This enables
malicious attackers to inject client-side scripts into web pages viewed by
other users.

12. Now, click the Contacts tab. Here you will be performing XSS attack.

MOVIESCOPE I )

Features Trailers Photos weicome jon,  View Profile

kety profile Featured Movie Trailers

————————————
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13. The Contacts page appears; enter your name (ot any random name) in the
Name field, enter the cross site script <script>alert("You are
hacked")</script> in the Comment field, and click Submit Comment.

C | @ Mot secure | www.moviescope.com/contacts.aspi

In order to use the help desk you must be a register subscribeer. If you're already registered, please login for
any queries, help or complaints.

even if you are not legged in, you can still browse our Help section. Many frequently asked questions are
‘answered there, and chances are the information you need is already avallable there

If you are a subscribad user but facing problem with logging in, or if you're experiencing difficulties while
regisiening as a new user you can use this special form to contact us. Please note that this form must be used
only for registration/lagin problems. Every other type of feedback sent through this form will be discarded

john

«5Cript=alert™You are hacked™)</scnpt=

Submit Comment »
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14. On this page, you are testing for cross-site scripting vulnerability. Now,
refresh the page and click Contacts tab again. As soon as you click the tab, a
pop-up appears on the page displaving a message that You are hacked.

X | @ www.moviescope.com)/contacts.aspx

WWW.moviescope.com says:

“fou are hacked
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16.
17.

. You have successfully added a malicious script in this page. The comment

with malicious link is stored on the server.
Log into Windows Server 2012 virtual machine as a target.

Launch a web browser (Mozilla Firefox), tvpe the URL
http:/www.moviescope.com in the address bar, and press Enter.
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18. MovieScope hom
of the website and log

Username: steve

vord: test

Trailers Contacts

Login

Usermname:

Legin
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19. You are logeed into the website as a legitimate user. Click the Contacts tab.

N @

Learn how

Features Trailers W steve,  View Profile

Tron Legacy Featured Movie Trailers Viewall »

Erat volutpat duis ac turpis
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on as you click the Contacts tab, the cross-site script running on the
backend server is executed, and a pop-up appears, stating, This website has
been hacked.

You are hacked
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21. Similarly, whenever a user attempts to visit the Contacts page, the alert pops
up 2s soon as the web page is loaded.
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Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
of vour mrger’s security posture and exposure.
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