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[bookmark: _Toc533536464]Introduction
This report will exploit any security issues and mention any potential solutions or alternatives to fix these problems. There will be a list of recommended guidelines to help keep Hyper-fort safe from any potential threats or attacks.
[bookmark: _Toc529806775][bookmark: _Toc533536465]Related Work
For further information refer to Related Work [Page 8]. [1] The security issues based on the BYOD scheme shows that the employee’s device may have potential security threats such as a virus, which could pose a threat on the data shared to the user. The employee may use public networks, which makes the data stored on or shared to the device may be compromised. The employee may lose their phone meaning that there is a risk of that data being stolen or used.
[2] Suggestions such as Office 365 or other cloud-based software was mentioned. Office 365 links it’s cloud service directly to the Microsoft program. This makes it easier to track and control where the data goes. The software enables admin access to delete data on a certain device. For example, if an employee loses their device, they can notify their place of work and the IT administrator team can back up data and remove files off their lost device (only if there was internet access to the device).
This helps with securing data and prevents any data loss. The employee will have time to change any passwords and set up their new device before retrieving the files again.
Lucía Alvargonzález [3] mentions that bring your own device increases staff and clients ‘productivity, satisfaction, reduces the time spent and saves money.’ The author also mentions that the biggest con of bringing your device is the security aspect.
[bookmark: _Toc533536466]Literature Review Focus
[bookmark: _Toc533536467]Software Developer
[bookmark: _Toc529806776]Companies that create software would think twice before using a BYOD (Bring your own Device) scheme. This is due to the security factor of BYOD. However, BYOD gives a software engineer a chance to work on a project in their own time creating software quickly, which saves time and money. If the software were to be lost or stolen on the employees’ device, then the company would have lost their product, wasting time and money. This mean companies like Google would have to take precautions when sharing data to employees and clients.


[4] Google has used a hierarchy permission system to limit the risk of their products. The hierarchy system enables Google to control what information can be shared with an employee’s device. They use four levels in the hierarchy system, which are:
· Untrusted – No Google data or corporate services are shared.
· Basic Access – Services that are not confidential or have high importance.
· Privileged Access – Services that are confidential and have high importance.
· Highly Privileged Access – Access to all services.
By using this system, it will make sure that if an employees’ or clients’ device was intercepted, the information lost would not be a big loss to the company. 
Software companies may share data with employees or client’s devices by using online tools. Using online tools enables companies to control the content and permissions of the data they share. For example, if an employee’s device went missing, the employee can report it then the company can change the file sharing permissions to stop sharing to that individual. The files should then be removed from the device.
Sometimes the device may not sync to a cloud service due to no internet access or other reasons. To prevent unwanted access to the information, the data could be encrypted with an AES Encryption Key preventing any information from being leaked.
[bookmark: _Toc533536468]Problem Formulation
[bookmark: _Toc533536469]Investigation and Implementation
[bookmark: _Toc529806779][bookmark: _Toc533536470]Security Issues
The BYOD (bring your own device) scheme would create problems like data loss and leakages, insecure access, malicious applications or rogue applications and exposure. The points below will display any potential issues that could arise.
[bookmark: _Toc529806780]Data
Data control is vital in Hyper-Fort, especially when sharing data to their employees and client’s devices. Employees that have access to data, also have the ability to lose the data shared to them, which could mean that the data can get into the wrong hands. For example, a similar company to Hyper-Fort could gain access to the lost data, which then it will let their competition become one step ahead. Hyper-Fort would suffer a backlash if an incident like this were to happen.


Having enough data control over employees’ devices would help prevent anything like this to happen. Simply, Hyper-Fort would be able to delete any information of the employees’ lost device. Although, the device may not have internet access meaning the data would not be removed from the device. This takes most of the control away from Hyper-Fort.
Encryption can be added to the data files shared to employees’ devices using AES encryption. That means if the employees’ device was to go missing, the user who gains access to the device would find it hard to read the data.
[bookmark: _Toc529806781]Insecure Access
Hyper-Fort would like their clients and employees’ to be able to connect their own devices to the companies’ network. This creates a new security risk as both employees and clients would have potential access to the main network.
WIFI Passwords
In order to prevent any insecure or unwanted access, it is best to create a few extra access points. By doing this, the clients won’t be able to connect to the employee’s devices and vice versa. Access points should be set up with WPA2-Enterprise encryption, to prevent any hackers from being able to use tools such as password crackers or wireless network sniffers to gain access to the network. This would enable employee devices to be connected via a username and password.
WPA2 Encryption Method
[5] WPA2 uses AES (Advanced Encryption Standard) procedures and CCMP (Count Cipher Mode with Block-Chaining Message Authentication Protocol). These encryption methods improve security for both home users and business users. The WPA2 password encryption offers two modes. 
PSK (Pre-Shared Key) mode protects home Wi-Fi networks. Users can connect to the network using the SSID and a password. The password is encrypted with AES. 
Enterprise mode protects organisations by using a username and a password. There are multiple usernames and passwords created for different users. This helps protects the network from being accessed by unauthorised users.
WPA2 Authentication
Although there are other Wi-Fi encryption options like [6] Wired Equivalent Privacy, WEP, Wi-Fi Protected Access or WPA. WPA2 offers better password encryption, to prevent nearby devices from brute forcing a potential password to gain access. WPA2-Enterprise encryption will allow devices to log in to the network automatically if the Windows user account credentials match up. This would work well with Hyper-Fort’s BYOD policy, as workers will be able to log onto the network stress-free.

Exec and Config Passwords
Any routers or switches on the Hyper-Fort network would have internal passwords to prevent users from switching to EXEC or Config mode. Adding a MOTD (Message of the Day) banner is required to state that if a user unauthorised got passed that point, they will be liable in court. This is to make sure that any potential intruder won’t get away with it if court.
The EXEC or Config mode on any router or switch enables the user to have different access to the router. EXEC will enable the user to [7] view basic information with the switch/router and be able to communicate with other devices on the network. Whereas Config will let the user change how the switch or router works to their advantage, for example, they could close important ports or open others that give the user control of what devices can be connected to the network.
[bookmark: _Toc529806782]Malicious Applications
Malicious applications are found on many devices downloaded from many parts of the internet. Application stores, adult sites and other areas of the internet can make the device vulnerable to most malicious applications. Even innocent emails or SMS’s etc. can include malware applications. [8] Urmee Khan from the Telegraph reported that:
“12 million people have had their computer affected by a virus, hacker, malware or spyware in the past month.”
These types of applications are found on all different type of devices and platforms. Malware is designed to spread from device to other devices. This can be done by infecting devices on the local area network. 
Types of Malware
[9] Malware can use any form such as trojans, ransomware and spyware etc. Malware is created to steal data, documents and/or add new software without the user’s permission.
Trojan Horse
A trojan horse is created to look like a genuine piece of software. Underneath the interface, it is secretly in control of your computer. They can be designed to deliberately steal, damage or disrupt. Trojan horses can have the ability to control other devices on a network meaning that any data stored in the network will be vulnerable.
Hyper-Fort would need to be careful when letting employers and clients bring their own device. If an employee’s or client’s device contained a trojan horse then the company’s data would possibly be compromised, as well as other employees and clients that use the network. This would potentially fall under the Data Protection Act 1998.
Ransomware
Ransomware is a type of malware. It is designed to restrict user access from there device. The malware usually encrypts user files which is hard to decrypt. The malware can be downloaded or even transferred through a vulnerable network service.
This type of malware will normally demand money in return for access to your files and full control to the device. Although some cases, the intruders will take the money and leave the device in the same state.
[bookmark: _Toc529806783]Staff and Client Security
Staff
Offering or recommending staff an antivirus system will help reduce the malware the device might gain. Staff can be trained on the dangers and how to prevent them when using their own devices that affect both themselves and others.
Hyper-Fort may want to use cloud services like Office365 or similar online based software, to control their software. Using cloud services will mean that devices that are located in Hyper-Fort offices won’t need a high volume of storage space. The staff members would access their user files on the cloud. Cloud services offer admin access which gives Hyper-Fort total control over the information they share over to their staff members. Services like Office365 offer security for both the company and the companies’ users.
When creating access points, it is important that Hyper-Fort uses WPA2-Enterprise for their staff members. This allows them to log in to the network using their credentials. These credentials can be reset by a tool called Microsoft Identity Manager. This will change the member of staff’s Microsoft services password and the credentials to their work account.
Client
Make sure the access point for the clients is isolated away from the staffs and company network. This is done by added another router or switch, then an access point attached to it. This is to prevent clients from connecting to client’s devices and vice versa.
The access point security could be set to public (with online authorisation) or private with WPA2-Encryption. When setting the access point to the public, it is important to keep in mind that other users that are nearby the access points, can communicate to Hyper-Fort’s clients, which are connected to the access point.


[bookmark: _Toc529806784]Exposure
[bookmark: _Toc529806777]Having no security in places such as firewalls, anti-virus or password protection, Hyper-Fort will be open to any malware. If anything like this would happen, then Hyper-Fort’s data will be exposed. This could mean things like crucial project data, bank details, personal information of employee’s and clients could be leaked on to the World Wide Web.
[bookmark: _Toc533536471][bookmark: _Toc529806778]Implementation
Below shows a diagram of how Hyper-Fort’s network should be set up:
[image: ]
The screenshot below shows that there are an internal password and banner used on the routers and switches to prevent unauthorised users from accessing the EXEC and Config mode of the switches and routers in the network. The MOTD (Message of the Day) banner below states that any unauthorised access would be prosecuted. This means if a hacker would penetrate Hyper-Fort’s network, then they would be allowed to be prosecuted.
[image: ]


The screenshot below shows s the access points are set up with WPA2-Personal encryption on the Client’s access point. However, for a better and safer network, the Client’s access point could use a WPA2-Enterprise giving each client an identity.
[image: ][image: ]
[bookmark: _Toc533536472]Results and Discussions
[bookmark: _Toc533536473]Results
The research used in this report has indicated what advantages and disadvantages the BYOD scheme offers. The bullet points below briefly mention the key points the research helped covered.
(Research that wasn’t referenced is found on Bibliography (Page: 10)
· Security Issues (References: Business [5], Dell [1], TechoPedia [9] )
· Malware
· WiFi Hacking
· Router/Switch Hacking
· Management Tools (References: N. Kladakis [2] )
· Office 365


[bookmark: _Toc533536474]Discussions
The issues and solutions raised have helped develop security aspects that Hyper-Fort would have to consider. The research that is included in the report has mentioned BYOD management tools like Office 365 and other cloud tools that will help Hyper-Fort control and share their data.
Security research explains the different types of malware, WiFi hacking tools, WiFi encryption types and their advantages. This research enables the ability to suggest ideas to create a better and safer network for both clients and employees of Hyper-Fort.
[bookmark: _Toc533536476]Conclusion
This report has suggested tools and other ideas based on related work to help Hyper-Fort create their BYOD policy to work effectively and safely without causing financial, data and other issues down the line. It provides security issues like malware, data loss and unauthorised network access.
[bookmark: _Toc533536477]Appendices
[bookmark: _Ref530330265][bookmark: _Ref530330293][bookmark: _Toc533536478]Related Work
[bookmark: _Toc533536479]Research Aspect
Security
Dell [1] mentions that the BYOD scheme is getting popular as it creates a better workflow but there are many security issues that arise like data loss, viruses, and malware. Employees are allowed to bring in their devices, which could be riddled with viruses, malware or other types of security threats. This means any organisation data that are shared and stored to the employee’s device could be vulnerable.
This data may become vulnerable if an employee uses a public network to access their work files. Public networks are known to lack security and the organisation data shared to the employee would be at risk.
Employees devices can be lost or stolen. Any work data that was stored to the device would be unsafe.
[bookmark: _Ref533533576][bookmark: _Ref533533585][bookmark: _Toc533536481]
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Warning! Any unauthorised access after this point will be
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