Question
Review complex types of internet-dependent crimes (2000 words). 
Introduction 
Complex internet dependant crimes are responsible for a successful attack every 1.12 seconds and cybercrime is rising in frequency and evolving in complexity. Hacking on average costs the UK yearly £1,509,779 pounds reported in 2020. This figure has risen by £60,000 thousand pounds in 2021 compared to 2020 
Complex internet dependant crimes are often referred to as Cybercrime. Cybercrime is defined into two categories which are cyber dependent crimes and cyber-enabled crimes. 
Cyber dependant crimes are offences that are enabled through only the use of Networks, Computers and other forms of Information and Communications Technology (ICT). These offences include developing malware for financial gain, hacking to steal personal or business information for gain, or being used to destroy data or network activity. This type of cybercrime requires knowledge of ICT and programming to develop the malware or script to target a victim’s computer.
[bookmark: _Hlk96713540]Cyber-enabled crimes use computers, networks, and other forms of ICT devices to enable their criminal activities, this can be as simple as scams, harassment, stalking and other offences that are aided by their use of the internet to victimise, exploit or scam a person.
Internet dependant crimes in summary are used by offenders to attack computer systems or networks to either commit offences or facilitate others to do so.
Internet dependant cybercrimes
[bookmark: _Hlk96714298][bookmark: _Hlk96715127]Cybercrime overall is on the rise, especially since the COVID 19 pandemic where individuals and businesses are operating from home (Interpol, 2020). According to a recent cyber security survey conducted in 2021, four in ten businesses (39%) and a quarter of charities (26%) report having cyber security breaches or attacks in the last 12 months. Like previous years, this is higher among medium businesses (65%), large businesses (64%) and high-income charities (51%). This year, fewer businesses are identifying breaches or attacks than in 2020 (when it was 46%) (Department for Digital, Culture, Media and Sport, 2021).
Further research was found in the cybercrime security breach survey carried out between 2021 to 2022 by the UK Government that 39% of UK businesses were the victim of phishing attempts and one in five businesses identified an attack by either a denial of service, malware or a ransomware attack (Department for Digital, Culture, Media and Sport, 2022).
It is evident that statistics show the number of offences against businesses is lower than last year’s study. The reason for this is because of an increasing understanding and education towards cybercrime, the testing of businesses’ security and people who work at these businesses are taking actions to protect their internet usage. Overall cyber-related crimes are still common, businesses are taking action to reduce this (Department for Digital, Culture, Media and Sport, 2021).
Hacking
Hacking is the term used for activities that seek to gain access to ICT devices such as computers, smartphones, networks or any Internet-enabled device (Cambridge Dictionary, 2021).
The motivation behind hacking can be for financial gain, gathering of information, protesting, or the challenge of accessing secure data.
[bookmark: _Hlk99889612]Only 5% of hackers are caught which demonstrates how difficult it is to catch cyber-related offenders. It is stated that 80% of all internet offences are not reported to the police which means those responsible can operate knowing they are unlikely to be caught. Hacking is a lucrative and effective method to make money online and poses a risk to vulnerable people and businesses. Victims are at risk by not being aware of protecting themselves online or by having weak protection which can be taken advantage of by offenders for theft. (MetaCompliance, 2019).
Hackers can make use of an arsenal of different techniques and tools to achieve their goals.
Botnets are Internet-connected devices that are exploited or infected by malware and remotely controlled by the hacker. These botnets can be used to steal usernames, passwords, personal or financial data or enable other types of malicious activity. Botnets can attack servers and networks using Distributed Denial of Service (DDoS) (Internet Society, 2015).
Distributed Denial of Service 
DDoS is a cyber-attack in which the offender makes another computer unusable by overloading its network or targeted service with data (National Cyber Security Centre, 2020). DDoS can make use of compromised computers, servers or Internet of Things IoT (anything that has internet connectivity) that are remotely controlled by the hacker. For example, the hacker could make use of the botnet to conduct a volumetric attack, or an HTTP flood to disable the targeted system or network (Cloudflare, no date).
Statistics show DDoS attackers were recorded as the highest in 2021 and the number of attacks is continuing to rise. Data further shows that 80% of DDoS attacks are launched from China and Russia evidencing that cyber-attackers can operate anywhere within the world and can target victims from different geographical locations (Cook, 2022).
Perpetrators can be motivated for the reasons of simply doing it for fun or to show off their skills, to be a “hacktivist” for a social cause or by promoting their own political goals. DDoS attacks can be used for revenge on a business or website, or in some extreme cases used by organised criminals or malicious terrorist groups for financial gain by reducing stocks or the value of their services (National Cyber Security Centre, 2020).
Phishing 
Phishing is a method where the hacker replicates the most popular sites such as Google mail, Facebook and banking sites to attempt to get the user to enter their personal detail into a fake version of the system. The cyber-attacker will usually send out emails or texts under the guise of a legitimate business or contact asking the potential victim to enter their personal login detail and passwords. Victims could be asked to click a link or download an attachment that could contain malware or ransomware.  This can lead to disruption of systems or theft of their intellectual property (National Cyber Security Centre 2021).
Malware 
[bookmark: _Hlk99891467]Malware is an umbrella term for various types of malicious software. These include illegal malicious adware that can facilitate the distribution of spyware and viruses or ransomware.  Spyware is software that can that run on a person’s computer and they can be completely unaware that this has been installed. Users are at risk of identity fraud, data theft and can be at risk of their passwords being revealed by the spyware recording keystrokes which can then be sent back via the internet for exploitation. Malware is designed to be harmful or exploit any device, service or network.  Cybercriminals use this method of attack to extract data for monetary gain or it can be used to access details of personal information or corporate data. This data can be sold or used against the victim to cause further offences or could be developed for promoting a social or political agenda (McAfee, 2022). Malware can also be installed on a victim’s computer to mine cryptocurrencies such as bitcoin which is also known as cryptojacking.  This is an internet-dependent threat that hides on a computer or IoT device that uses the device resources to mine online currencies without the cost of computer hardware and electricity (Interpol, 2022). 
Ransomware 
Ransomware is malware that stops the user from being able to access their computer or data. The cyber attacker will encrypt a person’s data and send out an anonymous email or request the user to follow an unknown webpage link and ask for payment to unlock their computer.  The user is normally asked to pay in cryptocurrency to protect the attacker’s identity but often victims pay the ransom and never recover their computers or data. The victim’s data could also be stolen, encrypted or destroyed or the ransomware can spread to other computers on the same network (National Cyber Security Centre, 2020).  An example of this is in 2017 the NHS was infected by the Wannacry malware and ransom was demanded in Bitcoin. This caused serious disruption to over 80 hospital trusts and GP surgeries across England and cost the NHS over £90 million (National Health Executive, 2018).
[bookmark: _Hlk99904843]Cybercriminals normally request that ransoms are paid using cryptocurrency. Cryptocurrency theft is also increasing where cybercriminals target crypto wallets and exchanges. Lane reports that $326 million of Ethereum cryptocurrency tokens were stolen overnight on 22md February 2022 (Lane, 2022). 
[bookmark: _Hlk96716510]The Black/Dark Web also known as Tor or onion router means that cybercriminals are hard to detect and can stay anonymous due to the number of encrypted layers protecting their identity and redirecting the internet traffic via multiple computers or endpoints (Experian, 2021). Cybercriminals can use the dark web to sell illegally accessed data and other personal details such as credit card information.  
Often the majority of people who are targeted are those who are vulnerable by either being ignorant of online safety or are too trusting.  Victims of cybercrime can also be negligent, distracted or tempted by an online offer that appears to be legitimate. This can also be as simple as accepting texts and emails from unknown contacts which can often be the way in for offenders to exploit.
The Police respond to cyber dependent offences by arresting offenders, issuing fines and placing conditions by courts preventing offenders from being able to operate computer devices. The police are supported by the following legislation of the Computer Misuse Act 1990 (The National Archives, 2022).
The police use partner agencies that work with the police in tackling cybercrime including GCHQ, Government Communication Head Quarters who tackle serious and organised crime, counter-terrorism and national security. The National Crime Agency focuses on prosecuting cybercriminals and non-government agencies that combat online related crime by the means of educating and raising the awareness of the public about these types of exploitations. These advice agencies include Be Cyber Aware, Get Safe Online or the National Cyber Security Centre. There are also operations set by the Police and agencies such as Operation Signature and Action Fraud (National Crime Agency, 2022).
Conclusion 
Cyber dependant crimes are only as effective as the offender’s technology and how well they cover their tracks. Strengths of this type of offence include that there is huge accessibility and an extremely large number of victims that can be targeted over the internet. 
If the offender is extremely knowledgeable in terms of coding and their use of the Internet there is a greater chance for them not to be found by the police or other agencies such as TARIAN which is partnered with the Regional Cyber Crime Unit and South Wales Police in tackling cybercrime. Offenders can use further technology such as a Virtual Private Network (VPN) to hide their computer’s IP address. 
[bookmark: _Hlk96716017]Technology advances at an extremely fast rate and laws that are implemented by the Government are slower and often take months to come into effect. These methods of hiding online activities make it extremely difficult for the police to track and pursue offenders and often require specialist teams to counter these offenders (Zuhri, 2017).
Internet-dependent crimes are on the rise and prosecuting offenders can often be difficult. This type of crime is ever-changing and often police are required to conduct complex investigations with the need of specialist assistance from external agencies and specialist teams.   Evidence can often be extracted through the needs of digital forensics however; offenders find loopholes and ways to avoid detection and prosecution.
Internet offences are easy and lucrative to the offender and can target thousands of people in one attempt.  The law is not as effective in bringing these offenders to justice as technology is increasing so fast and many of these exploitations are initiated from abroad.
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Question
Evaluate the disruption options available to target criminal activity on the road network. 
(2000 words)
Introduction
Police have many methods and disruption options at their disposal to target criminal activity on the UK road networks. This is an evaluation of those options in the effectiveness of disrupting criminal activities. 
[bookmark: _Hlk96618758][bookmark: _Hlk96591370][bookmark: _Hlk96619647]A road is defined as any highway to which the public has access (The National Archives, 1988). Criminals use roads to commit crimes or use roads as a method of conveyance in the assistance of causing crime, these can include low-level offences to serious offences. Organised crime groups make use of the roads to aid in their means of transporting their criminal activity throughout the UK (College of Policing, 2019).
[bookmark: _Hlk96630066]Organised crime groups use the roads for transporting their goods, this can include human trafficking, county lines where prohibited substances are transported across borders and from location to location and other offences such as thefts of motor vehicles and moving stolen vehicles to new locations so that they can be later sold in different places to minimise the chances of being caught (Department of Justice, 2022). 
Road Police Officers 
Road Policing Officers are uniformed constables that work to disrupt criminality on the road networks, reduce road causalities and counter-terrorism whilst patrolling the roads as a physical presence. 
Road police officers can conduct active stops and seize vehicles directly disrupting offenders by depriving criminals of their vehicles, potentially gathering evidence and arresting persons. These officers can further see the persona of the person driving the vehicle such as whether they are sleepy, driving without due care attention, under the influence of drugs or alcohol and can educate regarding the fatal five. 
Further checks on passengers can be conducted such as if a person is wanted or if they have indications of being involved in other crimes such as county lines. They can disrupt organised crime incidents such as recognising missing people or a person who has been taken against their will.
An extreme case of this is the case of Ted Bundy being arrested for driving without headlights and this resulted in him being forensically matched to over thirty murders. Haigler, M. no date).
These officers have discretion and can offer other skills such as first aid, or help to move a vehicle off a busy carriageway. Policing is not just about catching offenders but helping vulnerable people or educating the public to best protect their safety on the roads. 
Officers have legislation unique to a constable that allows both proactive and reactive methods, The legislation includes section 163 of the Road Traffic Act 1988 which gives constables the power to stop vehicles that have failed to comply with legislation that a competent driver would normally comply with (The National Archives, 1988). The power to stop vehicles allows officers to create that bridge between the offender and the officer to investigate further or assist in building a ladder of suspicion (Devon and Cornwall Police, No date).
If the driver gives grounds for being suspected of an offence in relation to drugs, officers can conduct a search under Section 23 of the Misuse of Drugs Act 1971 (The National Archives, 2011). Intoxication offences can be combated by officers allowing them to arrest under Section 4 of the Road Traffic Act 1988 (The National Archives, 1988) for driving or attempting to drive a mechanically propelled vehicle whilst being unfit (Crown Prosecution Service, 2019). 
Section 59 of the Police Reform Act 2002 allows an officer to combat anti-social behaviour and careless and inconsiderate driving by taking vehicles off the road (The National Archives, 2002).
These legislations allow constables in their day-to-day duties and aids in successfully bringing offenders to justice. This can include placing offenders before a court, penalty points on a person’s licence and even seizing vehicles. Seizing vehicles and arresting offenders indefinitely disrupts offenders from continuing to commit offences on the road network (College of Policing, 2019).
The use of legislation does have its limitations such as stop searches have to be lawful with appropriate grounds, Section 163 has to have an offence to allow progression and reasonable cause for the officer to intervene for policing purposes. Evidence and reasonable cause are required and officers will need to justify their actions based on the National Decision Model (College of Policing, 2022).
The disadvantages of traffic officers are that they cannot be in every location at once, there is only a limited number of officers that are working.  Following an arrest often officers will be off the road and returning to the station to carry out paperwork which can take a considerable amount of time depending on the offence. 
The absence or limitation of officers on the roads hinders the capacity to disrupt criminal activities alone. Road Patrol Officers make use of ANPR, mobile and static cameras that can be used reactively and proactively to disrupt criminal activity on the road network. 
Automatic Number Plate Recognition (ANPR)
The Automatic Number Plate Recognition system records the registration details of vehicles that pass the camera. ANPR cameras can be placed on the roads or within police patrol vehicles. These cameras can help deter and disrupt criminal activities by instancy checking vehicle registration number plates against police databases to identify vehicles of interest, which would allow police officers to intercept the vehicle and where applicable, arrest the occupants (Police UK, 2022).

The ANPR system is responsible for gathering approximately 40 million records of data daily, the data is retained for two years or more on the Nation ANPR Data Centre depending on authorisation placed by the police (National Police Chiefs Council, 2016).
The advantage of ANPR cameras is that they can be covertly placed on roads in which they can relay information about where vehicles are travelling which leads to the building of information which is further developed into intelligence. This intelligence can be sanitised and tested by officers aiding in their investigations into cases such as county lines and trafficking of vulnerable people.
ANPR cameras can identify multiple vehicles at once compared to the capabilities of an individual making notes of passing vehicles, can operate 24/7 hours a day and can automatically add times and dates of passing vehicles that are uploaded onto the Nation ANPR Data Centre database.  The ANPR can keep data on vehicles involved in crime such as drugs, unlicensed operators or vehicles that have no MOT
(Home Office 2022).
ANPR is an effective method and there is a debate on whether it breaches article 8 of the Human Rights Act 1998 relating to an individual’s right to private life and their protected information. The alternative argument is that it aids in preventing crime but it is important that only approved persons have access to it and the data is handled, processed and retained legally (The National Archives, 1998).
Officers can task the ANPR for a vehicle to be pinged under certain criteria such as when it enters a location. The Regulations of Investigatory Powers Act 2000 (RIPA) (Home Office, 2000) could be used to actively watch a vehicle if authorised in the circumstance to provide evidence of an offence. A RIPA authority requires intelligence to support this surveillance and can only be implemented n certain circumstances. 
The disadvantage of fixed location ANPR cameras is that there are no officers at the location to immediately stop the vehicle if someone is committing an offence. A person could be observing these video cameras in an office and be witness to an incident that they cannot prevent or intervene in. ANPR cameras can be affected by extreme weather and can affect the accuracy of results, heavy rain could further disrupt the use of the cameras as an aid in deterring offences by simply covering and blurring its lens (Away Some Article, 2020). The vehicle could be shown as completely correct in the lenses of the camera, for example, a vehicle having insurance or a correct registered driver, however, ANPR can’t pick up someone in distress, driving in a manner where the owner is intoxicated or if the driver of that vehicle is not the real registered owner as the victim has not reported the theft yet, compared to an officer at the scene. 
ANPR would not pick up on suspicious circumstances such as damage to a vehicle or a driving manner where an officer would have suspicion to investigate further.  It has limitations, it cannot detect speed and pursue an offence in relation to speeding. It can be an effective tool in gathering information and intelligence however cannot pursue further to help police progress incidents and target criminal activity on the road as a collective. Data can only be held for a fixed amount of time without further police authorisation and this could be lost which could affect an investigation. 
ANPR is not a definitive answer to solving and pursuing offenders that use the road networks. It is an aid in the disruption of criminal activity and it can be effective in gathering data and assisting in tackling crime. 

Mobile and static speed cameras
Speed cameras are automated or handheld cameras that are located at the side of the road to take pictures of vehicles that are travelling faster than the legal speed limit. This can be both static through a mounted camera device or operated by a person. 
Speed cameras are responsible for reducing accidents by between 17 and 39 per cent and fatalities by 58 and 68 per cent within 500 meters of placed cameras (Tang, 2017).
Other advantages of mobile speed cameras are that it deters people from speeding and actively remind drivers to reduce their speed regardless of whether they are committing an offence or not. They reduce costs from preventing accidents, preventing casualties and therefore costs on the NHS and generally place money back into the system by issuing fines to offenders (Steinbach et al, 2017).
The disadvantages of speed cameras are that offenders will take a route that is not enforced by cameras to enable them to speed without being caught. Local residents and regular travellers will know where the cameras are and will slow down their speed only in the direct vicinity (Steinbach et al, 2017). 
[bookmark: _Hlk99827706]Mobile speed cameras cannot actively stop vehicles to progress an investigation as small offences can indicate larger offences.  Often drivers who travel at excessive speeds are more likely to be involved in committing offences. Officers often rely on smaller offences to build a ladder of suspicion and use classic policing investigations to uncover bigger offences (Devon and Cornwall Police, No Date).
Speed cameras in Wales are limited to a fixed camera site based on previous collision and causality locations. This is a reactive approach rather than a proactive measure to prevent incidents in other potential locations (GoSafe 2022). Mobile speed cameras can avoid this problem as it’s operated by police staff and the location can be moved to areas that pose a risk compared to a stationary camera where often people are aware of their locations. 
Overall, static speed cameras are cost-effective in disrupting speeding offences on roads, they can be avoided by knowledge of their locations by offenders. Mobile cameras are more effective however it requires police staff at a higher cost compared to a stationary camera.  Staff who are operating the cameras can make contact with patrol officers to proceed with further investigations if required where a stationary camera cannot. Mobile speed cameras also look for offenders who are committing smaller offences in relation to the fatal five causes of death and serious injury.  The fatal five are excessive speed, not wearing a seat belt, driver distractions including mobile phones, use of alcohol or drugs and careless and inconsiderate driving (Devon and Cornwall Police, 2014). 
Mobile and static speed cameras don’t actively pursue offenders however these cameras are part of the bigger picture.  Statistics stated above show they are extremely cost-effective and having staff working the mobile speed cameras can make reports and implement a human element in reporting these vehicles to the road traffic officers in the local area so further enquiries can be conducted. 
Conclusion 
An evaluation of the different options that the police have available to disrupt and target criminal activities on the road networks, there are strengths and weaknesses to all the resources that the police have available. Officers have the means to essentially disrupt offenders more effectively with the aid of CCTV, ANPR and speed cameras as a tool to assist officers. Each is good but used in different ways, but they work together to create an effective approach.  Technology can’t replace a personal approach or empathy but can give a lot of information and intelligence that can be utilised in the disruption of criminal activity on the road network. 
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