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[bookmark: _Toc228449143]INTRODUCTION
Healthcare organisations have become prime targets for cyber attacks, and the statistics back this up. HealthPlus Analytics operates in this high-risk environment, handling sensitive patient records for hospitals and clinics across the UK. The company recently suffered two serious incidents: someone gained unauthorised access to patient data stored in the cloud, and a ransomware attack locked up the analytics servers. These events have made it clear that HPA's current security measures aren't good enough. The board wants a practical framework that addresses the risks, meets legal requirements, and actually gets implemented rather than sitting in a drawer.
[bookmark: _Toc228449144]1-Identification of Threats
In computing, understanding what you are protecting against is the first step in building good security. In cybersecurity, a threat is any action or event that can exploit a vulnerability and affect the confidentiality, integrity, or availability of information. At HealthPlus Analytics (HPA), this translates into risks to sensitive data. These threats are divided into external and internal types, and this section will identify and analyze them to understand their origin and prevention.
External Threats
External threats are cyberattacks that come from outside an organisation, usually carried out by hackers trying to access systems or sensitive data without permission. These include attacks such as phishing, malware, and denial-of-service, which can disrupt operations. Ransomware is especially dangerous for healthcare organisations because it can stop services and cause serious losses. In HPA’s case, attackers used phishing to steal credentials and deploy ransomware on their servers [1]. Healthcare organisations are often targeted because patient data is highly valuable, and companies are more likely to pay quickly to restore essential services. The attack was successful partly because HPA lacked proper network segmentation, allowing the ransomware to spread across multiple servers.
Phishing is commonly the first step attackers use to gain access. They send emails that appear legitimate to trick employees into clicking malicious links or entering their login details on fake websites [2]. At HPA, it is likely that employees received emails that seemed to come from trusted sources, such as IT support. Once an employee entered their credentials, attackers gained legitimate access to the system. These credentials were then used to access systems remotely without raising suspicion. Implementing multi-factor authentication could have prevented this, as a password alone would not have been enough.
 Internal Threats
Internal threats are security issues that come from inside the organisation. In HPA’s case, the cloud data breach can be seen as an internal problem. It likely happened because someone with legitimate access either misconfigured the cloud settings or used a weak password that attackers were able to steal [3]. This highlights common internal risks such as configuration errors and weak password practices. The cloud system may have been exposed due to poor understanding of security settings, default configurations, or excessive access permissions. BYOD policies can increase this risk, as personal devices may be insecure. If an employee accessed the system from an infected device, their credentials could have been exposed, leading to the breach.
Threat Assessment
Based on the previous information, a table is presented to identify the main threats, whether they are internal or external, their impact on confidentiality, integrity, and availability, and their likelihood for HPA. Ransomware, negligent employees, and cloud misconfiguration are rated as “Very High” because HPA has already experienced these threats.

	Threat

	Type
	CIA Impact
	Likelihood for HPA

	Ransomware

	External
	Availability, Confidentiality
	Very High

	Phishing / Social Engineering

	External
	Confidentiality, Integrity

	High

	Supply Chain / Third-Party
	External
	Confidentiality, Availability
	High

	Zero-Day Exploitation
	External
	All three
	Medium

	Malicious Insiders
	Internal
	All three

	Medium

	BYOD Vulnerabilities

	Internal
	Confidentiality, Integrity
	High

	Cloud Misconfiguration
	Internal
	Confidentiality
	Very High

	Negligent Employees
	Internal
	Confidentiality
	Very High

	Nation-State Actors

	External
	Confidentiality, Integrity
	Medium



Both incidents have the same main cause: a lack of basic security controls. The ransomware attack started with a phishing email that stole employees’ login details and then spread across the system because HPA did not have proper network segmentation. The cloud breach, on the other hand, happened due to misconfigured access and a lack of monitoring to detect unusual activity. These were not very complex attacks; they were common methods that worked simply because essential security measures were not in place.
[bookmark: _Toc228449145]2. Security Policies
This section sets out the policies needed to address the issues identified in Section 2. Policies define the rules for how things should be done. Without clear policies in place, technical controls are less effective because there is no clear structure guiding how they should be used.
Access Control Policy
An access control policy defines who is allowed to access specific systems and data. HPA needs this because the cloud breach showed the risks of giving too many people too much access. This policy follows the principle of least privilege, meaning each employee is given only the access they need to do their job [4]. For HPA’s cloud breach, the impact would have been much smaller if the affected employee had access only to specific patient records instead of the entire system. This shows why access needs to be carefully controlled. The policy should assign access based on job roles, require approval for higher levels of access, include regular reviews to remove permissions that are no longer needed, and ensure access is removed immediately when employees leave the organisation.
Incident Response Policy
Incident response policy defines how to handle security incidents when they occur. HPA needs this because the ransomware attack revealed they had no clear process—nobody knew what to do when systems started encrypting [5]. This policy clearly explains who is responsible for what, how teams communicate, and what steps to follow when something goes wrong. It also sets clear timelines for responding to incidents. In the case of ransomware, every minute matters, as delays can lead to more systems being encrypted. That’s why the policy should include simple, step-by-step plans for situations like ransomware attacks, data breaches, and system compromises. This helps teams act quickly and confidently, without having to figure things out under pressure.

Data Classification Policy
A data classification policy explains how information should be grouped based on how sensitive it is. This is important for HPA because you can’t properly protect data if you don’t first understand its value. In this case, the cloud breach happened partly because all data was treated the same. Sensitive patient records ended up with the same level of protection as less important information, like marketing materials, which made them easier to access [6].  Classification means labelling data as Public, Internal, Confidential, or Restricted. Each level specifies required controls. Patient records marked 'Restricted' automatically get encryption and access logging; marketing materials don't need this.
[bookmark: _Toc228449146]3-Mitigation Measures
Based on the data obtained earlier, practical solutions are now presented that could have prevented the incidents experienced by HPA. Each control is designed to address specific problems identified in Section 2.
Multi-Factor Authentication
MFA supports the access control policy by requiring users to verify their identity with two factors instead of relying only on a password. In HPA’s ransomware case, even though attackers managed to steal employee credentials through phishing, MFA would have stopped them from logging in because they wouldn’t have had access to the second factor [7]. The attack began when RDP credentials were stolen, but if MFA had been in place on those servers, the incident could have been stopped from the start. The same applies to the cloud breach—since it relied on compromised credentials, MFA would have prevented that access. In fact, research shows that MFA can reduce the risk of account compromise by up to 99.22%. Because of this, HPA should use MFA across all remote access points, cloud services, administrative accounts, and any systems that handle patient data.
Network Segmentation
Network segmentation implements containment by dividing the network into isolated zones. For HPA's ransomware, segmentation would have prevented spread. When ransomware infected the first analytics server, segmentation would have blocked it from reaching other servers [8]. The attack spread so widely because all systems were able to communicate with each other without restrictions. Network segmentation solves this by separating systems into different zones—for example, analytics servers in one area, cloud systems in another, and hospital connections in a separate zone. Firewalls control the traffic between these zones and only allow communication when it’s really needed. Research shows that this approach can reduce lateral movement by up to 99%. For HPA, this would have meant the attack stayed contained to just one or two servers instead of affecting the entire network.
Security Awareness Training
Training strengthens the human layer of security by helping employees recognise threats. In HPA’s case, both incidents likely started with phishing, so training would focus on identifying and reporting suspicious emails before interacting with them.
Regular, ongoing training works best—monthly sessions help reinforce knowledge, while simulated phishing gives employees practical experience. For HPA, this would mean running monthly simulations, providing immediate feedback, and supporting this with quarterly training [9].
Vulnerability Management
Vulnerability management focuses on identifying and fixing security weaknesses before attackers can take advantage of them. In HPA’s case, the ransomware likely spread because the analytics servers had unpatched vulnerabilities.
A proper approach includes regular scans, prioritising critical patches within a short timeframe, and using temporary controls when systems can’t be updated immediately [10]. For HPA, this means testing patches in non-production environments, applying updates during scheduled maintenance, and isolating systems that cannot be patched to reduce risk.

[bookmark: _Toc228449147]4-Monitoring and Response
SIEM Implementation
This part focuses on how HPA can spot security incidents as early as possible and react quickly when they happen. No system is completely secure, so some attacks may still get through. The key is detecting them in time and responding fast to reduce their impact. SIEM helps detect threats in real time by collecting and analysing security logs from across the system. For HPA, it could have flagged unusual RDP activity before the ransomware was deployed, as well as suspicious access to cloud data during the breach [11]. It works by bringing together logs from firewalls, servers, cloud services, and applications, then connecting the dots to spot patterns that indicate an attack. In healthcare environments, SIEM can reduce detection time from weeks to just hours. For HPA, this means setting up detection rules tailored to their systems, defining what normal activity looks like, and creating alerts for anything unusual.




NIST Incident Response Framework
The NIST framework gives a clear and organised way to handle security incidents. When ransomware hit HPA, they didn’t have a proper response plan, which made things worse. NIST SP 800-61 Revision 3 offers proven steps that also align with standards like HIPAA and GDPR.
It breaks the response process into simple stages: Identify, Protect, Detect, Respond, Recover, and Govern. For HPA, this means creating clear playbooks for situations like ransomware, data breaches, and system attacks, so teams can follow defined steps instead of trying to figure things out under pressure [12].
Incident Response Flowchart
Now that enough information has been gathered, a flowchart has been created to better understand the sequence of the response process. It shows how HPA’s security team should act when an incident occurs, from when an alert is triggered to how it is classified and handled. This visual representation makes the process easier to follow and helps ensure a clear, consistent, and effective response, regardless of who is managing the incident.


The flowchart is presented below.








FLOWCHART
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The flowchart begins when an incident is detected, either through a SIEM alert or a user report. The first step is to check whether the incident is real. If it is not, it is closed as a false positive and the process ends; if it is real, the process continues.
Next, the incident is assessed based on its severity. If it is critical, it is immediately escalated to the CISO. For high, medium, or low severity incidents, the team proceeds by carrying out containment actions.
Once the incident has been contained, the next step is to identify the type of incident. At this point, the process splits into three paths: if it is ransomware, the affected systems are isolated and backups are activated; if it is a data breach, compromised credentials are revoked and the exposed data is identified; and if it is a system compromise, the affected servers are isolated and forensic evidence is collected.
After this, all paths come together in the eradication phase, where the threat is removed. The process then moves into system recovery. During this stage, the team checks whether all systems have been fully restored. If not, the process loops back to continue recovery until everything is back to normal; if yes, the process moves forward.
Finally, a post-incident review is carried out, where the incident is documented and lessons learned are identified, bringing the process to an end [13].
[bookmark: _Toc228449148]5-Training and Awareness
Technical controls can fail when employees click phishing links. In HPA’s case, the incidents happened because attackers took advantage of human mistakes rather than system weaknesses. Training staff to recognise phishing is important, but one annual session is not enough. Studies show that using only one method, like training or simulations, is not very effective on its own. A better approach is to combine both. HPA should provide regular training, such as monthly reminders, realistic simulations, and quick feedback, to help employees stay aware and respond properly to threats [14].
[bookmark: _Toc228449149]CONCLUSION 
This report shows that HPA’s security failures were caused by both technical weaknesses and a lack of user awareness. It identifies key threats, sets out security policies, applies technical controls, introduces monitoring systems, and highlights the need for ongoing training to reduce risks.
The incident response flowchart brings all these elements together, guiding the team from initial verification to severity assessment, containment, and the appropriate response for different incidents such as ransomware, data breaches, or system compromises.
However, the flowchart alone is not enough. Security requires continuous updates to systems, regular employee training, and active monitoring. Only by integrating all these elements into daily operations can HPA achieve effective and lasting protection.
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Our 5-Part Defense Strategy

1. Identify threats we actually face
2. Create clear security policies
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Real Threats to HPA

Phishing emails targeting staff
Ransomware attacks on servers

Insider threats (accidental or malicious)
Weak passwords and stolen credentials

Unpatched software vulnerabilities





image8.png
Clear Rules Everyone Follows
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Technology That Blocks Attacks
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Catching Attacks Early
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When Attack Happens: Our Process
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Employees Are Our Strongest Defense

Technical controls fail if employees click phishing
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Next Steps: What We Do Now
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Bottom Line

HPA needs integrated defense, not just technology
Every component works together:
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What Happened

Ransomware encrypted analytics servers
Unauthorized access to patient data in cloud

Both incidents exploited weak defenses

Patient privacy at risk, operations disrupted
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Why We're Vulnerable

1. No multi-factor authentication

2. Employees clicked phishing emails
3. Systems not monitored in real-time
4. No incident response plan

5. Annual training is not enough





