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TASK I. RESEARCH
	Computer forensics’ importance is at an all time high today thanks to the rise of cybercrime and its growing impact derived from the mass spread of high end technology. Solving said cybercrime however, can only happen using the necessary tools. So, this part of the task will focus on some of these notable tools and what brings them such significance in the field.
1. EnCase
EnCase was developed by Guidance Software and is one of the most used forensics tools. Its idealisation mostly lies in law enforcement, investigations (mostly corporate) and cybersecurity. 
EnCase started being used in 1998, setting standards for the collection of digital evidence. And even for being relatively old, it’s renowned for its comprehensive capability in digital investigations. It allows for data acquisition from several devices, computers, phones, tablets, and cloud services which makes sure of the integrity and admissibility of evidence in legal proceedings, through write-blocking and hash verification. This makes it one of the most trusted tools within the pro space.[1]
[2]


The tool is also quite versatile. EnCase gives end-to-end functionality through several key areas. With data acquisition, investigators can create forensic images of drives which include hard disks, removable media and SSDs to make sure there are no unforeseen data alterations during capture. It also allows for precise forensic analysis of files, even deleted ones, registries, log files, and data that’s encrypted. Its report generation features help present whichever resulting findings for either a court of law or just internal usage. This streamlines legal and administrative aspects of these investigations.[1]
[3]

Also, EnCase supports EnScript which is a scripting language allowing investigators to customise and automate tasks to make investigations far more efficient. [1]

Historically EnCase has been instrumental in several landmark investigations, notably the BTK Killer case; metadata retrieved by using a floppy disk with the use of EnCase directly leading to the arrest of the suspect in question. Said case is famous for being cited in digital forensics training, setting the precedent of just how important proper usage of tools is in criminal investigations. EnCase also coincided with the rise of the internet (and subsequent rise of digital crime) where it helped professionalise digital forensics as an actual discipline at the turn of the millennia. When OpenText acquired Guidance Software in 2017, the tool ended up being integrated into a broader enterprise security and digital investigation platform; thus continuing its traditional and modern legacy in cybersecurity.[2]
[4]
[1]


2. FTK 

FTK, or Forensic Toolkit, is a digital forensics software suite which was originally conceived by AccessData but nowadays is managed by Exterro. FTK is most known for how robust it is with its capacity to acquire, analyse and report data which makes it a staple tool in the field.[5]

Its purpose is to streamline the process of digital investigation. It does this by giving the user access to tools to make data analysis easier and more efficient. The use of a centralised database significantly reduces the processing times of cases as it indexes the data faster. [6]

FTK has a bunch of key functionalities which make the tool so great; data carving – which recovers deleted data from unallocated disk space. Email analysis is also something FTK is very good at, the parsing and examination of email (meta)data. FTK can also decrypt files and crack passwords, investigate registry files, and can create graphical representation of data to help analyse.[5]
[6]

Since its inception in 2008, FTK has had heavy influence over the methodology of computer forensics. It was one of the first tools to be a fully integrated suite which could handle the entire process of the investigation. However it also happened to be user-friendly and powerful at the same time which is ultimately what made it hugely popular in the field. [6]

FTK’s success has led it to its wide use in law enforcement and government agencies, as well as private sector orgs, which shows just how trusty and effective the tool is, and its contribution to high-profile cases have only consolidated that.[7]



3. Autopsy and The Sleuth Kit
Autopsy and TSK are essential tools in computer forensics. They are particularly revered for their “open-sourcedness”, adaptability, and reliability. TSK, developed by Brian Carrier, is a powerful collection of command-line tools and libraries for the analysis of file systems and volumes and disk images. Autopsy is a GUI that was introduced later to facilitate the access to TSK to users who might not know about command-line environments.[9]
[8]

These tools are used mainly by law enforcement, academic researchers, and also incident response teams. They can recover deleted files, parse metadata, generate timelines of user activity, and extract artifacts from OS’s and apps. Autopsy’s structure makes it so that developers can add mods, like for email analysis, hash set filtering, SQL databases, and data extraction from Android devices.[9]
[9], [10]

Arguably the most important of aspects of Autopsy and FTK is how they handle the democratisation of digital forensics. Before being developed, most forensic tools cost a lot of money. This limited access to institutions even well-funded because of how proprietary the tools were. But the open-source nature of the tools made it much more accessible to smaller law firms and other establishments of little stature. [8], [11]

Autopsy and TSK have been very historically influential. TSK was a generation ahead of the Coroner’s toolkit, one of the earliest Unix forensic suites. TSK expanded on that effort by providing support for modern file systems and more sophisticated forensic analysis. Autopsy made these capabilities more user-friendly by developing a GUI that significantly reduced the learning curve for new investigators and students.[10]
[8]

Large organisations also rely on them. The U.S. Department of Homeland Security has sponsored continued Autopsy development to ensure it is compatible with today's forensic requirements. The tools have been referred to in numerous court cases and forensic courses and have demonstrated they can be relied on to be valid evidence.[11]
[12]


4. Sherlock
Sherlock is an open-source software utility that assists investigators in examining and interpreting digital evidence. Sherlock was designed to assist investigators in the analysis of cybercrime which made it simpler to sift through ample digital data.
Sherlock is predominantly utilized in analysing digital forensics. This enables examiners to view and comprehend digital evidence so they are able to establish connections and patterns in data with ease. By providing means to think about and relate evidence, Sherlock assists in developing transparent stories between varied digital objects, a critical aspect in crime and civil cases.
The main use of Sherlock is that it targets digital forensics rather than data collection. Digital forensics is more laborious and requires less equipment than data collection. As most people today have digital devices and everyone is generating data like never before, good analysis tools are necessary. Sherlock assists in this by having features in place to comprehend digital evidence, so forensic analysis is quicker and improved.
Sherlock is progressing towards open-source software in digital forensics. It promotes accessibility and creates a sense of community improvement. By providing a platform for problem-solving in digital analysis in investigations, Sherlock enhances forensic methodology and addresses growing demands for sophisticated analysis tools in investigations.This section references [13]


5. WireShark
Wireshark is a well-known program that examines network protocols and scrutinizes network traffic thoroughly. It is a useful aid in digital forensic investigations since it allows investigators to analyse carefully packet communications. Wireshark was originally named "Ethereal" in 1998 by Gerald Combs but was renamed in 2006 due to a trademark problem. It remains one of the most easy and effective network analysis tools available today.[14]

It is primarily used for the analysis of network traffic in real time – or from stored packet capture files. In forensic investigations this allows the analyses to what can only be compared to show the scene of the crime as it happened, in the world of forensics. Wireshark supports hundreds of protocols and its filtering features make it really effective in isolating forensic evidence.[14]
[15]

Wireshark is employed by digital forensic examiners in examining VoIP calls, encrypted sessions, DNS requests, and HTTP. For instance, stolen information can be identified or a message can be tracked to command-and-control servers in case there is clear data about the network.[16]


Deep-packet inspection capabilities is what makes Wireshark significant. It’s open-source and has a comprehensive protocol support – it allows for investigators to understand how data makes its way through networks, which is integral to confirming forensic theories.[14], [15]

Its aim is to educate individuals on cybersecurity, in which employees and students are taught about how a network functions and its vulnerabilities. Since it provides a visual front end and easy instructions to follow, Wireshark is a valuable tool both for analysis and for instruction.[15]

Wireshark has had a big impact on digital forensics. It was one of the earliest open free tools to reveal what is going on in network traffic, and individuals across the globe continue to enhance it. In 2023, the Wireshark Foundation was established to assist with network security research as well as open-source education initiatives.[16]
[11]



















References:

[1] OpenText website https://www.opentext.com/en-gb/products/forensic
[2] EnCase Wiki page https://en.wikipedia.org/wiki/EnCase
[3] Digital Forensics Wiki page https://en.wikipedia.org/wiki/Digital_forensics
[4] Data Expert on EnCase https://www.dataexpert.eu/news/encase-where-it-all-started/
[5] FTK’s Wiki page https://en.wikipedia.org/wiki/Forensic_Toolkit
[6] Forensic Field https://forensicfield.blog/forensic-toolkit-ftk
[7] Marshall University’s FTK tutorial https://www.marshall.edu/cyber/2016/01/05/digital-forensics-with-the-accessdata-forensic-toolkit-ftk
[8] The Sleuth Kit Website https://www.sleuthkit.org/sleuthkit/
[9] Autopsy (TSK Website) https://www.sleuthkit.org/autopsy/
[10] Sans Institute: Autopsy 3 https://digital-forensics.sans.org/blog/2013/01/03/autopsy-3-the-next-generation-of-digital-forensics-platforms/
[11] NIJ Report https://www.ojp.gov/pdffiles1/nij/219941.pdf
[12] US DHS: Autopsy https://www.dhs.gov/science-and-technology/csd-autopsy
[13] GitHub Repository “Sherlock – A Digital Forensic Analysis Toolkit” https://github.com/inp2/sherlock
[14] Wireshark User guide https://www.wireshark.org/docs/wsug_html_chunked/ChapterIntroduction.html
[15] KnowledgeHut, “What is Wireshark” https://www.knowledgehut.com/blog/security/what-is-wireshark
[16] Wireshark Foundation https://www.wireshark.org/




TASK II. RESEARCH
1. Introduction

1.1. Case Overview
Rich Daley, ex-employee of the CMMC, was reportedly stealing IP and sabotaging data for the Samsung Galaxy Z Flip 6 which he worked on. Prior to his resignation he deleted important files and tried to sell out to 360tech.

1.2. Objectives
We need to:
· Recover the files Rich deleted
· Check for data exfiltration
· Provide forensic evidence of this supposed sabotage 
· Ensure the integrity of the data remains intact

1.3. Methodology
The investigation followed a formal process of digital forensics:
· Preservation of Evidence: Seizing the suspect's workstation without modifying data.
· Disk imaging: This involves making a forensic copy of the storage media.
· File Recovery: Retrieval of deleted files with special software.
· User activity analysis: Examining logs, time stamps, and access history.
· Reporting: Documenting evidence in a legally acceptable manner.

2. Precautionary measures for the protocol

2.1. Chain of Custody
· The suspect machine was disconnected from the network to avoid remote wiping.
· The form was signed to establish custody of evidence

2.2. Forensic workstation setup
· We used a hardware write-blocker (Tableau T35u) to prevent changes  to the original drive
· Kali Linux in forensic mode was used on a forensic computer.
· Integrity of all the equipment was confirmed before use.

3. Imaging and extracting the data

3.1. Acquisition Process
We first remove the Samsung SSD from Rich’s workstation then connected via the write-blocker so that no data can be changed.
Then we create a bit-for-bit copy, enabled compression and made sure to capture everything, even down to the space left unallocated. We then generated a pre-image SHA-256 hash of the original hard drive and compared with the post-image hash to see if any match is exact.
Then we saved the image to a forensic encrypted hard drive, and updated the chain of custody log with important info such as timestamps.

3.2. Findings

We have successfully managed to create a full disk image – without any errors. The hash [Insert SHA-256 Hash] was matched before the imaging and after it.

4. Configuration of the hardware

4.1. Suspect Workstation Specs
Rich has a Windows 11 Pro, an Intel Core i9-13900K, 64GB of RAM DDR5, and 1TB of NVMe SSD Storage (on the Samsung phone).
4.2. Workstation Setup
We have a Kali Linux in Forensics Mode, Autopsy, FTK, Photorec and Volatility, along with 2TB of external storage for evidence.

5. File system analysis and recovery

5.1. Recovered Files
The files we recovered using our forensic tools are in the location C:\Users\RichDaley\Projects\Samsung_ZFlip6 . The files we ended up finding were GUI_Design_Final.mb on Autodesk Maya, Interface_Sketch.psd on Adobe Photoshop as a draft, and User_Flow_Diagram.pdf .
5.2. Sabotaging evidence
The evidence we found through analysing the files is that Rich deleted the files one day before resigning, and that he bypassed the recycle bin on his desktop to prevent them being easily recovered.
6. User Activity Analysis

6.1. Key Findings
What we found next was a SanDisk USB connected on a few days before Rich’s resignation. That same day the Google drive activity took place that was detected, with files uploaded to 360tech’s business email. That same email, Rich sent attachments to.
6.2. Browser History
Searches in Rich’s deleted browser history included very obvious traces of his attempted sabotage, “inoffensive” stuff like “how to permanently delete files in Windows 11” and “Best data wiping tools”.
7. Collection of Evidence

7.1. Evidence Summary
· The deleted design files were recovered from space that wasn’t allocated.
· The USB transfer logs were detected thanks to the Windows Registry.
· The email correspondences were exported from Outlook PST.
· The Google drive sync logs drove us to discover the cloud uploads.

7.2. Legal Admissibility
The guidelines were followed through the ACPO rules where evidence was collected; and we kept stored the metadata and timestamps.
8. Conclusion

8.1. Findings
We can conclude that Rich Daley deleted important files on purpose prior to his resignation, that evidence of his doing suggests he exfiltrated data via USB and cloud storage – and that the files recovered confirm that he did indeed commit intellectual property theft. 

8.2. Final Recommendations
All we have to do now is to take legal action against Daley and 360tech with the charges of litigation, then implement automated backups, impose a few more restrictions on the USB port access and make sure we are monitoring data transfers between employees thoroughly to increase the security at the workplace.

The invoice would take into account the number of hours taken to realise the forensic imaging (4 hours) then the data recovery and file carving (8), the user activity analysis (6) then the forensic report preparation (3). This would amount the cost of the services for an invoice to be around £3,640.
