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	Basic Digital Safety


In the current digital era, managing the online safety plays a vital role. Being safe online means that each individual need to protect others and themselves from online risk and harm. This can jeopardies the personal information of each individual and lead to affect the wellbeing, mental health and unsafe communication. The basic digital safety helps in maintain and protecting the personal information and online presence.

Stay software updated: Regularly updates of the software plays a crucial role in security. This permit for the automatic update to function browsers, operating system and different software to makes sure the updated security patches. 
Mindful of social media: By changes in the privacy setting is essential on the social media. This makes sure about who can grasp the personal information, post and avoid posting the personal information and individual select the option of close friend with the selective ones. 
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Back up: The on-going backup is paramount for gathering the data with the cloud storage and hard drives, the antivirus software. Stay sceptical of request and offers online, sometimes it seems to be perfect, these are not. Always be informed about the protection strategies and digital threats. By working with the practices related to the digital safety, individual can protect and stay safe with the personal information. This makes sure about the online security and experiences. For additional support and resources, anyone can contact to the support team of IT.
Permit 2FA (Two factor authentications): This means the user needs to submit two authentication factors which can prove who they are (Tomczyk, 2019). This offers the extra layer of security, this not only required user name and passwords; it also needs something which user has such as smartphone app or physical token. Be attentions with the emails: Please avoid to click on the certain and unknown links with the seen out for harsh scams, verify attachments, these can ask for the financial information or personal details.
















Create a strong password: By generating the strong password is the paramount within foundation step. Utilise the mix of lowercase letters and upper case letters, special characters and numbers. This can be helpful in avoiding the assumable data such as password of the mobile number of name. This is paramount to utilise the unique passwords for the various apps and accounts, this need to be in 12 characters lengths or long.
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