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Introduction
The concept of the website is to have a database with dynamic content, which was decided to be Overwatch professional players and overwatch character information. The database will have four database tables but three of them will contain the overwatch related content while the last one will contain the login information to allow you to access the data website to see all the data. This report is to discuss how to setup the database, any security issues that were discovered with the database and any implemented defences and security threats that may be occurring with this database and how things could have been changed to protect the database better.
[bookmark: _Toc134986549]How to setup database
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Description automatically generated]Open the zipped OWPro.rar file and add it to wampserver64 as regular windows file named OWPro.
Open phpMyAdmin and go to the SQL section and paste the overwatchprofessionals.sql code from the submission page into that SQL database. This should allow you to login on the localhost/owpro/login page with one of the five logins being:
[bookmark: _Toc134986550]Rundown of the website
[bookmark: _Toc134986551]Pro Players
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Description automatically generated with low confidence]The pro players section of the website shows all the players that are competing in the league that have entered in their information, this information is stored on the database know who is playing under what alias and some information for them that can be used if you were to talk about them when casting a game. 
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Description automatically generated with low confidence][image: A screenshot of a computer

Description automatically generated with low confidence]The hero’s section of the database shows all the current heroes with the role that they have in the game, the health pool the hero has then some extra information such as their nationality and their age, the health pool and role may change depending on the game’s balancing changes which is why the edit button is useful for the heroes database. 
[bookmark: _Toc134986553]Personal
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Description automatically generated with low confidence]The personal tab links to the pro players database section, giving more personal information on each person that is in the database, such as their full name, date of birth, email and then the battle tag that corresponds to them using a foreign key system, for a future update that could improve this section, when entering a battle tag it would grab from the ones that are in the pro players database rather than having to type up the battle tag again. 

[bookmark: _Toc134986554]Login
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Description automatically generated]The login section is very self-explanatory, it’s for the staff information to get into the website and enter player information, hero information and personal information whenever they need to, the logins let you get into the database without having to try and brute force your way in, since you’ll have a correct login to get in. 


[bookmark: _Toc134986555]Security Issues
[bookmark: _Toc134986556]Broken Access Control
There are many security issues that needed to be discussed and thought of when making this database to make sure that it worked correctly and had no issues, one of the big issues that was taken into heavy consideration was the broken access control, making sure that the entire data website would link to itself correctly and be able to insert data and edit it without causing damage to any other sets of data while you are at it. One of the easiest ways to prevent a broken access control was to make a blank slate of the web that connects to itself all correctly then edit it for each database changing all the ids and information to what was needed for that database. The reason that this could have become a huge issue for the website is because if the access control is broken and not aligned up correctly with links then data could be sent to the wrong database or data could be spat out at you with an error and not be uploaded, so making sure that your links are all in order allows the database to work correctly.
More of the vulnerabilities with a broken access control can include violation of least privilege meaning that everyone has access to everything, metadata manipulation, where you change the data for your own gain and the company’s own loss. Bypassing control checks by changing the URL to avoid the user logins, getting access to the database when you shouldn’t have access to it. There are many ways to prevent these issues from occurring on your database, having log access control failures that can alert admins of people who are trying to break into the database and can track what they have done, the database can have certain users have more access than others on the database so not everyone can change the data on their own accord.
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Description automatically generated with low confidence]
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Description automatically generated with medium confidence][image: A screenshot of a video game

Description automatically generated with medium confidence]The access control on the database created works perfectly as when you want to create, edit or delete users on the database you can do so freely by clicking on the respective buttons to change sections for each part of the data. 
[bookmark: _Toc134986557]Insecure Design
Insecure designs on the database website can be many different weaknesses that represent the entirety of ineffective control designs. One of the biggest factors that make insecure designs so prevalent is the lack of risk profiling on the software or systems, which means there is failure to determine what security level is required on the database to protect it.
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Description automatically generated with medium confidence]Secure design is the methodology that will constantly evaluate threats and analyse them to make sure that the code is strong enough to protect the website from any potential attacks that may occur on the website, doing constant risk analysis to determine where there could be risks of attacks. To prevent an insecure design, you need to establish and use a secure development lifecycle to evaluate and design security controls, write unit and integration tests to validation that all flows are resistant to the threat models and use threat modelling for authentication, access control and key flows. 
An example of secure design, using a login for the website to make sure that people cannot access it it unless they have a username and password.
[bookmark: _Toc134986558]Web Release Discussion
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Description automatically generated]If this data website was to get released to the web, then there would have to be many different forms of security and defences that must be implemented to protect the information on the database from any potential attacks that may ensue, or anyone that is deliberately attempting to break the database. 
One of the best places that could have been edited and made a lot better for an official public release would have been the dashboard as it is rather basic and doesn’t have any relevant data presented for the user to view.
[bookmark: _Toc134986559]Implemented Defences
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Description automatically generated]When implementing defences, making sure on the data entry forms that it requires you to enter information in all the form boxes and making sure if the variable is an int for example that you can only enter numbers into the database to prevent there being any errors when submitting data was one of the biggest key factors. Making sure that people enter all their data correctly to make sure that nobody is missing any informaton was a must because empty data places can cause errors on the phpmyadmin and leave there blank cells.
The only place where this isn’t inserted correctly is on the role selection for the players and the hero databases, but this can be fixed in the php code by making one of them set as the default so the person adding the data must choose one of them rather than leaving it blank. The age input type on the database has the input type set as int only so there is no way that anything else can be added into the age section except for numbers.
[image: ]
[bookmark: _Toc134986560]Security Threat
One of the biggest security threats is on the database, once you have access to the website then you are able to manipulate all the databases, including the login database which means you can lock everyone else out and change their passwords so only you can access the database, the change I would make for this section of the database is to make it so that you need an extra higher level login for that section of the database so only higher ups with the correct details can change who can have access to the entire database rather than everyone being able to get into the login database and changing what they please. [image: Graphical user interface

Description automatically generated]As this poses a huge security risk with anyone being able to access this section meaning they can manipulate and remove all the users on the login details and basically lock everyone out of the database, which can cause issues as they would have access to all the data while nobody else can. Making it so when you click onto the login section, it prompts you for a “account manager login” before letting you see all the information would be the best way to prevent access for people who shouldn’t be seeing the login section.

image5.png
Update Hero Information

Hero Name:

Ana

Role

OTank O Damage ® Support
Health Pool:

200

Nationality
Egyptian

Age

60





image6.png
Heroes

Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit

Edit

Ana

Ashe

Baptiste

Bastion

Brigitte

Cassidy

Dwa

Doomfist

Echo

Genji

Hanzo

JunkerQueen

Junkrat

Kiriko

Lifeweaver

Role

Support

Damage

Support

Damage

Support

Damage

Tank

Tank

Damage

Damage

Damage

Tank

Damage

Support

Support

Health

200

200

200

300

200

200

650

450

200

200

200

450

200

200

200

Nationali

Egyptian

American

Haitian

German

Swedish

American

Korean

Nigerian

Singaporean

Japanese

Japanese

Australian

Australian

Japanese

Thai

Age

39

36

30

23

37

19

45

20

35

38

37

25

2

29

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete




image7.png
Personal Details

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

lestyn

Jake

Kira

Martin

Zoey

Kane

Zak

Rhys

Prashant

Josh

Rhys

will

Lucas

Edwards

Rosser

Bland

Psenicka

Schofield

Beckett

False

Smith

Gareja

Rigby

Hughes

Meredith

Rogers

lestynED@yahoo.co.uk

jrosser2002@gmail.com

blandyk10@gmail.com

Pizzalover@hotmail.com

ZiggySchofield@gmail.com

Becketk@gmail.com

ZakOW@gmail.com

RSmith06@gmail.com

CaptainPrash@gmail.com

Riggers@yahoo.co.uk

HUG18845998 @stu.gcs.ac.uk

WMeredith@gmail.com

Ludanobe@gmail.com

Date of Birth

2003-04-17

2002-11-13

2003-10-10

2003-02-03

2003-06-07

2003-10-03

2005-05-17

2006-08-06

2002-02-28

2000-05-04

2003-08-29

2003-11-26

2003-06-04

Nationality

Welsh

Welsh

English

Czech

Welsh

Welsh

Welsh

Welsh

Indian

Welsh

Welsh

British

English

Gender

Male

Male

Female

Male

Female

Non-Binary

Male

Male

Male

Male

Male

Male

Male

Battletag

Ace#25757

Dominus#21446

Blandy1010#2704

Pizzalover#21597

Zoey#22762

Aegislash#21407

False#21507

Lemon01#21842

CaptainPrash#2182

Gwyn#21352

ROMP3E#2925

Merro#21946

Luda#12934

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete




image8.png
Login Details

Name Password
Edit jake rosser Delete
Edit admin password Delete
Edit admin letmein Delete
Edit username. password Delete
Edit paul john Delete

Display || Create





image9.png
Update Player

Alias
Dominus#21446
Pronouns:
He/Him
Age
20

Role

@© Tank O Damage O Support
Most Played Hero:

Ramattra





image10.png
Delete Player

Do you wish to deleted the selected Player ?

. o




image11.png
Please sign in

\ sername

Password

ign in

© JR Computing 2024




image12.png
Overwatch Professionals and Heroes - Learn more about Players and Heroes

Overwatch is a 5v5 player based shooter game, and it's competitive scene is thriving. Lately more players have been
wanting to get involved, this web database is here to show people about some of the players within a circle plus all of
the heroes and a list of information on each hero such as their healthpools and their nationalities.
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