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Cybercrime may be viewed by many as a new form of crime compared to the traditional crimes that are committed in the UK. However, criminal activity involving the internet, computer systems and its associated technology has been prevalent for many years. Cybercrime is not a new problem, and related incidents have been occurring in various forms for well over three decades.
Manky (2013) suggests that since the earliest days of the computerisation of phone systems, people probed and sought ways of manipulating those systems for personal benefit – albeit only for the reward of free calls.
However, one author argues  
‘Cybercrime’ does indeed represent the emergence of a new and distinctive form of crime’ (Yar, 2005 p.409-411) 
So, by the end of the seventies, America had begun to develop computer crime laws to guard against this new type of offence and by the turn of the century, concerns about cybercrime were beginning to escalate across the world. 
As computerisation grew in the home and in the workplace, more people adopted the internet which allowed cybercrime to also grow in parallel. Cybercrime became more prevalent in the 2000’s when social media usage became more popular.
Webster (2003) claims that we are now in the midst of a ‘new industrial revolution’, one that will lead us into a new kind of society, an ‘information age. Similarly, Hassan (2008) found that with the Internet becoming embedded in countless aspects, routines, and practices of today’s way of living; connectivity is now an established feature of our society.
These views are supported by the Office of National Statistics (ONS) (2000) who identified that 96% of households in Great Britain now have access to the internet with over 80% of these people shopping online and use internet banking. 
Cybercrime has not been officially defined amongst law enforcement agencies across the world, and this in turn is producing challenges to governments when crimes are committed in other countries. 
Yar (2005) defines cybercrime as a 
‘diverse range of illegal and illicit activities that share in common the unique electronic environment in which they take place’ (Yar, 2005 p.409-411) 
Whilst Moore (2010) argues that cybercrime is any crime that involves a computer and a network.
Similarly, Tomlinson (2017) views cybercrime as a signifying range of illicit activities whose ‘common denominator’ is the central role played by networks of ICT in their commission. 
Considering the views of these authors, I suggest that although cybercrime is performed in a virtual environment, there are variations in the meaning. 
As evidenced by the ONS (2000) the existence of the internet and its varying usage is increasing, and people now have access to everything from music, tv and online video gaming, and this increase in demand for such goods creates opportunities to be exploited by criminals. 
According to Newman and Clarke (2003) the range of social practices that people legitimately engage in will create distinctive opportunities for offending – what criminologists call ‘opportunity structures’ arising from people’s online ‘routine activities. 
As noted by Yar (2012) who explains that a further notable feature of the contemporary internet is the huge public uptake of new social media platforms (such as Facebook, Twitter and the like) which generate new patterns of vulnerability to misuse and abuse. In the same vein, Newman & Clarke, (2003) hold the view that when the internet was launched, the thought process was to make human life easier and much attention was not given to the possibility that it will soon be misused for purposes other than what it was intended 
According to Wall (2007), there is a link between technology and crime. The author determines that cybercriminal activities are harmful activities on a global scale.  Knowledge about cybercrime is often misconstrued and various crimes are mistakenly categorized as cybercrime due to the lack of knowledge about the characteristics and features of cybercrime.
This view is supported by Yar (2010) who writes that mass adoption of the internet has added various dimensions to the problem. 
The National Crime Agency (2016) publishes the UK’s Serious and Organised Crime Strategy which divides cybercrime into two broad categories, cyber dependent crimes and cyber enabled crimes. 
Cyber dependent crimes are offences that can only be committed by a computer or electric devices, which includes the spreading of viruses, malicious software, denial of service attacks and hacking. Cyber-dependent crimes are primarily acts directed against computers or network resources, although there may be secondary outcomes from the attacks, such as fraud. 
Wall (2007) suggests that the intrusion of the internet into every facet of life has not only provided new opportunities for the commission of traditional crimes (cyber-enabled and cyber-assisted crimes) in cyberspace, but has also given rise to the birth of new online crimes also known as cyber dependent.
Hacktivist groups are an example of a cyber dependent crime. They use computer network exploitation to advance their political or social causes. They form and select their targets in response to perceived grievances. 
While most of the hacktivist cyber activity is disruptive in nature (website defacement or Distributed Denial of Service), more able hacktivists have been able to inflict greater and lasting damage on their victims. (NCA 2016) 
Terrorist groups may seek to sabotage the computer systems that operate critical and military infrastructure to gain an advantage in the event of a terrorist attack. 
Individuals and criminal enterprises may also sabotage computer systems to steal personal information and extort victims for financial gain and conduct computer intrusions to steal sensitive data from private companies. 
State sponsored cyber-attacks are becoming more common (Security Intelligence 2019).  They are tactics used by enemy states or countries to target public offices and government departments by observing their enemies nations security. 
Consequently, we see the emergence of cybercrimes that are political in nature; these range from the sabotage and defacement of official websites, and the use of the Internet to instigate ‘hate’ campaigns by far-right extremists, to the activities of ‘terrorist’ groups aiming to recruit members and raise funds (Denning 1999)
Fennell (2015) explains that the interpretation of the terminology surrounding cyber dependent crimes has brought about many challenges for measuring and analysing such crimes and this in turn brings about confusion in the interpretation of the threats surrounding cybercrime. Fennell (ibid) also claims that although it is a widely recognised problem, attempts to quantify cyber-dependent crime have resulted in dramatically varied numbers, highlighting the difficulty of trying to establish the scale, cost and impact of attacks. 
The second category is cyber enabled crimes which are traditional crimes that are increased in their scale using computers and other forms of information technology. Unlike cyber dependent crimes, they can still be committed without the use of computers for example Fraud, theft, and sexual offences against children. 
Two authors describe cyber enabled crimes as
‘Crimes that encompasses sexual offending, interpersonal violence and intellectual property theft amongst the various categories of digital crime’ (Holt & Bossler 2017 p.236)
This view is supported by Wall (2007) who writes that cyber-enabled crimes are hybrid cybercrimes, which are the outcome of the integration of traditional crimes and networked technologies. 
A common cyber enabled crime is phishing, which focuses on targeting vulnerable users of the internet and socially engineer email messages 
Studies conducted by Ngo and Paternoster (2011), suggest that legitimate online activities, such as shopping and banking, increase the odds of becoming a phishing target. 
Another target of phishing is when users openly post personal information online via different social networking sites.  
However, authors Jansen and Leukfeldt (2016) argue that there is no association between online activities and the chances of becoming a phishing victim.
Levi (2017) claims that recent evidence suggests that cybercrime is on the rise. This view is supported by The City of London Police, (2020) Fraud and Cybercrime National Statistics UK, which reveal 408,540 cybercrime cases were reported between November 2019 and November 2020, and victims of these cases lost £2.2 bn in the UK 
Technology plays a significant role within the evolution of crime with many criminals taking advantage of new technologies and adopting new methods of committing crimes. With society turning digital, more opportunities are emerging for criminals online which may bring a new type of criminal. The traditional ‘street criminal’ may become something of the past.
There is a strong relationship between internet users, online activities, and the risk of experiencing cybercrime. 
The National Crime Agency (2016) maintains that cyber criminals are broadening their efforts and expanding their strategic modus operandi to achieve higher value pay-outs from UK citizens, organisations and institutions.
However, when these individuals are identified, it is often difficult for the UK and international law enforcement agencies to prosecute them when they are in jurisdictions with limited, or no, extradition arrangements (NCA 2016) 
Mihai (2015) suggests that the phenomenon of cybercrime is becoming more hostile and confrontational as both individuals and organized criminal groups take advantage of new criminal opportunities from the cyber environment.
Similarly, Leukfeldt, E, Lavorgna A & Kleemans E (2016) found that one major problem is that the concept of cybercrime is complex, and it encompasses an extremely broad range of different crimes; some can be assessed through an economic perspective, while others are motivated by ideology, passion and even revenge. 
These crimes present serious challenges for the criminal justice system.  It is struggling to adapt to crimes that take place in a virtual environment, and afford criminals new possibilities for anonymity, deception, and disguise. As new technology develops, it is not long before it becomes exploited for a criminal purpose. 
Cryptocurrency plays a role within the cybercrime arena. My presentation will explain what cryptocurrencies are and what makes them so attractive to criminals, the offences which involve the use of cryptocurrencies and the response by the police in relation to these crimes. 
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