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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  

IP addresses are used to send and receive data over a network.  The Internet Protocol (IP) is one of the most important standards in the modern connected world, wherein IP is used for the logical addressing of connected devices. [1] In non-technical terms, an IP address is like a postal address for data. When one types in a web address, this is converted in to an IP address for the destination the user is attempting to reach. The data is then returned to the senders IP with the requested content, which might be a website, a video, and so on.

The two types of IP address in main use are IPv4 and IPv6. IPv4 is the most common of these but has limitations. There are only a limited number of possible IPv4 addresses, and so we have to pay to use the available range. There are further limitations on IPv4 including internet routing table expansion and lack of end to end connectivity. 

Routing tables store a list of IP addresses for external network gateways. In a home network this would generally hold less than 10 addresses and rely on the ISP for the rest of the required functionality. [2]

IPv6 was developed to combat v4 limitations. It has vastly increased address space to allow for every device to have a unique address. It also has improved packet handling and eliminates the need for NAT.  Unique addressing means there is no longer a need to pay to use the limited IPv4 addresses.

The successor of IPv4 is not designed to be backwards compatible. [3] The specific developments include: 
· Four times the number of bits used for addressing in comparison to IPv4.  Source and destination addresses are 128 bits in lengths compared to 32 bits. [4]
· Simplified headers; wherein unnecessary information has been removed.
· With unique IP addressing, after it has been fully implemented every host will be able to connect directly without the limitations of Firewall and such. [3]
· Automatic configuration
· Faster routing
· Anycast support
· IPv6 was designed with mobility in mind; enabling roaming devices (such as phones, tablets and other smart devices) to change geographical area while maintaining a static IP address. [3]

When IPv4 was developed in the 70s, it was naturally deemed sufficient to cope with future growth, however by the 80s it had become apparent that this was not the case. [1] IPv6 was standardized in 1998, but due to the incompatibility issue with IPv4, the premise was unappealing.  There were not enough new features or benefits to warrant the cost of implementation for the majority of organizations, especially when, from an end user perspective, the system in place was not broken, it did the required job and therefore didn’t need replacing.

While this was the general thought across much of the world, China is a perfect example for a case where this differed.  Countries are allocated a portion of IPv4 addresses by the Internet Assigned Numbers Authority (IANA), and by the Regional Internet Registries (RIRs) to which the IANA distributes to. [5] 
There are five RIRs:
· AfriNIC (Africa)
· APNIC (Pacific Asia)
· ARIN (North America and North Atlantic Islands)
· LACNIC (Latin America and the Caribbean)
· RIPE NCC (Europe, the Middle East and parts of Central Asia.)

[bookmark: _GoBack]China’s allocation of IPv4 addresses is 330.3 million to share between a population of more than 1.3 billion people, which means there are only enough IP addresses for roughly a quarter of the population to have just one each. [1] Naturally, this means the transition to IPv6 is much more important here.

We have moved forward, however slowly since the deployment of IPv6. A 2018 Report [6] reports that 25% of all internet-connected networks advertise IPv6 connectivity. Google reports that 49 countries deliver more than 5% of traffic over IPv6, with 24 of these exceeding 15%. The culture is changing, and some cloud hosting providers are starting to charge for IPv4 addresses while IPv6 services remain free.

The balance is shifting as the number of smart devices in use around the world has greatly increased, and will continue to do so as not online smart phones and tablets increase in popularity, but other smart wearables, household appliances, etc. While we manage the demand to some extent with routers, mobile providers are moving to offer unlimited data packages, and as such we are moving away from our home Wi Fi networks increasingly, with increasing expectation for connected roaming devices.

IPv4 is becoming an increasingly unnecessary cost. An organization faced with purchasing additional IPv4 addresses, are increasingly likely to find it more economical to sell its current IPv4 allocation and deploy IPv6 in its place. [6]

There is little doubt; certainly, looking at the reports available, such as from the Internet Society who actively promote the deployment of IPv6, that the world will one day have fully migrated to IPv6. However, given the adoption rate of the first decade of deployment, it probably won’t be any time soon. The differences between countries and cultures makes a large impact on the demand. Mobile networks have perhaps some of the greatest need for IPv6, and indeed lead the charge in many cases. More and more devices are becoming “smart”, demanding connectivity. On the other hand, as larger organizations such as Microsoft make the change, more IPv4 addresses free up which might perhaps mediate the demand to change further.


Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0/21
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0/23
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0/24
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0/26
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64/27
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96/29
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	R1
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	R2
	172.16.13.108
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111

	R3
	172.16.13.112
	255.255.255.252
	172.16.13.113
	172.16.13.114
	172.16.13.115
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