Leanne James- Risk- Draft

National Risk Register- Cyber

Cyber risks pose a threat to organisations primarily because they can result in major data breaches that could mainly disrupt business operations within the authority causing downtime and loss of productivity. Cyber-attacks also have the potential to have a major impact on human welfare, security and cause economic damage. When choosing a risk, I wanted to pick and highlight an ever-emerging risk that I believe my organisation was quite vulnerable to and, subsequently, would have an impact to the whole authority and the wider public. The Local Authority (Merthyr Tydfil County Borough Council) is responsible for providing essential public services maintaining infrastructure within their Borough. Critical internal departments and services rely heavily on the IT infrastructure for the continuation of running services and ensuring public safety.

A cyber-attack falls within one of the 9 main themes of the latest publication of the National Risk Register 2023. These nine themes are categorised into malicious and non-malicious threats. Cyber is a categorised as a malicious risk and as technology is improving, cybercriminals are getting smarter, and every organisation/service is at risk of an attack. 

Cyber classed as moderate on National Risk Register along with the Community Risk Register, however, isolating my authority, when plotting the score on the matrix pre mitigation I identified gaps in preparedness including, poor staff awareness of online security and safety (also known as non-malicious insiders) along with the lack of recognition of potential cyber incidents addressed and tested in Business continuity plans, disaster recovery and insurance mitigations. 

These pre mitigation findings were identified following a Business Continuity Audit, meetings with HR and the ICT department regarding training schedules around cyber awareness and reviews of critical services risk assessments in the event of a cyber-attack. Therefore, pre mitigation scoring on the matrix came out as high in impact with the likelihood medium. High impact due to poor staff and Head of Departments awareness of their responsibilities to prevent and prepare for a major cyber-attack, and the likelihood of a medium following the strong mitigation processes that the ICT department have in place, along with annual online learning training for all staff to complete. 

In a reasonable worst-case scenario, ransomware spreading swiftly throughout the internal systems would cause a major disruption in systemic services. Organisations would go to offline services and systems would become unreachable. There would be widespread data loss along with compromised or stolen data. From backups, certain data would not be recoverable. Ransomware would affect at least 50% of the Authority, but 100% of the Authority would be affected if systems were down and/or there was data loss or compromise.

Some severe implications of this worse case scenario of a major cyber-attack on Local government would include critical departments such as social services, who handle personal and extremely sensitive information which would have an impact on Security of that data. Data breaches would also incur large fines in relation to GDPR. Loss of telephone systems in public facing departments would leave critical services non contactable which could cause harm to the public. The Revenues and Benefits department authorise housing benefit payments, could leave to tenants not getting rent or social benefits paid. This could also have an impact on Human Welfare. The Authority could also face hardship financially as well as the public, for example payments systems being taken out of action, leading to council tax, waste invoices bills etc not getting paid to the authority. 

 Mitigations put in place- One of the main points I wanted to address was risk appetite. It’s important to highlight to all staff and councillors the importance of their own responsibility to ensure the safety of the authority, it doesn’t fall to just ICT department or Management it’s as much an individual responsibility and encourage the risk appetite. This can be mitigated by regular online and face-to-face training carried out by professionals in the field and completion of training is recorded by HR department and a reminder will be sent to Staff and Councillors to review their training annually and a consequence of failing to complete the training results in the staff member being blocked from their log in credentials and reported to their heads of service. Posters in staff rooms corridors etc and online blogs to the staff page to be monitored and updated with new cyber incidents events etc.

Members of staff will also now have to hold a very strong password on their accounts. Compulsory added symbols and numbers. Staff are also regularly made aware of how to store their workplace equipment whilst working from home and travelling.

Another mitigation would be preparation via each departments Business Continuity Plans. Engaging with departments for completion of these plans and departmental risk assessments can be quite difficult. Staff feel there is no time, and some tasks are pointless and the turnover of staff in some departments make it difficult to review annually.

The ICT Department also provide ad hoc, reactive, and proactive workshops to help service areas prepare for cyber-attacks and advise department leads to review their Business Continuity plans from the perspective of a cyber-attack. Consideration of alternative service provision in the event of a prolonged period without access to online services. Testing of the plan is also vital and will be carried out via the ICT department along with Emergency planning, who will simulate a scenario that will disable that department for a certain period of time. This testing will be fed back and learning outcomes will be recorded. Action cards have also been produced making it easier for management to work from.


The ICT department have also reviewed and updated software. This was forced rather rapidly during the COVID-19 pandemic, and the live testing of this has helped improved online safety over the last 4 years. This is continuously reviewed and updated. Gaps in the disaster recovery plan were also identified. Whilst the ICT department and Emergency planning both hold versions, some discrepancies were identified and modified for symmetry. For example, critical impact timings were recorded differently.

When engaging with the Human Resources Department, the gaps identified were lack of communication with ICT in advising when staff have left the Authority, leaving their work accounts open and possible vulnerable to an attack. HR have also advised that they will provide more context of Cyber facts, and more general advice on the staff intranet highlighting good practices in the workplace.

When carrying out a post mitigation analysis on the Risk Matrix, the likelihood and impact have been greatly reduced to a medium. Whilst it is impossible to completely eradicate any risk, the acknowledgement and identify gaps in plans and staff awareness will greatly improve Organizational preparedness with more clear plans and procedures in place alongside, reviewing, testing and reviewing the outcomes. 






