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Executive summary: 
In 21st century, the rapid globalization of technology has brought a number of technologies like ecommerce for managing online transactions among the customers and business. This report has analyzed the importance of security in e-business and various benefits and limitations of the ecommerce websites. This report also has analyzed the arguments whether security of information and communication for B2B and B2C interaction via the internet is less a problem of network technologies comparing with human problem. 
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[bookmark: _Toc511843435]Introduction: 
From the last few decades with the rapid globalization of technology and innovation, the business industry has achieved a tremendous growth in the competitive market. E-commerce has been introduced as an integral part of the modern business for managing a number of business activities in an effective and efficient manner. E-commerce technology plays a key role for buying or selling products or services through the internet platform. With the help of effective e-commerce technologies the organization can mange online transactions with the customers (Oliveira & Martins, 2010). The e-commerce organization provides a number of opportunities for the customers to buy product through just one click. The transaction process through e-commerce is very user friendly for managing speedy transactions through the online platform. The ecommerce website provides various personalized detailed information for the customers which helps the customers to choose right product at right time. Effective ecommerce technology helps in reducing inventory costs of the organization that increases sales performance of the firm. The organization with having ecommerce website does not necessary to have physical store that also reduces the labor costs as well as operating costs of the organization. The ecommerce website also provides a number of payment options such as cash on delivery or payments through bank. The ecommerce marketing can be broadly categorized into three types such as business to business (B2B), business to government (B2G) and business to consumer (B2C). The ecommerce business transaction may face various challenges regarding security of information and communication for B2B and B2C interactions (Rodríguez, Fernández-Medina & Piattini, 2007). Retail business sector is one of leading sector of UK which contributes a large amount in the GDP of the country. Tesco.com is one of the largest e-commerce website which offers a number of retail products and services for the customers across the globe. Tesco.com also provides B2B interactions as well as B2C interactions for the customers and business across the globe. This particular report mainly focuses upon the argument regarding security of information and communication for B2B and B2C interactions via the internet is less a problem of network technologies comparing with the human problem. 
[bookmark: _Toc511843436]Analysis: 
[bookmark: _Toc511843437]Importance of security in e-business: 
Most of the modern business in recent days has achieved a strong growth in the competitive market due to rapid advancement of the technology and innovations. Sometimes, the ecommerce organizations may face problem due to handling the details of the customers and other information of the payment and transactions which may create various issues for dealing with the number of customers. With the rapid globalization of technology and innovation, the online shopping has become a key part of the business for maintaining a long term relationship with the customers. In order to meet the various expectations and needs of the customers, the company should provide reliable host hosting which helps to enhance security and privacy of the data and information provided by the customers. Security and confidentiality is the key part of e-business transactions which helps in maintaining security and privacy of the data information of the customers (Ramgovind, Eloff & Smith, 2010). Ecommerce security can be considered as the set of protocols that helps to safely guide the transactions through ecommerce websites. Effective requirements of security should be placed for protecting the companies from any kinds of threats like threats of fraud and unauthorized accessing of the data and information of the customers which may lead to security issues. 
It is very important for the IT management of Tesco.com to maintain security and privacy of the data and information provided by the customers which helps in developing long term relationship with the customers. The security management in the ecommerce websites is also very important mitigating the cyber security threats such as credit card fraud, data errors, hacking, and phishing attacks and unprotected online services. For the ecommerce retail business like Tesco.com poor security management may lead various security threats for the customers which are as summarized below; 
PHISHING ATTACK: 
Phishing attack is the one of the greatest security threat for online business or ecommerce. Phishing attackers may target the selected users through credit card numbers or login credentials. The attacker mainly uses these entities to steal the information of the customers through text message, email or instant message. (Menlo Security, 2018) 
CREDIT CARD FRAUD: 
Within the ecommerce website, there are number of vulnerable areas through which the hacker can target the customers for getting information about the payment and other user information (Velmurugan, 2009).  With the help of malware or any other kinds of viruses, the hacker can steal the credit card information and sell the data and information to others for blackmail. This particular threat may create security issues for the customers. 
The ecommerce website organizations should implement best practices for enhancing security of the customers through transactions. There are a wide number of ways through which the online business organizations like Tesco.com can enhance data security and boost the security of the credit card of the customers which are as summarized below; 
· ENSURE MULTI LAYERED SECURITY: 
In order to ensure security and privacy of the data in ecommerce websites, the IT business management of Tesco.com should layer the security. The platform host should be protected from the application level such as login fields, search tools, contact forms. 
· MONITORING THE TRANSACTIONS BY THE CUSTOMERS: 
In order to maintain effective security and privacy of the data and information, the IT management consultant should constantly monitor the transactions made by the customers. Any kinds of suspicious activities in transactions should be banned so that it can help to enhance data security and confidentiality of the customers. 
· MAINTAINING REGULAR UPDATES AND PCI SCANS: 
In order to maintain security and privacy of the ecommerce platforms, the IT consultant should maintain frequent updates and PCI scans (McCole, Ramsey & Williams, 2010). Automatic updates on the ecommerce platforms may be a good practice for the retail organizations like Tesco.com ecommerce site to prevent the malware and viruses attacks. 


· DEVELOP ADDRESS VERIFICATION SYSTEM: 
In order to facilitate the safer credit card processing system, the IT consultant of the organization should use the address verification system for comparing with the billing address entered by the customers. The AVS in the system will automatically help to separate the issues of transactions from the fraudulent activities. 
· REQUIRE CVV: 
CVV or card verification value is an important security practices should be maintained by the ecommerce organizations. CVV number in the credit or debit card is mandatory for each transaction which can enhance the security practice of the organization. The fraudulent activities also can be reduced by implementing the security practice through CVV. 
· DEVELOP STRONG PASSWORD MANAGEMENT SYSTEM: 
Strong password is another significant security practices through which the organization can maintain security of the customer’s data and information. The customers should use password by understanding the effective password management system which requires numbers, special characters and capital letter. The effective password management system can reduce the chance of hacking from the hackers or any kinds of fraudsters.  
· USING SSL CERTIFICATES FOR SECURING THE CONNECTION: 
SSL is a kind of certificate authenticates which is the identity of the business that helps in securing data transit during the checkout. This particular certification mainly protects the customers from any kinds of hacker. 
· ENSURING PROTECTION AGAINST THE DOS/DDOS ATTACKS: 
DoS/DDos attacks are important security threats which may hack the personal information and data of the customers through online (Lallmahamood, 2007). The IT consultant of the ecommerce organizations like Tesco.com should implement proper security practice in order to avoid security threats. 

[bookmark: _Toc511843438]Benefits and limitations e-business: 
In order avoid physical stores in recent days, most of the organization wants to develop their online platform through which the customers can directly purchase the products and services from any place at any time. With the help of effective ecommerce platform, the organization can reduce their operational costs as well as inventory costs of the organization. The organizations only needs a strong supply chain management through which they can deliver the selected products and services at door stop of the customers within a limited time frame. In current busiest life, it has been difficult for the people to buy products from physical store by spending a lot of time. Ecommerce websites have brought a number of advantages and benefits for the customers to make it more user- friendly. This particular section mainly demonstrates a range of advantages and limitations of e-business in the context of Tesco.Com ecommerce website. The various benefits of the e-business are as summarized below; 
CONVENIENCE AND EASINESS: 
In modern days, most of the customer prefers ecommerce websites in order to save their valuable time for purchasing any products from the physical store. The customers can enjoy shopping because of its easiness and quick services (Kim, Shin & Kim, 2010).  Ecommerce websites are convenient and user friendly through which the customers can easily transfer their funds through online. Due to convenience, the ecommerce can help to save the time of customers for making purchasing products through online. 
DELIVER PRODUCT DATA SHEETS: 
The e-business provides facilities for the customers to get details of the online product catalog. The customers can choose or select the particular product from a range of product lists. The customers also can get information from the product description which influences the decision making process of the customers. 
USING SEARCH ENGINE IT ATTRACTS THE NEW CUSTOMERS: 
Physical retail store can attract the customers by maintaining effective marketing and branding of the products or services but e-business also can attract the customers by developing traffic from the search engines. The effective search engine results can help to attract the potential customers through online which increase traffic. 
PROVIDES WARRANTY INFORMATION: 
The ecommerce websites can provide product description, terms and conditions and other factors associated with the products which influence the buying behavior of the customers. The warranty information through the online shopping also can help to create awareness among the customers regarding the products and services. 
REDUCING COSTS OF INVENTORY MANAGEMENT: 
This is one of the significant advantages of using ecommerce websites by the organization. The ecommerce operations do not need any physical stores for storing the inventory or products. Therefore, it helps to reduce inventory costs of the organization which reflects upon saving of the operational costs of the organization. 
KEEPING RECORD ON BUYING BEHAVIOR OF THE CUSTOMERS: 
There are ranges of options available in the ecommerce websites through which the retail organizations like Tesco.com can track the buying behavior of the customers. By analyzing the records of purchasing information of the customers, the organization can set personalized data and information for attracting the potential customers across the globe which can enhance the shopping experience of the customers. 
PROVIDE 24*7 SUPPORTS TO THE CUSTOMERS: 
Through the help of e-business, the customer support executive can provide 24*7 support services for the customers. The customers can easily get answer of their queries or feedbacks which helps in developing long term relationship with the customers. The customers also can get information about the products or services through online that enhance their shopping experiences. 



COMPETENCE:
For maintaining effective business transactions, the ecommerce websites are the most efficient method which increases traffic for the customers (Appari & Johnson, 2010). The set up costs of the websites are very low comparing with the other services thus it provides competitive advantages over the other various business options. 
SELL PRODUCTS ACROSS THE GLOBE: 
Through the help of ecommerce website, the organization can sell their product across the globe. The customers from different locations can purchase their products. The efficient delivery methods and payment mode options can help the ecommerce website to increase shopping experience of the customers. 
REDUCE COSTS: 
One of the significant advantages of using ecommerce websites are it can reduce the costs of overall business. The ecommerce websites also can reduce the costs of marketing as well as advertising costs. The human resource costs also can be minimized through effective implementation of the ecommerce websites for the retail organizations. 
LIMITATIONS OF ECOMMERCE WEBSITES: 
Despite of these kinds of advantages, there are also a number of disadvantages of using ecommerce in retail organizations which are as summarized below; 
SECURITY: 
Security is one of the significant limitations of ecommerce which may create security issues in the online transactions of the customers. In many cases, due to poor security the personal and financial information of the customers may be hacked by the fraudsters. The fraudulent activities in the ecommerce websites may hack the personal details and financial information of the customers that may hamper the reputation of the organization. 


LACK OF PRIVACY: 
Privacy of the customers is one of the significant concerns for the ecommerce organization. in order to maintain online transactions, the customers have to provide personal details such as name, banking information, address and mobile number of the seller. Some of the ecommerce companies are still facing challenges for protecting the sensitive information provided by the customers. There are also many sites that may illegally steal the information and statistics of the customers without any permission. 
TAX ISSUES: 
Sales tax may become an issue for the ecommerce companies as they operate its business from different locations. Sometimes the e-business transactions avoid sales tax which may create problem for the physical stores. 
PRODUCT SUITABILITY: 
It is not possible for the customers to physically examine the product before purchasing it. Therefore sometimes the original product does not match with the featured products in the ecommerce websites. The absence of physical touch may create dissatisfaction for the customers. 
CULTURAL OBSTACLES: 
As the overall process of the ecommerce business mainly encompasses across the globe thus, the culture, traditions and habits of the customers may differ from country to country. The linguistic barriers also may create problem for the buyers and sellers in the online business process. 
HIGH LABORS COST: 
 In order to successfully maintain the overall process of ecommerce, it is very important for the organization to recruit a huge number of workforces who are specializes in different activities for delivering of the products to the right customers at right time. In order to maintain the overall activities of the ecommerce process, the organization has to invest a lot of money for recruitment and training of the employees (Bélanger & Crossler, 2011). 

LEGAL ISSUES: 
There are a number of legal issues and cyber laws that must be taken into considered by the ecommerce companies. The various regulations and laws may differ from one country to another which may affect the business and its related activities. 
TECHNICAL LIMITATIONS: 
Technical limitations are one of the major issues of Ecommerce Company that may affect the growth and success of the business. In order to successfully manage the entire business process and activities through ecommerce platform, the company needs an advanced technology platform for achieving better performance. There are a number of technical limitations such as software and network issues, lack of domain issues and other hardware and component issues may affect the performance of the ecommerce organization. 
[bookmark: _Toc511843439]Analyzing the arguments whether security of information and communication for B2B and B2C interaction via the internet is less a problem of network technologies comparing with human problem: 
Tesco.com is the ecommerce website of Tesco Plc retail store in UK which offers a number of retail and grocery products for the customers across the globe. Tesco.com maintains both business to business and business to customer interactions for making online transactions of the business. The company uses B2B interactions for other business in order to develop online transactions with the other business organizations. With the help of B2B business model, the ecommerce organization can sell the products or services to the intermediate buyers who can sell the products or services to the final customers. The company also uses B2C interactions for the customers in order to develop online transactions with the customers. In B2C business model, the ecommerce organizations conduct online transactions between the consumer and organization. in order to maintain the B2C interactions directly with the customers, the organization should maintain the following key features; 
· The ecommerce organization requires a strong advertisement in order to attract the number of potential customers. 
· The ecommerce organization also requires a high investment for developing software and hardware (Kim, Shin & Kim, 2010). 
· The ecommerce organization also should provide good support to the customers for maintaining long term relationship with them. 
The step by step process for maintaining B2C interactions directly with the customers are as detailed below; 
· The consumer first should identify the requirements 
· The consumer can search the available items to select the particular product. 
· The consumer compares the product with other product in the lists in terms of delivery date, price and other terms of the products. 
· Consumer places the order 
· Pay bill for the purchased item. 
· Receives the delivered item from the ecommerce organization. 
· Contact service support for after sales services of the products. 
On the other hand, there are a number of key technologies which are required in the B2B ecommerce model for conducting business are as listed below; 
Internet: Internet is the primary thing which is required for connecting with the ecommerce websites in order to conduct online business transactions. 
Electronic data interchange (EDI): EDI or electronic data interchange is the inter-organizational exchange of the documents between the organization and the customers. 
Intranet: The intranet refers the dedicated network of the computers within the single organization. 
Extranet: Extranet refers to the network where the suppliers, other business partners and customers may access to a portion of the enterprise network. 
Back end information system: The back end information system is another most significant technology which is widely used for ecommerce websites in order to manage a number of data and information of the customers. 
[bookmark: _Toc511843440]COMPARISON BETWEEN THE SECURITY OF B2B INTERACTIONS AND B2C INTERACTIONS: 
According to the given statement of the question it is observed that security of information and communication has become a great concern for the both B2B and B2C online interactions. This particular section mainly focuses upon the arguments on whether the network technology related problems are more regarding security of information and communication for B2B or B2C interactions or less comparing with the human problem. Most of the ecommerce organizations in recent days are facing a lot of problems regarding security of the information and data of the customers. Both the network technology related security issues and human related security issues can affect the business process through online business transactions. Most of the e commerce organizations in recent days are facing challenges regarding network technology related security issues. The retail organizations like Tesco.com may face various technology related security problems which are as summarized below; 
NETWORK TECHNOLOGIES RELATED SECURITY PROBLEMS: 
Network technology related security problems are one of the most challenging security related issues that might be faced by the customers of ecommerce organizations (Chang & Chen, 2009). There are a range of technical security attacks which can steal the information of the customers like bank account information, credit card payment and other social networking sites. The various kinds of network technology related security issues in ecommerce organizations are as summarized below; 
DENIAL OF SERVICE SECURITY ATTACKS: 
Denial of service attack (DoS) attack includes overwhelming of the servers in order to maintain normal activity of the websites. DoS attacks are one of the most significant challenges for modern day’s e business organizations. The ecommerce organization may face difficulties for tracking the source of the attack as it may be incorrect or spoof IP address to disguise the original source of attack. According to United States Computer Emergency Readiness team, the symptoms of the denial of service attacks are as summarized below; 
· Unusual performance of network which may slower the overall activities of the websites 
· Unavailability to accessing of a particular website 
· Inability for accessing with any website. 
· The increasing number of spam email received by the administrator of the ecommerce organization. 
The DoS attack also may happen in the network technologies through various ways which are as summarized below; 

ICMP FLOOD: 
This particular type of attack also can be termed as Smurf attack which may occur when perpetrators sends a number of IP packets using the faked source address which can be appeared as the address of victim (Zhao & Zhao, 2010). The bandwidth of the network is quickly used up from getting reaching to the destination. Yahoo was attacked by one such company in 2015 resulting in data loss of over 500m customers. (Craig Badrick, 2017)
TEARDROP ATTACK: 
Teardrop attack is another significant network technology related security attack that may steal the personal information of the customers. The bugs in the TCP/IP protocol can reassembly the code of different operating systems which may cause crashing of the data and information of the customers. Equifax a world famous credit card company was attacked by Teardrop attack and about 143m customer credit cards were hacked in 2018 (N Ismail, 2018). 
PHLASHING: 
The phlashing also can be considered as permanent denial or service which is a type of security attack that may damage the systems very badly which may require reinstalling the hardware. Perpetrators can inject the security attacks to the victim’s hardware by routers, printers or any kinds of other networking hardware (Appari & Johnson, 2010). The security flaws help the other attackers to remotely access the device for making it permanently damage. In this type of the users may unable to retain its previous stage. 

DISTRIBUTED DENIAL-OF-SERVICE ATTACKS: 
Distributed denial of service attacks is the top most security attacks faced by the IT managers which are associated with the network technologies of the websites. This particular security attack may attack the thousands of vulnerable computers within minutes by choking the legitimate traffic. This particular attack may occur when the number of compromised system flood the resources or bandwidth of the targeted system using the number of web servers. For example, in February 2000, the DDoS was held in the websites of eBay, Buy.com, Yahoo, CNN and Amazon. The number of customers left unreachable for several hours due to this particular attack. (Appari & Johnson, 2010).
BRUTE FORCE ATTACKS: 
The brute force attack is a kind of security threat which may defeat the cryptographic scheme by trying several possibilities. For example, the hacker may try a number of times to decrypt the message of the user’s information.  This particular attack may create a number of threats for the users for decrypting the message of users (Lallmahamood, 2007). For example, in May 2007 the internet infrastructure of Estonia was crippled by the several sustained brute forced attacks. 
The above discussed security threats are most significant security threats associated with the network technologies of ecommerce websites. These threats may create permanent damage of the system or may steal the data and information provided by the users during online transactions. An example of such an attack was on Nintendo as its member accounts were hacked and it cost them $15m to overcome the hack. (JP Buntix, 2017)
THERE ARE ALSO VARIOUS HUMAN RELATED SECURITY ISSUES THAT MAY BE FACED BY THE ECOMMERCE BUSINESS WHICH ARE AS SUMMARIZED BELOW; 
PHISHING ATTACKS: 
Phishing attack is one of the most vulnerable human related security threats which may acquire the sensitive information of the customers such as credit card details, usernames, and passwords during the process of online transactions. The phishing scams are mainly carried out by the email processing to the victim from the fraudsters for requesting the sensitive information of the customers. When the user clicks on the link embedded in the email, the fraudsters may easily hack the sensitive information of the customers (Eid, 2011). The phishing attackers mainly attack the online auction sites (eg, eBay), bank customers and online retailers (eg, amazon) and service providers. In recent days, cybercriminals mostly uses the phishing attacks in order to target the customers for acquiring their banking information and personal details for blackmailing them in future. This usually is sent to individuals from fake companies. Their personal details and bank details are hacked with the help of the spam email. According to 2016 Verizon Data Breach about 30% of these spam emails open and the personal and banking details of the victim are copied and later misused. (Menlo Security, 2018) 

SOCIAL ENGINEERING: 
Social engineering can be considered as the art of engineering which helps to manipulate the performing actions of the users for acquiring the confidential information of the customers. the social engineering techniques interactive voice recording (IVR), pretexting (where the fraudsters can divulge the users to get their sensitive information for further use) and baiting with the Trojan horses (where the fraudsters can load the malware in system). The social engineering threat has become one of the most significant threats which are associated with the human related problems which may be difficult for the IT consultant to detect and combat with the attackers. In order to identify and detect the particular threats, the IT consultant requires a special training and education which also helps to manipulate others for acquiring personal information of the customers. Companies like Ubiquiti networks have lost nearly $39.1M due to this. (Brian Honan, 2015)
FRAUDULENT ACTIVITIES: 
This is one of the key security issues of the ecommerce website where the fraudsters or victims directly message or call the users to get their personal information, banking information and other sensitive information by provoking them (Zhang, Wei & Deng, 2012). After getting the password and other credit card information, the fraudsters can directly steal the money or any other personal information of the customers. 
From the overall analysis, it is evident that both the network technology related security issues and human related security issues can create large impact on the growth, reputation and success of the ecommerce organization like Tesco.com. From the overall analysis it can be also observed that technology related security issues are more harmful comparing with the human related security issues in ecommerce websites. The network technology related issues are more harmful because there are some significant attacks which can permanently damage or corrupt the overall system. The network technology related issues also can permanently block the account of the customers. The customer data or any kinds of sensitive data can be hacked by the hackers to steal the money and other account details of the customers (McCole, Ramsey & Williams, 2010). Tesco .com retail ecommerce website uses both B2C and B2B interactions for maintaining online dealings with the customers. As the B2B interactions are mainly done between the business organizations therefore, B2C interactions are more harmful. 
[bookmark: _Toc511843441]RECOMMENDATIONS: 
To reduce security risk in ecommerce websites, the users should maintain some guidelines which are as summarized below; 
· First the customer should choose a secure ecommerce platform which can meet security practices offered by the organization. 
· The ecommerce service providers should use secure connection for checkouts (SSL)
· The customer should not store any kinds of sensitive data or information to the data base of the websites which may create security threat for the customers. 
· The customers should use strong password using case sensitive, characters and capital number. 
· The ecommerce service provider should set up the system alerts in order to prevent any kinds of suspicious activities (Lin, 2007).  
· The service providers of the ecommerce websites should use the tracking numbers for each and every order of the customers which can help to reduce the risk of security threats. 
· The service provider should maintain backup of the system and data base. 
[bookmark: _Toc511843442]Conclusion: 
From the entire report it is evident that ecommerce websites have become a significant technology for performing various kinds of online transactions between the business to business and business to customers. Security threat is the most significant concern for both the organization and customers. From the overall analysis it has been observed that technology related security risks are more harmful comparing with the human related security risks in ecommerce website. 
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