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EC-COUNCIL AT A GLANCE

EC-Council Group is a
multidisciplinary institution of
global Information Security
professional services.

EC-Council Group is a
dedicated Information Security
organization that aims at
creating knowledge, facilitating
innovation, executing research,
implementing development, and
nurturing subject matter
experts in order to provide their
unique skills and niche
expertise in cybersecurity.

Some of the finest organizations
around the world such as the
US Army, US Navy, DoD, the
FBI, Microsoft, IBM, and the
United Nations have trusted
ECC to develop and advance
their security infrastructure.

EC-Council

International Council of E-Commerce
Consultants

EC-Council Group

EC-Council University
Division of Academic Education

EC-Council Training & Certification

Division of Professional Workforce
Development

EC-Council Global Services

Division of Corporate Consulting &
Advisory Services

EC-Council Global Events

Division of Conferences, Forums,
Summits, Workshops & Industry Awards

EC-Council Foundation

Non-Profit Organization for Cyber
Security Awareness Increase.

ABOUT EC-COUNCIL

15+ YEARS EXPERIENCE

40+ TRAINING & CERTIFICATION
PROGRAMS
{ 3

145+ COUNTRIES

WE A
INFORMATION ‘ 350+ SUBJECT MATTER EXPERTS

SECURITY
A

O+ TRAINING PARTNERS
ORLDWIDE

‘ 3000 TOOLS & TECHNOLOGIES

©2017 EC-COUNCIL



DOMINANCE IN THE MARKET

WE ARE PROUD TO HAVE PLAYED A ROLE IN
THE CYBER SECURITY OF
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» Accenture - J P Morgan

+ Allianz + Jefferson

* Axiata Wells

* American + KPMG
Express - Logica

* Barclays * Metropolitan
Capital Police Service

 British Airways *+ Ministry of

* British Defence UK
Telecom * Motorola

+ Cambridge -+ PWC
Experts * Royal Bank of

+ Capgemini Scotland

* CCL-Forensics Group
Ltd. * Royal Navy

* Celcom « Shell

* Criminal * Vodafone
Justice IT * Fujitsu

+ Deloitte * General

« E&Y Dynamics UK

* Harvard » Ceridian
Engineering * De Montfort

* Honda University
Malaysia S HP

BLUE CHIP CUSTOMER
BASE

* IBM
* Lancaster

University

* QOracle

Corporation

* Police Service

of Northern
Ireland

* Royal Bank of

Scotland

¢ The British

Library

* UK Ministry of

Defense

+ University of

Bedfordshire

+ University of

East London

* University of
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GLOBAL RECOGNITIONS (CONT'D

EC-COUNCIL TRAINS PENTAGON D.C DOD, US NAVY, US AIRFORCE AND US ARMY

UMNITEd STATES AIT rOrce
Information Operations Center
partners with EC-Council to support
Mission Qualification Training

1e United States Air Force's Information Operations Center is now training the
wrtified Ethical Hacker (C|EH) to its IT Security Specialists. This new affiliation
ith EC-Council is expected to produce many Certified Ethical Hackers in the
ars to come, further fortifying Air Forece Operations and Security.

buquerque June 11, 2009 - The United States Air Force Information Operations
mter (AFIOC) and EC-Council announced today under special provision that the
wrtified Ethical Hacker (C|EH) will become a supporting element to Mission
aalification Training conducted by AFIOC to train highly specialized

formation Security Professionals inside the U.S. Air Force.
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computers

' Larry Shaghmessy CNMN Yaatagon frodoem

Maraiv Y L Y (wlale E AR MY Rl

Wasnington (CNN) 'ne Pentagon s
fraining peopie o hack Into fis own computes
NeEIWOorns

10 Deal a4 hadcker you need 1O Think ke
one " saiad Jay Bavisl, co-founder and
pressdoent of the International Councill of
EMCIrOnIc CCOommuerce Consunants., or Lt

Councit s company was chosen by the

Fentogon 1o oversee traming of Department
of Defense employeens who work in
compuler securityrelated pobs and cermty
STORY MAGHLIGHT S them when the training s compilete

SRS L Al Mack e

COINNe st (1 amve serikoy ees Vo ne Deparnment or Oefense 00es NOL CONSKIer 1Ihis NackKINg
Aol C owrgmites Omlaris b
o Al A% D00 allas ks &

OO personnel are Not learnming 1o nack. They are learmmyg o
defend the network against hackers ™ sald spokesman Lt Col Ernc
Sutterbaugh

Defamas COMPUNMra roporied

he st ol of o9

* AN ofF hash ot S awnag = o haln

ABOUT EC-COUNCIL ©2017 EC-COUNCIL



The credential and job role of a Certified
Ethical Hacker was first mooted and
developed by EC-Council globally.

Thousands of jobs are created globally due to
this initiative. EC-Council has

continues to expand it’s contribution in this
space with the introduction of 33 certifications.

EC-Council programs have a been accredited
by the DHS/NSA CNSS standards and are one
of the very few originations to have attained
the ISO/1EC 17024 standards.

As a result, the US Department of Defense
listed EC-Council’s CEH certification into its
DoD 8570 mandate which provides approved
training opportunities to its thousands of IT
security staff and contractors.

EC-Council programs map to the NICE
Framework too.

EC-Council

Table AP3.T2. DoD Approved Baseline Certifications

IAT Level |

A+CE
Network+CE
SSCP

IAM Level |

CAP

GISF

GSLC
Security+CE

CISSP (or Associate)

IAT Level Il

GSEC
Security+CE
SSCP

IAM Level Il

CAP

GSLC

CISM

CISSP (orAssociate)

CISSP (or Associate)

CNDSP Infrastructure

CNDSP Analyst

Support
Responder
GCIA SSCP
CEH CEH
GCIH

CNDSP Incident

CNDSP Auditor

CISA

GSNA

CEH

IAT Level Il

CISA GCIH
GSE
CISSP (orAssociate)

IAM Level Il

GSLC
CISM
CISSP (orAssociate)

IASAE NI

CISSP-ISSEP
CISSP-ISSAP

CISSP-SSMP
CISM

CNDSP Manager
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WORLD ECONOMIC FORUM

Cyber Attacks have been ranked as one of
the top global threats in The World Economic

Forum’s (WEF) annual study also —The

Top 10 risks n terms of fop 10

Global Risks Report 2018. With Data Likelihood it

Fraud/Theft being on the list for most likely
threats

The risk of cyber-attacks is ranked highly by the WEF
because the organization is concerned that this year,
cyber-attacks not only have a strong likelihood of
happening, they also have the potential to make a
considerable impact.

0 ]

“Cybersecurity risks are also growing, both in their prevalence
and in their disruptive potential. Attacks against businesses
have almost doubled in five years, and incidents that would
once have been considered extraordinary are becoming more
and more commonplace”

Q00O OGOOOQ

> F

Source: World Economic Forum Global Risks Percaption Survey 2017-2018.
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A 2017 study of 254 companies across seven
countries put the annual cost of responding
to cyberattacks at £11.7 million per company,
a yearon-year increase of 27.4%

“The cost of cybercrime to
businesses over the next five years
is expected to be US$8 trillion”

EC-Council CYBER ATTACKS OF RECENT TIMES
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GLOBALLY CYBER CRIME IS ON A RISE

Dyn Cyberattack (2016)
The 2016 Dyn cyberattack took place on
October 21, 2016, and involved

multiple denial-of-service attacks (DoS
attacks) targeting systems operated

by Domain Name System (DNS)
provider Dyn which made major Internet
platforms and services unavailable to
large swathes of users in Europe and
North America. The groups Anonymous
and New World Hackers claimed
responsibility for the attack, but scant
evidence was provided.

Sony Pictures Hack (2014)

On November 24, 2014, a hacker group
which identified itself by the name
"Guardians of Peace" (GOP) leaked a
release of confidential data from the film
studio Sony Pictures. The data included
personal information about Sony Pictures
employees and other information.

DCCC Cyber
Attacks (2016)

On Friday July 29, 2016 the Democratic
Congressional Campaign

Committee reported that its computer
systems had been infiltrated. It is strongly
believed by US intelligence sources that
the infiltrator groups are Russian foreign
intelligence groups that breached

the Democratic National Committee's
computer systems. These groups are

known as Fancy Bear and Cozy Bear.

Democratic National
Committee Cyber
Attacks (2016)

The Democratic National Committee
cyber attacks took place in 2015 and
2016, in which computer

hackers infiltrated the Democratic
National Committee (DNC) computer
network, leading to a data breach.

VTech Data Breach (2015)

In November 2015, Lorenzo Bicchierai,
writing for Vice magazine's Motherboard,
reported that VTech's servers had been
compromised and the corporation was
victim to a data breach which exposed
personal data belonging to millions of
individuals.

Russian Hacker Password
Theft (2014)

The 2014 Russian hacker password theft
is an alleged hacking incident resulting in
the possible theft of over 1.2 billion
internet credentials, including usernames
and passwords, with hundreds of millions
of corresponding e-mail addresses.

Ashley Madison Data
Breach (2015)

In July 2015, a group calling itself "The
Impact Team" stole the user data of
Ashley Madison, a commercial website
billed as enabling extramarital affairs. The
group copied personal information about
the site's user base.

-

\/

Bangladesh Bank
Heist (2016)

In February 2016, instructions to

steal US$951 million from Bangladesh
Bank, the central bank of Bangladesh,
were issued via the SWIFT network. Five
transactions issued by hackers, worth
$101 million and withdrawn from a
Bangladesh Bank account at the Federal
Reserve Bank of New York, succeeded,
with $20 million traced to Sri Lanka (since
recovered) and $81 million to

the Philippines (about $18 million

recovered).

SWIFT banking hack

(2015-16)

SWIFT banking hack (2015-16)

In 2015 and 2016, a series of
cyberattacks using the SWIFT banking
network were reported, resulting in the
successful theft of millions of dollars. The
attacks were perpetrated by a hacker
group nicknamed "Lazarus" by

researchers.

Hacking Team (2015)

On July 5, 2015, the Twitter account of
the company was compromised by an
unknown individual who published an
announcement of a data breach against
HackingTeam's computer systems

Source(s): Compiled from Wikipedia, https://en.wikipedia.org/wiki/Category:Hacking_in_the 2010s

EC-Council
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Commission on Elections
Data Breach (2016)

On March 27, 2016, hackers under the
banner, Anonymous Philippines hacked
into the website of the Philippine
Commission on Elections (COMELEC)
and defaced it.

©2017 EC-COUNCIL

Office Of Personnel
Management Data Breach
(2015)

In June 2015, the United States Office of
Personnel Management (OPM)
announced that it had been the target of
a data breach targeting the records of as
many as four million people. Later, FBI
Director James Comey put the number at
18 million.

10
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GOVERNMENT CYBER FOCUS

Singapore launches new cyber security regime

By Liz Heron on 11/02/2018
F3 Share 23 G+ Pinit

Singapore is to have a new cybersecurity tsar
with wide-ranging powers to seize confidential
information and impose penalties under
legisiation passed by its parliament on Monday
last week.

The Cybersecurity Bill requires owners of
computer systems involved in the provision of
essential public services in 11 designated areas
to meet a set of statutory obligations overseen
by a commissioner of cybersecurity.

The new post will be filled by David Koh, who is
chief executive of the Cyber Security Agency of
Singapore (CSA) and also serves as deputy
secretary (special projects) and cyber chiefin
the Ministry of Defence.

Aenal view of Singapore's Civic District including the
Singapore Parliament

Companies and organisations that own such

Yaritical infarmatinn infractriantara®™ F0OHN wGll hAavens

EC-Council
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FINANCIAL TIMES

UK COMPANIES MARKETS OPINION WORK & CAREERS LIFE & ARTS

- A UK ministerial pre-emptive
- 3 strike

Ministry of Defence UK

Ministry of Defence steps up cyber security
operations

y of Defence UK

nissed 2% defence spending
a1, report claims

MoD slammed over potential £21bn
procurement black hole

Government earmarks £40m for new centre to be based at Corsham

U.S. EDITION v Mon, Fel

Newsweek

U.S. World Business Tech&Science  Culture = Sports  Health  Opinion = Green Rankings

" OANDN e 1.2 on EUR/USD @ No third party software fees

etk © No Commissions @ No dealing desk intervention

NATO TO SPEND BILLIONS ON MASSIVE
CYBERSECURITY, DEFENSE COMMUNICATIONS
BOOST

BY TOM O'CONNOR ON 3/27/17 AT 10:55 AM

©2017 EC-COUNCIL
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ecurity skills, which remains currently absent from many higher education
es.” — National Digital Security Strategy, France

“Knowledge is an extremely important asset in the Netherlands. Dutch society, and

digital security in particular, depends on the development and use of knowledge” —
National Cyber Agenda, Netherlands

“In businesses, many staff members are not cyber security aware and do not understand

their responsibilities in.this »regard, partially due to a lack of formal training. The public is
also insufficiently cyber” —.Ngtipqcz[ Cyber Security Strategy, UK

CYBERJATTACKS OF REC 12
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GOVERNMENT CYBER FOCUS

Experts: US Is Not Prepared
to Handle Cyber Attacks

In Congressional testimony, authorities on cyber defense
say neither government agencies nor private companies
are ready for what may come

By Tim Wilson
Site Editor, Dark Reading

If the bad guys launched a coordinated cyber attack on the United States tomorrow,
neither government nor industry would be able to stop it, experts warned legislators
yesterday.

At a hearing held by the House Permanent Select Committee on Intelligence, cyber
defense experts testified that government agencies are insufficiently coordinated to
handle an attack, and that efforts to build a defense have not adequately addressed
issues in the private sector.

“The Department of Homeland Security lacks the personnel, capability, authority,
and culture required to do the job entrusted to them by the President and
Congress,” said Amit Yoran, CEO of NetWitness Corp. and former directer of the
National Cyber Security Division at DHS. "DHS’s cyber efforts are disorganized and
disjointed, and practical operations continued to be buried deeper within the

~

CYBER ATTACKS OF RECENT TIMES ©2017 EC-COUNCIL
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DeepPaste

DeepPaste
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STATE SPONSORED HACKING

BE @‘rouraccount l_.. News Sport = Weather iPlayer v Radit

NEWS m Regions » U.S.| Africa | Am s | Asia | China | Eurc

Home | UK  World = Business @ Politics = Tech = Science  Health  Family & Education
US & Canada

Iran denies cyberattack hurt nuclear

Cyber-attack: US and UK blame North . P
Korea for WannaCry ﬂc;g”ffr;l" but expert isn't sure

September 29, 2010 — Updated 1829 GMT (0229 HKT)
(@ 19 December 2017 f v © [ < Share ¢ ¢ :

AROUND THE WORLD May 29, 2013

US Military Weapons Systems Hacked by

THE WALL STREET JOURNAL. . Communist China

Home World u.S. Politics Economy Business Tech Markets Opinion Arts Life Real Estate Written by: CNN CNN More articles by CNN CNN »
. P o= Judge Blocks @= Breached @= Foreign Reserves @= Hedge Funds
[ Sysco-US Foods 5 Networlk's Security Is slip in Emerging - Score Big Gains
o g & e i -
L Merger - B Criticized Markets, Raising \ -
A Risks o

U.S. Suspects Hackers in China Breached About 4 Million
People’s Records, Officials Say

Described as one of the largest thefts of government data ever seen

President Barack

Obama will discuss cyber
security with Chinese
President Xi Jinping during
a meeting in California next
week, as Washington
becomes increasingly
worried about Chinese
hacking of U.S. military
networks.

“Cyber security is a key
priority of this
administration. It is a key
concern that we have,”
White House spokesman
Jay Carmey told reporters
on Air Force One as
Obama flew to New Jersey.

By DEVLIN BARRETT, DANNY YADRON and DAMIAN PALETTA
Updated June 5, 2015 6:33 a.m. ET

MULTIP|

PROS|

US. officials suspect that hackers in China stole the personal records of as many as four

million people in one of the most far-reaching breaches of government computers.

EC-Council CYBER ATTACKS OF RECENT TIMES ©2017 EC-COUNCIL 15



SOME RECENT CASES: PRIVATE SECTOR

': REUTERS World Business Markets Politics TV
HackRead
Pyeongchang 2018 The Trump Effect Politics MNorth Korea Earnings Myanmar
HACKING NEWS TECH CYBER CRIME HOW TO CYBER EVENTS SECURITY SURVEILLANCE
Home » Security » Millions of Telefonica customers’ data exposed after security breach
. . . ’
Millions of Telefonica customers’ data S

exposed after security breach

Maersk says global IT breakdown
caused by cyber attack

@IJ@ Etl Egraph HOME NEWS dajob Signin  Search ~ UK edition ~
| The,.
T e cll ll 0 10 gy m |Sport Culture Lifestyle |More~ Gual‘dlan

il UK politics Environment Education Science Tech Globaldevelopment Cities Obituaries

News Reviews Opinion Internetsecurity Socialmedia Apple Google
Advertisement

Uber concealed massive hack that
a echmolon, exposed data of 57m users and drivers H
Equifax hack: 44 million Britons'
personal details feared stolen in major
US data breach

EC-Council CYBER ATTACKS OF RECENT TIMES ©2017 EC-COUNCIL
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THE SCALE OF CONSUMER CYBERCRIME

378 MILLION victivs per vear 15|

NEARLY 2.8 TIMES AS MANY BABIES BORN EACH YEAR

é 1 MILLION +

'  VICTIMS PER DAY

ENOUGH TO FILL WEMBLEY STADIUM (ENGLAND) MORE THAN 10 TIMES

12 VICTIMS PER SECOND

50% OF ONLINE ADULTS

HAVE BEEN VICTIMS OF CYBERCRIME AND / OR NEGATIVE
ONLINE SITUATIONS IN THE PAST YEAR

(e.g., RECEIVED NUDE IMAGES FROM STRANGERS OR WERE
BULLIED OR STALKED ONLINE)

HAVE FALLEN VICTIM TO ATTACKS SUCH AS MALWARE, VIRUSES,
HACKING, SCAMS, FRAUD AND THEFT

A
41% OF ONLINE ADULTS T

EC-Council CYBER ATTACKS OF RECENT TIMES ©2017 EC-COUNCIL 17



 Threat actors becoming  Lack of available skilled

more sophisticated cyber manpower
* Digital data is more * High costs related to cyber
pervasive manpower
« Corporation are becoming » Difficulty In assessing
more “open” packground and experience
« Complications of cross  Lack of quality flexible
platform solutions and training options in cyber

Interconnectivity
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How Secure are your Devices?

C =

https

www.shodan.io

Explore Developer Pricing Enterprise Access Contact Us

The search engine for the Web

Shodan is the world's first search engine for Internet-connected devices.

Create a Free Account

A =
{i B
s &
'\
0
< 4

EC-Council

Explore the Internet of Things

Use Shodan to discover which of your devices are connected to the Internet,

where they are located and who is using them

Monitor Network Security

Keep track of all the computers on your network that are directly accessible

from the Internet. Shodan lets y

understand your digital footprint.

CYBER ATTACKS OF RECENT TIMES

See the Big Picture

Websites are just one part of the Internet. There are power plants, Smart TVs,
refrigerators and much more that can be found with Shodan!

Get a Competitive Advantage

Who is using your product? Where are they located? Use Shodan to perform

empirical market intelligence

©2017 EC-COUNCIL 24



How Secure are your Devices?

& k N Ews POLITICS IMMIGRATION & THE BORDER U.5. NEWS BUSINESS WORLD TECH & MEDIA THINK SPORTS

Your smart TV is watching you watching TV,

Consumer Reports finds

reseere Nest warns user of password breach - but not from its own
systems

Smarthome vendor did the right thing says the Internet Society

EE @Youraccount ,!.. News = Sport = Weather | iPlayer = Sou

NEWS

Home UK Word Business Politics | Tech  Science  Healtth  Family & Ed
Amazon's Alexa Hacked To Technology
SUHEPUUOUS]Y Record Web baby-monitoring cameras open to
Everything It Hears hacking, study warns

EC-Council
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End User Best

Practices

Always lock your
Devices

Keep your software
updated

Password
Management

Use a Secure
Network
Connection

Don’t bypass
protocols e.g.
firewalls, antivirus
etc

Use Encryption

Multi Factor
Authentication

Beware of phishing
websites

Back-up your
devices and data

Be Cautious




Why Are We Here?
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mission to raise;

GET.EDUCALED

-

Formative Outline:

"
Cybersecurity &
education standards
across the United =

Kingdom and Europe...

1) EC-Council Certification Outcomes and Overview

2) EC-Council | Academia Partnership
ﬂ

.. GET CERTIFIED
Workforce training 3) How We Support Our Academic Partnerships

methods have;r;roven
. .
success, but within 5) Graduation to Careers

education,'-‘there is a
long way to go... 6) Uniting Academia, Industry, and Government
¥

We willachieve this
mission one partner at
a time...

-,

GET'RESULTS
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EC-Council
Certification

Outcomes and
Overview

DEFEND ATTACK INVESTIGATE SPECIALIZE
C|ND C|EH ClHFI i EDRP E|CES

Intermediate

Foundational Core

WATGNYN INTOIDIMI GRLAVANEY .\

$& ¥ I ¥

* Al * Network Administrators * Security Officers  * Police and other law * IT Professionals in the
Computer  « Network security * Auditors enforcement personnel BC/DR or System
Users Administrators * Security * Defense and Military Administration domain
* Network Security Engineer Professionals ersonnel * Business Continuity and
p
* Network Defense  Site Administrators ¢ e-Business Security Disaster Recovery
Technicians * And more... professionals Consultants
* CND Analyst * Systems administrators * IT Risk Managers and
* Security Analyst * Legal professionals Consultants
* Security Operator * Banking, Insurance and other * CISOs and IT Directors
* And more... professionals * Incident handlers,
- * Government agencies * Risk assessment admins
Ec-cnuncll * IT managers * Penetration testers,
* And more... * And more...
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Vulnerability Assessment & Penetration Testing (VAPT)

i ™

Sy "

EC-Council Certified : : Job
ECSA : =~ LLPT | Licensed Penetration |
(Ssrcgjcrtlitgaﬁnalyst - (Master) | Tester (Master) ] Ro | as
Certified Ethical L EEICI - Information Assurance (I1A) Security Officer
(P(acncal) Hacker (Practical) 412_79 \ Security Analyst - Informaticn Security Analyst/Adminstrator

- Informaticn Security Manager/Specialist

;E - Information Systems Security
Pp—— Enginesr/hanager
ertifie
- Information Security Officers
T - Information Security Awditors
CND | certified - RiskAYulnerability Analyst
312-38 | Network Defender
\ *Bespoke m-a:-.d_ules avallable for -e.nterprises S . .
Our Certified VAPT Professionals
I are Employed at:
- "y s 1
Bachelor of Science [ Graduate Certificate Master of Science alraln B® Microsoft  aeceniure
in Cyber Security inITA, ISP in Cyber Security cisco  EY

*Additional University courses/pre- |equlslte~s ma}' be required. |nﬂ:ﬂ:,-5 amazon @

CORE '?nvnuc&n l EXPERT - BankofAmerica % sou | wen iton

_.!l.'_'|||_'. ||i_||| DE'DiﬂE. NE_C
This track maps to MICE's Specialty Areas:
1. Protect and Defend (PR) Support (INF) 2. Securely Provision [SP) bugcrowd W W lastline
a, Cyhersecurity ¢. Incident Response (IR) a, Test and Evaluation TATA
Defense Analyss (DA) . Vulnerability 3. Analyze (AN} »
b, Cybersacurity Assessment and a. Threat Analysis (T4) b | E © _arroit l 4
Crefense Infrastructune Management (VA) b. Exploitation Analysis (XA axiata Hero



EC-Council
Certification
Outcomes and
Overview

PENTEST LEAD

BLOCKCHAIN
EIGSA LPT C|CISO

Advanced / Expert Executive Blockchain

EC-Councll | Academia

EC-Councli Certified
Chiof Information Security Officer

<F Envmiedn
e 70 Nt o 1 Wt Uy b=y

EC-Council Certified Security Analyst

Complete Serics Advanced Penetration Testing

* Ethical Hackers * CISO’s * Business Professionals &
* Penetration Testers * Information Security Technology Enthusiasts
* Network server Managers

administrators * CIO’s
* Firewall Administrators * CTO’s
* Security Testers * Anyone in Executive
* System Administrators and Leadership

Risk Assessment
professionals
* And more...
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EC-Council
Certification
Outcomes and
Overview

Practical c EH ETHICAL
> EN HACKER

o

PRACTICAL

CORE

(6 Hour Practical)

Eﬂ-ﬂﬂllllcil 6 Hours Total

!_._PT

Penchrobion Testur

ECSA SECURITY

e | ANALYST

PRACTICAL

ADVANCED

(6 Hour Practical)
+

(6 Hour Practical)

12 Hours Total

MASTER
EXPERT

(6 Hour Practical)
+

(6 Hour Practical)
+

(6 Hour Practical)

18 Hours Total
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EC-Council ' Content Refresh Cycles: Why institutions rely on us...
Certification

Outcomes and
Current Trends

() ]

2 Year Full Brand new tools, New eBooks, Assessment &
Program Refresh technology & labs, videos Exam Updates

tactics

Maintaining Accreditations: Why educators take pride in partnering with us...

©] Se2

I\

V' v
e

Maintaining Maintaining Maintaining Maintaining
NCW_F Industry ANSI 8570, VA,
Mapping Recognition Accreditation COOL,

Eﬂ-ﬂﬂllllcil Standards Standards
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EC-Council
Certification
Outcomes and
Current Trends
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Relevant Content:

This is the worlds most advanced certified ethical hacking course with 20 of the most current

security domains any individual will ever want to know when they are planning to beef up the

information security posture of their organization. In 20 comprehensive modules, the course

covers 340 attack technologies, commonly used by hackers. Certified | Ethical Hacker

The ECSA penetration testing course provides you with a real world hands-on

penetration testing experience and is a globally accepted hacking and

E c s A penetration testing class available that covers the testing of modern
infrastructures, operating systems and application environments while

EC- ﬂﬂ"m“l Certified Security Analyst teaching the students how to document and write a penetration testing report.

How do you create an Advanced Penetration Tester? How do you ensure that students are

trained on the secrets of the trade while being pushed to their limit? The Advanced

Penetration Testing course from EC-Council is built on the backbone of the Advanced

Penetration Testing Cyber Range (ECCAPT) and this was designed by experts who each have

more than 25 years of professional security testing across the globe. The program comes with

multiple ranges designed to hone a specific set of real life pen testing skills. The ECCAPT

contains more than 180 machines with more than 250 GB RAM and more than 4000 GB of

storage segregated in complex network ranges with multiple militarized and demilitarized liconsed || Penciration
zones. It facilitates learning and demonstration of current attack vectors, penetration testing

methodology, and tools. A typical range consists of 5 to 8 subnets where each subnet

represents a different business unit and comprises semi-hardened and hardened machines
with more than 15 Windows and Linux OS flavors.

1]




EC-Council | Academia

Partnership EC-Council academic resources have educated thousands of students across

the most prestigious university degree programs since 2007...

s ®DCITA C/T

University College

S PrP.\9/

SANDIEGO  Hgis

Northern Virginia
Community College

@ed2go

T

ityof OLYMPIC

= Phoenix® COLLEGE

Moraine Vall
w GU w " 5 " cﬂ%ﬁnﬁcﬁﬁege

1 INDEPENDENCE
UNIVERSITY Since 1891

PURDUE @ Baker

S OLYTECH NG College
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Miami Dade
College
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District Univel'Sity




International Council of E-Commerce Consultants(EC-Council) 2018
All Rights Reserved

We Support Top Academin Events!

g - NICE
d CYBERE)SECURITY

J Summit NATIONAL INITIATIVE FOR
CYBERSECURITY EDUCATION

Conference & Expo

Cyber Security/
Information Assurance
(CSIA) Competition

FIRST PLACE GOLD

Y TR oty Cotegn 3717 St
O Thouand Thewe Muncred Fifan and 504100

werPecos g
T RN Commey o 11

O Thosuand Thrme Mirched Fiees and 507100 oot

For  ECCounct Rescurces Wy Al
1 ——v— -y 06 v Ovwetin of Anademses. US
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EG Council | Academia 2018 Partner Awards (invite Only)

@, WESTERN
eV GOVERNORS
& s’ UNIVERSITY

Northern Virginia
Community College

Py W’\\'

STRAYER

UNIVERSITY

Lambton

College
%

Tech Strategies

CAl

Western Nevada College
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EMPLOYMENT OPPORTUNITIES

2017 Global Information Security Workforce Study

Exhibit 6: Hiring Managers Expecting to Increase Workforce by 15% or More By Industry (Among Managers
Expecting to Increase Workforce)

Increase by Increase by
|6=20% . more than 20% !
Healthcare S s T S 3 5%
el s — 3 T
M et i g s R 372

Education [NSE I | e 35%
Construction [ISE Y e | T 3%
Professional Services IR I T 302
Energy ITED I T G 1%
Military Services | N T 30%
Finance ZE Y e T T 290
Government [IZE I - 2 7
Media R T 5%
Source: 201 7 Global Information Security Workforce Study, (n = 2,906)
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EMPLOYMENT OPPORTUNITIES

& ITProPortat BSS  Search Q

i : ‘indeed
Demand for cybersecurity experts to soar in GET WEEKLY NEWS AND '
ANALYSIS
2018 |
By December 18, 2017 Sign up below to get the latest from Indeed Spoffllght:_The Global
IT Pro Portal, plus exclusive special Cybersecurlty Skills Gap
Skills gap and high profile breaches are main causes behind offers, direct to your inbox!

increase in demand.

Cybersecurity skills shartage creating
recruitment chaos

Because of the global cybersecurity skills shortage, nearly half of all cybersecurity
professionals are solicited to consider other jobs at least once per week.



EMPLOYMENT OPPORTUNITIES

g].\:[}EPEI\I)ENT News InFact Politics Voices Indy/Life Sport Business Video Culture Subscribe

News » Business » Business News

A widening cyber-security skills gap is
threatening UK companies

The UK corporate sector has been marred by several high-profile cases of cyber security breaches

dajob Signin Search ~ TI UK edition +

1

Sport Culture Lifestyle Morev ual‘dlan

Advertisement

Calling all millennials: your
cybersecurity industry needs you

Global demand for cybersecurity professionals is increasing
rapidly, as are the rewards accrued by those in the industry - Boost vour business
and employers are looking to millennials to fill the gaps X y

ABOUT EC-COUNCIL ©2017 EC-COUNCIL



AVERAGE SALARY OF CYBER SECURITY PROFESSIONALS

What is the average salary for Cyber Security jobs?

The average salary for Cyber Security jobs is £72,500.
In January 2018, the average salary for Cyber Security jobs rose by £1,386 (16%).

Read on to find out how much Cyber Security jobs pay across various UK locations and industries.

Average

LOW ! ‘ ] HIGH

A 16% increase | sample size 120 £57.500 £83.750

How do Cyber Security jobs salaries vary across industries?

The industry with the highest salary for Cyber Security jobs is Permanent. The average Permanent salary for
Cyber Security jobs is £72,500. In the last month, the salary has risen by 16 per cent.

Industry/sector Average Range Monthly change* Jobs*
Permanent £72,500 £52 500-£82,500 4 16% view jobs (113
*compared to the previous month. A minus figure means the salary has gone down. Job counts are based on last month's totals

Source: https://www.cwjobs.co.uk/salary-checker/average-cyber-security-salary

CYBER ATTACKS OF RECENT TIMES ©2017 EC-
COUNCIL
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HOW DOES THE UK COMPARE?

Cyber Security Skills Deficit Persists Across Countries
Cyber security postings and clicks per million postings and clicks (2016Q3)

M Postings M Clicks
6000

5000
4000
3000

2000

Israel Ireland UK us Germany Austraka Canada France Italy Brazi

‘indeed

CYBER ATTACKS OF RECENT TIMES ©2017 EC-
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OW DOES THE UK COMPARE?

Not Enough Job Seekers Interested in Cyber Security Postings

Share of clicks / share of postings for cyber security (2016Q3)

Israel 28.4% UK 31.6% Brazil 33.0% Germany 35.0% Italy 35,9%
France 38.6% Ireland 38.8% Australia 42.3% US 66.7% Canada 68.1%

‘indeed

CYBER ATTACKS OF RECENT TIMES ©2017 EC-

COUNCIL o



EMPLOYMEN

Company Job Advertisements (CEH)

Security Analyst

Bank of England - 54 reviews - London

CISSP, OSCP, Security+, CEH) being a distinct advantage. The IT Security function is part of the
Technology Division within the Bank of England, and is...

3 days ago - save job - more

Information Security Analyst - Bournemouth

JP Maorgan Chase - 14,982 reviews - Bournemouth BH7

Professional Qualification such as CEH, CISSP, CISA, CISM an advantage but not essential. As
one of the main technology HUBS For EMEA the scope of work in...

JPMorgan Chase - 26 days ago - save job - more..

Security Operations Centre Analyst

Iaersk Line - 531 reviews - Maidenhead

Qualifications within IT Security such as CISSP, CEH desirable though not essential. Maersk Line
is a highly international and inspiring environment with an_.

Sponsored by Jobsite UK - save job

ABOUT EC-COUNCIL

OPPOR

IES

UNI

Security Analyst

Legal & General Group Plc. - 5 reviews - Hove

£40,000 a year

Appropriate security qualification for the role would include Security+, SSCP, GIAC Cyber
Defence certifications, CEH or CISSP._.

30+ days ago - save job - more..

Security Analyst

Thames Valley Police - 60 reviews - Southampton

£40,000 a year

Security+, CEH, MCSE, CCNA etc.). Thames Valley Police is the territorial police force
responsible for policing the Thames Valley area covered by the counties...

CWJobs.co.uk - 25 days ago - save job - more..

Regional Chief Information Security - UK & EMEA

Estee Lauder - 722 reviews - United Kingdom

Applicants will be qualified to Bachelor's Degree level as a minimum and have and have CISM,
CISSP, CEH, CIPP, CISA certifications or equivalent....

©2017 EC-COUNCIL



GLOBALLY RECOGNISED INFOSEC CERTIFICATION

EC-Council’s Certified BUSINESS START GROW D D QO ODO
Ethical Hacker (CEH) is
placed at number one -

Migrate your on-premises workloads

i N . BeSt I nfo rm ati on - to the cloud with confidence L e
Security Certifications

5y - Product and service reviews are conductad independently by our editorial team, but we sometimes make money when you click on links. Learn more.
2018” by Business

News Daily. Best Informatlon Securlty Certifications 2018

fo Yo ino &0 Juo MOREw

& Microsoft Azure - The year 2017 marked another
milestone for information security:
Migrate your on-premises more breaches, bigger losses, more _
workloads to the cloud coverage and more jobs and - {
with confidence oppmtumﬂes for IT and programmmg \

- . N

Source: http://www.tomsitpro.com/articles/information-security-certifications,2-205-3.html
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GLOBALLY RECOGNISED INFOSEC CERTIFICATION

= (IO o = ClO

EC-Council’S License |
Penetration Tester U TrmmmmmmmemmomReR s o e T

(LPT) and Certified
Secured Programmer
Hacker (CSP)
covered in “8 most in
demand IT Security
Certifications” by
ClO magazine.

8 most in-demand IT security certifications 8 most in-demand IT security certifications

Magh-profile sacurity bread such 25 k'3 hack of Asbley Madinon) have Mghlighted the noed for sk socerly
profteysoe . ' v oy Ir ' ' r v

EC-Council Licensed Penetration Tester EC-Council Certified Secure Programme

Source: http://www.cio.com/article/2951115/certifications/8-most-in-demand-it-security-certifications.html
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GLOBALLY RECOGNISED INFOSEC CERTIFICATION (CONT’D)

EC-Council’s Certified
Incident Handler (CIH) and
Computer Hacking Forensic
Investigator are featured in
the ranking of “25 tech
certifications earning the
highest cash premiums right
now” by David Foote

= COMPUTERWORLD

IDG CONTRIBUTOR NETWORK

ﬁ TECH PEOPLE ARCHITECTURE
By David foote

follow

25 tech certifications earning the
highest cash premiums right now

DIITE W

4. (Tie) EC-Council Certified Incident Handler

EC-Council Computer Hacking Forensic Investigator

GIAC Certified Forensics Analyst

GIAC Certified Forensics Examiner

GIAC Exploit Researcher and Advanced Penetration Tester
GIAC Web Application Penetration Tester

Open Group Master Certified IT Specialist

PMI Professional in Business Analysis

PMI Program Management Professional

. (Tie) Cisco Certified Architect

EMC Cloud Architect Expert (IT-as-a-Service)

GIAC Enterprise Defender

GIAC Secure Scftware Programmer -- Java

InfoSys Security Architecture Professional (ISSAP/CISSP)
PMI Aglle Certified Practitioner

PMI Portfolio Management Professional

Source: http://www.computerworld.com/article/3144525/it-management/25-tech-certifications-earning-the-highest-cash-premiums-right-now.html

ABOUT EC-COUNCIL
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GLOBALLY RECOGNISED INFOSEC CERTIFICATION

EC-Council Certified Chief

e ssaset The Salary Survey

Certified Ethical Hacker
(CEH) made into the list of
Top 75 Salary Earners List

1) PMI Program Management Professional
2) Open Group TOGAF 9
3) (ISC)? Certified Secure Software Lifecyle Professional (CSSLP)

4) EC-Council Certified Chief Information Security Officer (CCISO)

5) (ISC)? Certified Information Systems Security Professional (CISSP) Architecture
37) Cisco Certified Design Professional (CCDP)

18) EC-Counail Certfied Ethical Hacker (CEH)

39) Microsoft Certified Solutions Expert (MCSE) Server Infrastructure

40) Cisco Certified Network Professional (CCNP) Routing and Switching

Source: http://certmag.com/salary-survey-2016-annual-salary-survey/

ABOUT EC-COUNCIL ©2017 EC-COUNCIL

$147.120
$144.250
$143.210
$143.050
$141.230
$118,670
$118.370
$117.430
$116,210

$116,790
$103.060
§78.330
$79.930
§67.430
$67.270

$116.750

$91.110
$131.580

$125320
$99.420
$99.880
$88,610
$89.670
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GLOBALLY RECOGNISED INFOSEC CERTIFICATION

EC-Council Certified The Boom s On
Ethical Hacker (CEH) € boo

and Computer
Hacking Forensics e
Investigator (CHFI) is RSN B e

M Certfiec Analyst
i : 20045 5 55 2015 Satary (US): $100.000
= P17 9 2014 Sstary (US) §95.2%0
rated within the Top S
. 20 Satary QS 3143 ' 2005 Ssary US) 39960
2014 Sakary US) 3129.&20 2014 Sslary (US): $54.4%0
I I l O S eS I re SO GGRDRE 1A SRS R0 Doy Bwerage Gain/Loss: +$5,10 (UP § percent)

2015 Salery (US ]

certifications of 2016. i

D

2015 Salary (US ) $112.4%0
2014 Salary US T $103,940
Average Gairyloss: +$8.550 (UP 8 percent)

Diac0 Corfnd Dedgn Professiona

X015 Salary (US ) $112.670

2014 Salery US Y $112150

Average Gain/Lozs: +56250 {UP 6 percent)

2014 Sefary (US) $119520
foverage Gain/Loss: +352 960 (UP 2 percent)

Source: http://certmag.com/salary-survey-2015-interest-certification-still-strong
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GLOBAL RECOGNITIONS (CONT’D)

EC-COUNCIL IS RECOGNISED AS A WORLD LEADER BY THE UK GOVERNMENT

EC-Council
Courseware

1. In high demand on
UK Government
contracts

2. Four EC-Council
certifications
required by the
Nuclear
Decommissioning
Authority

3. More than any
other Cyber
Security Vendor

\111) GOV.UK Contracts Finder

Cyber Security Training

department may be comsidering suppliers that have already applied, or no suitable
ofters were made

Contract summary Closing date: 14 March 2017

Industry

Construction and Real Estate, Printing and Publishang, Education
Location of contract

Any 16900

Description

GIAC Certified Incident Handler (GCIH)
EC Council Certilied Incident Handler (ECIH)

C Council Certifind Network Defender

——
HAC Global Industnal Control System Professional (GISCP),

GDPR Master Class,

IS0 27001 Lead Implements

IS0 27001 Lead Aunditor

ISACA Certified Information Systems Auditor (CISA)

GIAC Information Security Fundamentals (GISF),

C Council Computer Hacking Forensic knvestigator (¢ HH)I

y include certificat ) R COsts

ABOUT EC-COUNCIL ©2017 EC-COUNCIL



GLOBAL RECOGNI

.~ @QAPMG International

&

— W
|coHO Certified Training

o e

Certified Ethical Hacker Certification

- PROVIDED BY m :

KNOWLEDGE AREA(S)
Malware and Attack Technologies | Operating Systems & Virtualisation

Security | Secure Software Design and Development | Security Operations and
Incident Management

The courseware only for this certification has been certified for use as part of a fully certified GCHQ-certified Training

package &
,(::f Focus skills: C2, D2, E1. E3 | Supporting skills: D1, E2. F2. F3, G1 s g i AL
| SRRl
LRSS >
R ¢ ‘i_'\;
7= CLASSROOM COURSE @ UNITED KINGDOM AN S \:.;«
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THANK YOU

Philip Blake
EC-Council

European Country Manager
Philip.blake@eccouncil.org
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