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EC-COUNCIL AT A GLANCE

ICECC
International Council of E-Commerce 

Consultants

EC-Council Group

ECCU
EC-Council University

Division of Academic Education

ECC
EC-Council Training & Certification

Division of Professional Workforce 
Development

EGS
EC-Council Global Services

Division of Corporate Consulting & 
Advisory Services

EGE
EC-Council Global Events

Division of Conferences, Forums, 
Summits, Workshops & Industry Awards

ECF
EC-Council Foundation

Non-Profit Organization for Cyber 
Security Awareness Increase.

15+  YEARS EXPERIENCE

40+ TRAINING & CERTIFICATION 
PROGRAMS

145+  COUNTRIES

350+  SUBJECT MATTER EXPERTS

700+  TRAINING PARTNERS 
WORLDWIDE

3000 TOOLS & TECHNOLOGIES

200,000 CERTIFIED MEMBERS

EC-Council Group is a 

multidisciplinary institution of 

global Information Security 

professional services.

EC-Council Group is a 

dedicated Information Security 

organization that aims at 

creating knowledge, facilitating 

innovation, executing research, 

implementing development, and 

nurturing subject matter 

experts in order to provide their 

unique skills and niche 

expertise in cybersecurity.

Some of the finest organizations 

around the world such as the 

US Army,  US Navy, DoD, the 

FBI, Microsoft, IBM, and the 

United Nations have trusted 

ECC to develop and advance 

their security infrastructure.

WE ARE 

INFORMATION 

SECURITY
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DOMINANCE IN THE MARKET

WE ARE PROUD TO HAVE PLAYED A ROLE IN 

THE CYBER SECURITY OF

BLUE CHIP CUSTOMER 

BASE
• Accenture

• Allianz

• Axiata

• American 

Express

• Barclays 

Capital

• British Airways

• British 

Telecom

• Cambridge 

Experts

• Capgemini

• CCL-Forensics 

Ltd.

• Celcom

• Criminal 

Justice IT

• Deloitte

• E&Y

• Harvard 

Engineering

• Honda 

Malaysia

• J P Morgan

• Jefferson 

Wells

• KPMG

• Logica

• Metropolitan 

Police Service

• Ministry of 

Defence UK

• Motorola

• PWC

• Royal Bank of 

Scotland 

Group

• Royal Navy

• Shell

• Vodafone

• Fujitsu

• General 

Dynamics UK 

• Ceridian

• De Montfort 

University

• HP

• IBM

• Lancaster 

University

• Oracle 

Corporation

• Police Service 

of Northern 

Ireland

• Royal Bank of 

Scotland

• The British 

Library

• UK Ministry of 

Defense

• University of 

Bedfordshire

• University of 

East London

• University of 

Sunderland
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GLOBAL RECOGNITIONS (CONT’D)

EC-COUNCIL TRAINS PENTAGON D.C DOD, US NAVY, US AIRFORCE AND US ARMY
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KEY ENDORSEMENTS – DOD 8570 MANDATE 
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The credential and job role of a Certified 

Ethical Hacker was first mooted and 

developed by EC-Council globally.

Thousands of jobs are created globally due to 

this initiative. EC-Council has 

continues to expand it’s contribution in this 

space with the introduction of 33 certifications.

EC-Council programs have a been accredited 

by the DHS/NSA CNSS standards and are one 

of the very few originations to have attained 

the ISO/1EC 17024 standards.

As a result, the US Department of Defense 

listed EC-Council’s CEH certification into its 

DoD 8570 mandate which provides approved 

training opportunities to its thousands of IT 

security staff and contractors.

EC-Council programs map to the NICE 

Framework too.
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Threat Landscape



WORLD ECONOMIC FORUM

Cyber Attacks have been ranked as one of 
the top global threats in The World Economic 
Forum’s (WEF) annual study also —The 
Global Risks Report 2018. With Data 
Fraud/Theft being on the list for most likely 
threats

The risk of cyber-attacks is ranked highly by the WEF 
because the organization is concerned that this year, 
cyber-attacks not only have a strong likelihood of 
happening, they also have the potential to make a 
considerable impact. 
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“Cybersecurity risks are also growing, both in their prevalence 

and in their disruptive potential. Attacks against businesses 

have almost doubled in five years, and incidents that would 

once have been considered extraordinary are becoming more 

and more commonplace”



A 2017 study of 254 companies across seven 
countries put the annual cost of responding 
to cyberattacks at £11.7 million per company, 
a yearon-year increase of 27.4%
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“The cost of cybercrime to 

businesses over the next five years 

is expected to be US$8 trillion”

WORLD ECONOMIC FORUM



GLOBALLY CYBER CRIME IS ON A RISE
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Source(s): Compiled from Wikipedia, https://en.wikipedia.org/wiki/Category:Hacking_in_the_2010s

Dyn Cyberattack (2016)
The 2016 Dyn cyberattack took place on 

October 21, 2016, and involved 

multiple denial-of-service attacks (DoS

attacks) targeting systems operated 

by Domain Name System (DNS) 

provider Dyn which made major Internet 

platforms and services unavailable to 

large swathes of users in Europe and 

North America. The groups Anonymous 

and New World Hackers claimed 

responsibility for the attack, but scant 

evidence was provided.

DCCC Cyber 

Attacks (2016)
On Friday July 29, 2016 the Democratic 

Congressional Campaign 

Committee reported that its computer 

systems had been infiltrated. It is strongly 

believed by US intelligence sources that 

the infiltrator groups are Russian foreign 

intelligence groups that breached 

the Democratic National Committee's 

computer systems. These groups are 

known as Fancy Bear and Cozy Bear.

Democratic National 

Committee Cyber 

Attacks (2016)
The Democratic National Committee 

cyber attacks took place in 2015 and 

2016, in which computer 

hackers infiltrated the Democratic 

National Committee (DNC) computer 

network, leading to a data breach.

Commission on Elections 

Data Breach (2016)
On March 27, 2016, hackers under the 

banner, Anonymous Philippines hacked 

into the website of the Philippine 

Commission on Elections (COMELEC) 

and defaced it.

Bangladesh Bank 

Heist (2016)
In February 2016, instructions to 

steal US$951 million from Bangladesh 

Bank, the central bank of Bangladesh, 

were issued via the SWIFT network. Five 

transactions issued by hackers, worth 

$101 million and withdrawn from a 

Bangladesh Bank account at the Federal 

Reserve Bank of New York, succeeded, 

with $20 million traced to Sri Lanka (since 

recovered) and $81 million to 

the Philippines (about $18 million 

recovered). 

SWIFT banking hack 

(2015–16)
SWIFT banking hack (2015–16)

In 2015 and 2016, a series of 

cyberattacks using the SWIFT banking 

network were reported, resulting in the 

successful theft of millions of dollars. The 

attacks were perpetrated by a hacker 

group nicknamed "Lazarus" by 

researchers. 

VTech Data Breach (2015)
In November 2015, Lorenzo Bicchierai, 

writing for Vice magazine's Motherboard, 

reported that VTech's servers had been 

compromised and the corporation was 

victim to a data breach which exposed 

personal data belonging to millions of 

individuals.

Office Of Personnel 

Management Data Breach 

(2015)
In June 2015, the United States Office of 

Personnel Management (OPM) 

announced that it had been the target of 

a data breach targeting the records of as 

many as four million people. Later, FBI 

Director James Comey put the number at 

18 million.

Hacking Team (2015)
On July 5, 2015, the Twitter account of 

the company was compromised by an 

unknown individual who published an 

announcement of a data breach against 

HackingTeam's computer systems

Russian Hacker Password 

Theft (2014)
The 2014 Russian hacker password theft 

is an alleged hacking incident resulting in 

the possible theft of over 1.2 billion 

internet credentials, including usernames 

and passwords, with hundreds of millions 

of corresponding e-mail addresses.

Sony Pictures Hack (2014)
On November 24, 2014, a hacker group 

which identified itself by the name 

"Guardians of Peace" (GOP) leaked a 

release of confidential data from the film 

studio Sony Pictures. The data included 

personal information about Sony Pictures 

employees and other information.

Ashley Madison Data 

Breach (2015)
In July 2015, a group calling itself "The 

Impact Team" stole the user data of 

Ashley Madison, a commercial website 

billed as enabling extramarital affairs. The 

group copied personal information about 

the site's user base.

https://en.wikipedia.org/wiki/Category:Hacking_in_the_2010s
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GOVERNMENT CYBER FOCUS
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GOVERNMENT CYBER FOCUS

“Promote the training of professionals, give impetus to industrial development and 
strengthen the R&D&I system in cyber security matters” – National Cyber Security 
Strategy, Spain

“Besides raising the awareness of the youngest subjects, training in digital technology 
professions should provide future professionals in the field with extensive information 
systems security skills, which remains currently absent from many higher education 
programmes.” – National Digital Security Strategy, France

“Knowledge is an extremely important asset in the Netherlands. Dutch society, and 
digital security in particular, depends on the development and use of knowledge” –
National Cyber Agenda, Netherlands

“In businesses, many staff members are not cyber security aware and do not understand 
their responsibilities in this regard, partially due to a lack of formal training. The public is 
also insufficiently cyber” – National Cyber Security Strategy, UK
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GOVERNMENT CYBER FOCUS
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GOVERNMENT CYBER FOCUS
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STATE SPONSORED HACKING



SOME RECENT CASES: PRIVATE SECTOR
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THE SCALE OF CONSUMER CYBERCRIME
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Global Cybersecurity Challenges

• Lack of available skilled 
cyber manpower

• High costs related to cyber 
manpower 

• Difficulty in assessing 
background and experience

• Lack of quality flexible 
training options in cyber

• Threat actors becoming 
more sophisticated

• Digital data is more 
pervasive

• Corporation are becoming 
more “open”

• Complications of cross 
platform solutions and 
interconnectivity

https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/meeting-the-cybersecurity-challenge
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Phishing Demo
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Threats To Industry
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Threats to Industry

Critical National Infrastructure:

• Energy

• Government

• Health

• Transport

‘Those critical elements of infrastructure… which could result in:

a) Major detrimental impact… essential services

b) Significant impact on national security, national defence, or the functioning of the state.’
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Client Projects
Map of Industrial Control Networks on the Internet

• Traffic Light Controls

• Traffic Cameras

• Swimming Pool Acid Pump

• Hydroelectric Plant

• Hotel Wine Cooler

• Hospital Heart Rate Monitor

• Home Security App

• Gondola Ride

• Car Wash
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For You



How Secure are your Devices?

CYBER ATTACKS OF RECENT TIMES                              ©2017 EC-COUNCIL 24



How Secure are your Devices?
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End User Best Practices
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End User Best 
Practices

Always lock your 
Devices

Use a Secure 
Network 

Connection

Beware of phishing 
websites

Keep your software 
updated

Don’t bypass 
protocols e.g. 

firewalls, antivirus 
etc

Back-up your 
devices and data

Password 
Management

Use Encryption Be Cautious

Multi Factor 
Authentication



International Council of E-Commerce Consultants (EC-Council) 2018. All Rights Reserved.

Formative Outline:

1) EC-Council Certification Outcomes and Overview

2) EC-Council | Academia Partnership

3) How We Support Our Academic Partnerships

5)      Graduation to Careers

6)      Uniting Academia, Industry, and Government

Why Are We Here?

EC-Council is on a 
mission to raise 
Cybersecurity 
education standards 
across the United 
Kingdom and Europe…

Workforce training 
methods have proven 
success, but within 
education, there is a 
long way to go…

We will achieve this 
mission one partner at 
a time...
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EC-Council

Foundational     Intermediate Core           Core/Specialist Specialist

• All 
Computer 
Users

• Network Administrators
• Network security 

Administrators
• Network Security Engineer
• Network Defense 

Technicians
• CND Analyst
• Security Analyst
• Security Operator
• And more…

• Security Officers
• Auditors
• Security 

Professionals
• Site Administrators
• And more…

• Police and other law 
enforcement personnel

• Defense and Military 
personnel

• e-Business Security 
professionals

• Systems administrators
• Legal professionals
• Banking, Insurance and other 

professionals
• Government agencies
• IT managers
• And more…

• IT Professionals in the 
BC/DR or System 
Administration domain

• Business Continuity and 
Disaster Recovery 
Consultants

• IT Risk Managers and 
Consultants

• CISOs and IT Directors
• Incident handlers, 
• Risk assessment admins
• Penetration testers,
• And more…

EC-Council 
Certification 
Outcomes and 
Overview



312-38

CEH
(Practical) Hacker (Practical)

ECSA
412-79 SecurityAnalyst

ECSA
(Practical)

Security Analyst
(Practical)

LPT
(Master)

Licensed Penetration
Tester (Master)
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EC-Council

Advanced / Expert                    Executive            Blockchain

• Ethical Hackers
• Penetration Testers
• Network server 

administrators
• Firewall Administrators
• Security Testers
• System Administrators and 

Risk Assessment 
professionals

• And more…

• CISO’s
• Information Security 

Managers
• CIO’s
• CTO’s
• Anyone in Executive 

Leadership

• Business Professionals & 
Technology Enthusiasts

PENTEST LEAD

E|CSA    LPT C|CISO C|BP

BLOCKCHAINEC-Council 
Certification 
Outcomes and 
Overview
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EC-Council

Practical 

Assessments

MASTER

EC-Council 
Certification 
Outcomes and 
Overview

CORE

(6 Hour Practical)

ADVANCED

(6 Hour Practical)
+

(6 Hour Practical)

EXPERT

(6 Hour Practical)
+

(6 Hour Practical)
+

(6 Hour Practical)

6 Hours Total 12 Hours Total 18 Hours Total
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EC-Council

EC-Council 
Certification 
Outcomes and 
Current Trends

Content Refresh Cycles: Why institutions rely on us…

Maintaining Accreditations: Why educators take pride in partnering with us…

2 Year Full 
Program Refresh

Brand new tools, 
technology & 

tactics

New eBooks, 
labs, videos

Assessment & 
Exam Updates

Maintaining 
NCWF 

Mapping 
Standards

Maintaining 
Industry 

Recognition

Maintaining 
ANSI 

Accreditation

Maintaining 
8570, VA, 

COOL, 
Standards

EC-Council | Academia
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EC-Council

EC-Council 
Certification 
Outcomes and 
Current Trends

Relevant Content:

This is the worlds most advanced certified ethical hacking course with 20 of the most current 
security domains any individual will ever want to know when they are planning to beef up the 
information security posture of their organization. In 20 comprehensive modules, the course 
covers 340 attack technologies, commonly used by hackers.

The ECSA penetration testing course provides you with a real world hands-on 
penetration testing experience and is a globally accepted hacking and 

penetration testing class available that covers the testing of modern 
infrastructures, operating systems and application environments while 

teaching the students how to document and write a penetration testing report.

How do you create an Advanced Penetration Tester? How do you ensure that students are 
trained on the secrets of the trade while being pushed to their limit? The Advanced 
Penetration Testing course from EC-Council is built on the backbone of the Advanced 
Penetration Testing Cyber Range (ECCAPT) and this was designed by experts who each have 
more than 25 years of professional security testing across the globe. The program comes with 
multiple ranges designed to hone a specific set of real life pen testing skills. The ECCAPT 
contains more than 180 machines with more than 250 GB RAM and more than 4000 GB of 
storage segregated in complex network ranges with multiple militarized and demilitarized 
zones. It facilitates learning and demonstration of current attack vectors, penetration testing 
methodology, and tools. A typical range consists of 5 to 8 subnets where each subnet 
represents a different business unit and comprises semi-hardened and hardened machines 
with more than 15 Windows and Linux OS flavors.
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EC-Council

EC-Council | Academia 
Partnership EC-Council academic resources have educated thousands of students across 

the most prestigious university degree programs since 2007…



36 I    Name company

We Support Top Academia Events!

International Council of E-Commerce Consultants(EC-Council) 2018
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EC-Council | Academia 2018 Partner Awards (Invite Only)



WHO?



EMPLOYMENT OPPORTUNITIES
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EMPLOYMENT OPPORTUNITIES
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EMPLOYMENT OPPORTUNITIES
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AVERAGE SALARY OF CYBER SECURITY PROFESSIONALS
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Source: https://www.cwjobs.co.uk/salary-checker/average-cyber-security-salary

https://www.cwjobs.co.uk/salary-checker/average-cyber-security-salary


HOW DOES THE UK COMPARE?
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COUNCIL
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HOW DOES THE UK COMPARE?

CYBER ATTACKS OF RECENT TIMES                              ©2017 EC-
COUNCIL

44



EMPLOYMENT OPPORTUNITIES
Company Job Advertisements (CEH)
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GLOBALLY RECOGNISED INFOSEC CERTIFICATION
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Source: http://www.tomsitpro.com/articles/information-security-certifications,2-205-3.html

EC-Council’s Certified 

Ethical Hacker (CEH) is 

placed at number one 

in “Best Information 

Security Certifications 

2018” by Business 

News Daily.

http://www.tomsitpro.com/articles/information-security-certifications,2-205-3.html


GLOBALLY RECOGNISED INFOSEC CERTIFICATION
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Source: http://www.cio.com/article/2951115/certifications/8-most-in-demand-it-security-certifications.html

EC-Council’S License 

Penetration Tester 

(LPT) and Certified 

Secured Programmer 

Hacker (CSP) 

covered in “8 most in 

demand IT Security 

Certifications” by 

CIO magazine.

http://www.cio.com/article/2951115/certifications/8-most-in-demand-it-security-certifications.html


GLOBALLY RECOGNISED INFOSEC CERTIFICATION (CONT’D)
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Source: http://www.computerworld.com/article/3144525/it-management/25-tech-certifications-earning-the-highest-cash-premiums-right-now.html

EC-Council’s Certified 

Incident Handler (CIH) and 

Computer Hacking Forensic 

Investigator are featured in 

the ranking of  “25 tech 

certifications earning the 

highest cash premiums right 

now” by David Foote

http://www.computerworld.com/article/3144525/it-management/25-tech-certifications-earning-the-highest-cash-premiums-right-now.html


GLOBALLY RECOGNISED INFOSEC CERTIFICATION
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EC-Council Certified Chief 

Information Security Officer 

Certification (C|CISO) and 

Certified Ethical Hacker 

(CEH) made into the list of 

Top 75 Salary Earners List

Source: http://certmag.com/salary-survey-2016-annual-salary-survey/

http://certmag.com/salary-survey-2016-annual-salary-survey/


GLOBALLY RECOGNISED INFOSEC CERTIFICATION
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EC-Council Certified 

Ethical Hacker (CEH) 

and Computer 

Hacking Forensics 

Investigator (CHFI) is 

rated within the Top 

50 most desired 

certifications of 2016.

Source: http://certmag.com/salary-survey-2015-interest-certification-still-strong

http://certmag.com/salary-survey-2015-interest-certification-still-strong


GLOBAL RECOGNITIONS (CONT’D)
EC-COUNCIL IS RECOGNISED AS A WORLD LEADER BY THE UK GOVERNMENT
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EC-Council 

Courseware 

1. In high demand on 

UK Government 

contracts

2. Four EC-Council 

certifications 

required by the 

Nuclear 

Decommissioning 

Authority 

3. More than any 

other Cyber 

Security Vendor



GLOBAL RECOGNITIONS (CONT’D)
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EC-Council

THANK YOU

Philip Blake

EC-Council

European Country Manager
Philip.blake@eccouncil.org

mailto:Philip.blake@eccouncil.org

