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IPv6
In this report, I am going to analyse the internet protocol version 6 (or IPv6) the main differences with ipv4, its benefits and the problems related to his compatibility, security and distribution.
As stated on 6connect (Sclafani 2020), every device on the network needs some standards and protocols to communicate with other end devices. Some of those protocols are the internet protocol (IP) addresses. The current most used protocol today is internet protocol version 4, (ipv4) which was deployed in 1980. In the 1990, the Internet Engineering Task Force, declared that the IPv4 addresses would run out due to the fact that more and more people will use the internet and the amount of devices connected to the network also will increase. As expected, in 2011, the Internet Assigned Numbers Authority declared the complete exhaustion of ipv4 addresses. IPv6 has been developed to cope with the increasing demand for IP addresses and the first and most significative difference between ipv4 and ipv6 is actually the address capacity. The first version of the protocol, it is structured with 32 bits of length and can support around 4.3 billion of addresses while IPv6 is structured on 128 bits of length and can provide more than 340 undecillion addresses. This means that ipv6 unlikely to ipv4 it is not going to finish the address space available. The evolution to this new version of the protocol therefore, has not been easy and there are still many issues regarding migration to ipv6. Organizations and IT departments main concern, is to work on understanding the fundamental characteristics of ipv6 and differences from his predecessor in order to switch to ipv6 without many troubles.
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According to open standard (2016)  analysing the main difference related to space between ipv4 and ipv6 it is clear that the problem of congesting networks in ipv6 is almost non-existent compared to ipv4. Another advantage of ipv6 is given by the possibility of the individual to be able to directly reach the devices present in his own home network without having to go through complicated configuration processes. Devices that use ipv6 can also act as a router. Although ipv6 has been around for many years and has already been adopted by large organizations such as Google and Facebook, its expansion is still in the initial process. However, exponential growth is expected regarding the adoption of this protocol and great results are expected in terms of robustness and speed. 
Radiocrafts (2019) reports other benefits regarding ipv6. Some of these have already been shown in other research such as faster and more efficient routing and packet processing. Other relevant from this article highlight the multicast function of ipv6 which allows to send packets to multiple destinations simultaneously without consuming excessive bandwidth. Moreover, ipv6 uses an autoconfiguration system through which when we connect two ipv6 devices to each other, an IP address will be automatically generated. Finally, ipv6 has a security system called IPsec which provides confidentiality, authentication and data integrity. Other benefits of ipv6 deriving from its great vastness of space will be the reduction of congestion of internet traffic and a greater speed and stability of communication. 
Benefits of ipv6 descripted by Shaw (2018) :
“The IPv6 protocol can handle packets more efficiently, improve performance and increase security. It enables internet service providers to reduce the size of their routing tables by making them more hierarchical.” 
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Scaflani (2020) identify the main concerns about ipv6:
One of the biggest challenges with ipv6 is getting companies to adopt this protocol. These decisions within a business, are made by decision maker, but it is the job of IT professionals to provide useful and detailed information on what the benefits and risks of this implementation could be. The transaction from ipv4 to ipv6 is not easy and if done incorrectly it could cause many threats to the security of a company. The author describes how in this case communication becomes a fundamental factor as who is making decision in a business, want to know exactly what migration to ipv6 will comport for his business. Who in in charge for communication should be able to analyse the migration process from different viewpoint in order to give precise and detail information to decision makers.  Although this communication process require to be careful not to scare the customer,  it is mandatory to report what could be the risks deriving from the adoption of ipv6.  A good tip to promote ipv6 is to showcase to long term impact that this could have in a business. While ipv6 will grow also our network will grow more and more. With a correct communication we must transmit to decision makers that for this migration there will be a slight increase in costs only at the beginning until this technology is fully implemented, but in the future it will provide higher levels of scalability, and performance for the internal and external network.
Another concern in the adoption of ipv6 is related to costs because companies will have to supply themselves with new network devices that support ipv6. Another variable additional cost will be due to the personnel. Having a qualified and experienced staff can help carry out the activities better by decreasing implementation times and future overhaul costs. During this implementation process, a highly qualified and productive staff will have to take the opportunity to make all updates to software or network devices in an appropriate manner and this smart process will allow a company to carry out two activities at the same time and therefore save money. Other additional costs may derive from expenses made in the past by the company such as security systems, software or any other ipv4-based system that will not be compatible with ipv6. Also due to its high complexity, each employee involved in the conversion process, will be required to be highly collaborative and fully understand his duties. this system allows the co-existence of the two protocols and the correct communication between them. obviously this system also has costs and it will be possible to use it as long as ipv4 also exists.	
Tadayoni and Henten (2016) find also how ipv4 is very limited in terms of space comparing it with ipv6. Moreover, they explain how the initial allocation of addresses for ipv4 was done in an irregular way, facilitating more developed states such as USA with more and more addressing space and leaving behind poorer countries such as India which however, today is a state with a large flow of ipv6 traffic and obviously isn't experiencing too many conversion issues. The systems that allow these two versions of the protocols to coexist are called dual stack, translation (NAT) and tunneling. Due to the existence of those protocols, ipv4 could still exist for many years before completely disappear. One of the principal reasons why ipv4 is still most used from business is the availability of private addresses space and the possibility to have a protection firewall, while when implementing ipv6, might be required to install different kind of firewalls for the protection. All those factors together are significantly slowing down the process of ipv6 deployment. Although many agencies are working very hard globally to promote ipv6, the transaction is certainly not mandatory so it is not considered by many business.
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According to internet society (2019) without the ipv6 protocol it would not be possible to think of an internet growth. this new version of the protocol will be distributed in a global way, for this reason it is very important that during the distribution and design operations, the possible security risks are taken into consideration and well understood. The author compares the security of ipv4 with ipv6 according to two specific factors: protocols and distribution. Comparing the security between the two protocols, it appears that ipv6 can be subject to many more types of attacks than ipv4 due to its high complexity. Regarding to distribution security, however, the authors analyse different aspects. Since we have ipv4, there have always been security vulnerabilities. One of the main causes of these attributes is always due to implementation defects in the protocol.  However over the years, more and more updates have been released regarding the protection of ipv4. In this way the system has strengthened while on ipv6 we do not have the same years of study or practical support. Other vulnerabilities may arise from protocol specification errors, yet, these problems always result from a lack of knowledge and experience in ipv6. Consequently also the it staff of many companies is highly qualified regarding ipv4 but has little knowledge of ipv6 and its implications regarding security. Although much progress has been made in ipv6 regarding functionality in security tools and devices, in some cases it is still very difficult to create safe and reliable connections.
[bookmark: _Toc39849049][bookmark: _Toc39849147][bookmark: _Toc40027901]Conclusions
From this report, we can establish that the main difference between ipv4 and ipv6 lies in the fact that the new version of the protocol offers quadruple of the ipv4 space regarding available address space. This factor is crucial in the growth of the internet because there are more and more devices and people who connect to the network and without ipv6 we would no longer have enough space globally. Other benefits of ipv6 derive from multicasting and autoconfiguration features. However, this research also analyses issues concerning the distribution of ipv6 and its adoption by companies. Many companies still do not have detailed information on why adopting ipv6 and what risks it could entail for the business. Although there are many companies that are promoting ipv6, the transition to this protocol is not mandatory and therefore many organizations are not taking it into consideration. Migration processes are also very complex and require variable costs. The last problem is given by the security that in ipv6 is much lower than ipv4 for the reason that this protocol has been used by far fewer people and for much less time. However, ipv6 will be essential for the growth of the internet and when fully implemented globally, it should become extremely secure and reliable. IPv4 is destined to disappear and although there are methods that allow the users to use both protocols, these methods also involve costs and sooner or later they will become obsolete. The advice for companies that have not yet implemented ipv6 is to do it as soon as possible.
According to internet society (2018), over 25 % of all the world networks deliver IPv6 traffic. In 49 countries, the generated IPv6 traffic, it is higher than 5%, while just in 24 countries it exceeds the 15%. (Appendix 1).
Google statistics (2020) show a graphic of ipv6 growth. It is possible to see how the global implementation of ipv6 has risen by almost 12% in 2020 compared to 2018. (appendix 2).
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2ND PART ASSIGNMENT
UNIVERSITY
I chose a private IP class B address 172.16.0.0 to support the network of 4 university buildings.
Due to it’s default subnet mask (255.255.0.0), an IP address of class B, can guest up to 65534 hosts in his network. 
To avoid wasting of IP addresses, I subnet this IP address with VLSM (Variable Lenght Subnet Mask).
School A:
In the school A it is required addressing space for at least 704 hosts including also a Test Centre, an an Open Access Lab and internal servers (Registry, Finance, File Server and Print Server). I chose a variable length subnet mask 255.255.248.0 (/21) in order to have 2046 usable hosts available for this building. The formula for calculating the usable hosts is 211 – 2 = 2046. 
Notes: 
· /21 Represents the bits taken for the network portion.
· The bits taken for the host portion will be 11 as in a IPv4 address there are a total of 32 bits.
· 211 Determine the number total host space. To find the number of usable hosts, it is needed to subtract the number 2 from the total host space as the first address is needed for the network identification, and the last address for the broadcast.
· In the subnet process it is a good practice to work from the largest to the smallest subnet in order to not overlap the networks.
· After subnetting “school A” in many different labs, there is still space available for more than 1000 users for a future expansion.
	SCHOOL
	NETWORK ADDRESS
	FIRST IP ADDRESS
	LAST IP ADDRESS
	BROADCAST ADDRESS
	SUBNET MASK

	A -704 Users
	172.16.0.0
	172.16.0.1
	172.16.4.254
	172.16.4.255
	255.255.248.0 /21



	LAB 
	NETWORK ADDRESS
	FIRST IP ADDRESS
	LAST IP ADDRESS
	BROADCAST ADDRESS
	SUBNET MASK

	OPEN ACCESS LAB – 245 Users
	172.16.0.0
	172.16.0.1
	172.16.0.254
	172.16.0.255
	/24

	LAB 308- 120 Users
	172.16.1.0
	172.16.1.1
	172.16.1.126
	172.16.1.127
	/25

	LAB 410 – 60 Users
	172.16.1.128
	172.16.1.129
	172.16.1.190
	172.16.1.191
	/26

	LAB 301 – 50 Users
	172.16.1.192
	172.16.1.193
	172.16.1.254
	172.16.1.255
	/26

	LAB 306 – 40 Users
	172.16.2.0
	172.16.2.1
	172.16.2.62
	172.16.2.63
	/26

	LAB 412 – 36 Users
	172.16.2.64
	172.16.2.65
	172.16.2.126
	172.16.2.127
	/26

	LAB 302 – 30 Users
	172.16.2.128
	172.16.2.129
	172.16.2.190
	172.16.2.191
	/26

	LAB 303 – 30 Users
	172.16.2.192
	172.16.2.193
	172.16.2.254
	172.16.2.255
	/26

	LAB 411 – 30 Users
	172.16.3.0
	172.16.3.1
	172.16.3.62
	172.16.3.63
	/26

	STAFF – 25 Users
	172.16.3.64
	172.16.3.65
	172.16.3.94
	172.16.3.95
	/27

	LAB 305 – 20 Users
	172.16.3.96
	172.16.3.97
	172.16.3.126
	172.16.3.127
	/27

	TEST CENTRE – 18 Users
	172.16.3.128
	172.16.3.129
	172.16.3.158
	172.16.3.159
	/27



Ipv6 addresses:
	DEVICE/INTERFACE
	IPV6 ADDRESS
	TYPE OF IPV6 

	Finance
	2001:DB8:ABCD:1::1 /64
	Anycast 

	Registry
	2001:DB8:ABCD:1::1 /64
	Anycast 

	File Server
	2001:DB8:ABCD:1::1 /64
	Anycast 

	Print Server
	2001:DB8:ABCD:1::1 /64
	Anycast 

	MP Router 
	2001:DB8:ABCD:1::1 /64
	Anycast 

	DNS server
	2001:DB8:ABCD:1::1 /64
	Anycast 

	E-mail Server
	IPV6: 2000::/3
	Global unicast

	Link MP to ISP 
	IPV6: 2000::/4
	Global Unicast 



Notes :
· For the Finance, Registry, File server, Print server, DNS server and the MP router, I have used a anycast address. With anycast address multiple devices can share the same address. 
· Internet service provider and e-mail server, belongs to the internet and use a global unicast address.
· The link between MP server and Internet service provider, is a global unicast address.

School C:
In the school C it is required addressing space for at least 337 hosts. I chose a variable length subnet mask 255.255.248.0 (/22) in order to have 1024 usable hosts available for this building: 210 – 2 = 1022. 
· After subnetting “school C” in many different labs, there is still space available for more than 500 users for a future expansion.

	SCHOOL
	NETWORK ADDRESS
	FIRST IP ADDRESS
	LAST IP ADDRESS
	BROADCAST ADDRESS
	SUBNET MASK

	C- 337 Users
	172.16.8.0
	172.16.8.1
	172.16.11.254
	172.16.11.255
	255.255.248.0 /22



	LAB
	NETWORK ADDRESS
	FIRST IP ADDRESS
	LAST IP ADDRESS
	BROADCAST ADDRESS
	SUBNET MASK

	LAB 409 – 60 Users
	172.16.8.0
	172.16.8.1
	172.16.8.62
	172.16.8.63
	/26

	LAB 201 – 54 Users
	172.16.8.64
	172.16.8.65
	172.16.8.126
	172.16.8.127
	/26

	LAB 410 – 45 Users
	172.16.8.128
	172.16.8.129
	172.16.8.190
	172.16.8.191
	/26

	LAB 404 – 35 Users
	172.16.8.192
	172.16.8.193
	172.16.8.254
	172.16.8.255
	/26

	STAFF – 32 Users
	172.16.9.0
	172.16.9.1
	172.16.9.62
	172.16.9.63
	/26

	LAB 203 – 30 Users
	172.16.9.64
	172.16.9.65
	172.16.9.126
	172.16.9.127
	/26

	LAB 205 – 28 Users
	172.16.9.128
	172.16.9.129
	172.16.9.158
	172.16.9.159
	/27

	LAB 408 – 28 Users
	172.16.9.160
	172.16.9.161
	172.16.9.190
	172.16.9.191
	/27

	LAB 202 – 25 Users
	172.16.9.192
	172.16.9.193
	172.16.9.222
	172.16.9.223
	/27

	ROUTER
	172.16.9.224
	72.16.9.225
	172.16.9.226
	172.16.9.227
	/30



School B:
In the school B it is required addressing space for at least 285 hosts. I chose a variable length subnet mask 255.255.248.0 (/22) in order to have 1024 usable hosts available for this building: 210 – 2 = 1022. 
· After subnetting “school B” in many different labs, there is still space available for more than 550 users for a future expansion.

	SCHOOL
	NETWORK ADDRESS
	FIRST IP ADDRESS
	LAST IP ADDRESS
	BROADCAST ADDRESS
	SUBNET MASK

	B -285 Users
	172.16.12.0
	172.16.12.1
	172.16.15.255
	172.16.15.255
	255.255.252.0 /22



	LAB
	NETWORK ADDRESS
	FIRST IP ADDRESS
	LAST IP ADDRESS
	BROADCAST ADDRESS
	SUBNET MASK

	LAB 301 – 80 Users
	172.16.12.0
	172.16.12.1
	172.16.12.126
	172.16.12.127
	/25

	LAB 206 – 55 Users
	172.16.12.128
	172.16.12.129
	172.16.12.190
	172.16.12.191
	/26

	LAB 102 – 35 Users
	172.16.12.192
	172.16.12.193
	172.16.12.254
	172.16.12.255
	/26

	STAFF - 32 Users
	172.16.13.0
	172.16.13.1
	172.16.13.62
	172.16.13.63
	/26

	LAB 103 – 30 Users
	172.16.13.64
	172.16.13.65
	172.16.13.94
	172.16.13.95
	/26

	LAB 101 – 25 Users
	172.16.13.96
	172.16.13.97
	172.16.13.126
	172.16.13.127
	/27

	LAB 205 – 20 Users
	172.16.13.128
	172.16.13.129
	172.16.13.158
	172.16.13.159
	/27

	CAD – 20 Users
	172.16.13.160
	172.16.13.161
	172.16.13.190
	172.16.13.191
	/27

	ROUTER
	172.16.13.192
	172.16.13.193
	172.16.13.194
	172.16.13.195
	/30




School D:
In the school D it is required addressing space for at least 278 hosts. I chose a variable length subnet mask 255.255.248.0 (/22) in order to have 1024 usable hosts available for this building: 210 – 2 = 1022. 
· After subnetting “school D” in many different labs, there is still space available for more than 550 users for a future expansion.

	SCHOOL
	NETWORK ADDRESS
	FIRST IP ADDRESS
	LAST IP ADDRESS
	BROADCAST ADDRESS
	SUBNET MASK

	D -278 Users
	172.16.16.0
	172.16.16.1
	172.16.19.255
	172.16.19.255
	255.255.252.0 /22




	
	NETWORK ADDRESS
	FIRST IP ADDRESS
	LAST IP ADDRESS
	BROADCAST ADDRESS
	SUBNET MASK

	LAB 208 – 90 Users
	172.16.16.0
	172.16.16.1
	172.16.16.126
	172.16.16.127
	/25

	LAB 206 – 50 Users
	172.16.16.128
	172.16.16.129
	172.16.16.190
	172.16.16.191
	/26

	LAB 101 – 35 Users
	172.16.16.192
	172.16.16.193
	172.16.16.254
	172.16.16.255
	/26

	LAB 102 – 30 Users
	172.16.17.0
	172.16.17.1
	172.16.17.30
	172.16.17.31
	/27

	LAB 103 – 30 Users
	172.16.17.32
	172.16.17.33
	172.16.17.62
	172.16.17.63
	/27

	LAB 105 – 25 Users
	172.16.17.64
	172.16.17.65
	172.16.17.94
	172.16.17.95
	/27

	STAFF  - 18 Users
	172.16.17.96
	172.16.17.97
	172.16.17.126
	172.16.17.127
	/27

	ROUTER
	172.16.17.128
	172.16.17.129
	172.16.17.130
	172.16.17.131
	/30
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Figure 3 - Countries with IPv6 deployment greater than 5%
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