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SQL Injection is a security flaw in web applications that occurs when user input is directly embedded into an SQL query without proper handling. If developers construct SQL statements by concatenating raw user input into the query, attackers could alter its meaning. This might result in retrieving all records instead of one, bypassing login forms, or even changing or deleting data stored in the database.
This is a critical issue for websites because databases frequently contain sensitive data like usernames, passwords, customer information, bookings, and administrative records. A successful SQL Injection attack can result in breaches of confidentiality, integrity, and availability. Essentially, attackers might access data they are not authorized to see, modify data they should not control, or disrupt the system, preventing normal users from using it properly.
SQL Injection is important because it exploits a common website feature: forms. Search boxes, login forms, filter menus, and admin panels can all be targeted. Therefore, even a small website may be vulnerable if its code fails to validate inputs or properly separates SQL logic from user data.
The most effective way to defend against SQL injection is by using prepared statements with bound parameters. In this approach, the SQL query is predefined, and user inputs are provided separately, ensuring the database interprets them solely as data and not as executable code. Additional safeguards include server-side validation, using database accounts with minimal privileges, hashing passwords, and showing generic error messages instead of raw database errors.
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The most vulnerable parts of this sports club website are the login form, search features, and admin CRUD forms, since they all accept user input. In particular, the following pages could be at risk if raw input is directly included in SQL queries:
- admin/login.php
- members.php
- meets.php
- admin/member_form.php
- admin/meet_form.php
For example, if “members.php” had been written using string concatenation for the search term, the search box could be used for injection. Likewise, if “admin/login.php” directly inserted username and password into the SQL statement, an attacker might bypass authentication.
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While the core SQL Injection defences are in place, the website still has room for improvement. Admin forms lack CSRF tokens, making them vulnerable to cross-site request forgery. There is no login rate limiting, leaving the door open to brute-force attacks. Input validation remains basic and could be enhanced for dates, times, and fixed-value fields. Additionally, error logging should be separated from user-facing output in a production environment.
Overall, the most important SQL Injection risk has been addressed by using PDO prepared statements with bound parameters across searches, login, edits, inserts, and deletes.
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