Within the twenty-first century, cybercrime has emerged as possibly both the most complex, and most common of threats lingering over modern society as explained by the National Crime Agency (n.d). It contains the frightening ability to paralyse even the most crucial of societal functions, an example of that would be the 2017 WannaCry ransomware attacks that took hold of many companies around the United Kingdom, one of them being the National Health Service (NHS). Described by Askarifar et al (2018, p. 2 ) as being the “one of the largest and most damaging attacks in the history of cybercrime”.
Ransomware is best briefly described by Kosinski (2024) as simply being a “type of malware that holds a victim’s sensitive data or device hostage … unless the victim pays a ransom”. This is in short why it has become that of a regular crime, due to its capacity to inflict severe financial and operational damage to not just individuals, but corporations and even national infrastructure.
Despite growing awareness and investment in cybersecurity, investigating ransomware attacks remains fraught with challenges. As stated by Government Events (2024) “with the increasing prevalence of cyber threats, the UK police have significantly enhanced their capabilities to combat cybercrime and ensure the safety of digital infrastructure”. With a focus by the police to tackle cybercrime, initiatives launched aim to reduce harms to businesses, people and infrastructure. Government Events (2024) also very usefully link just how many instances of cybercrime occur each year, with the number in 2023 being close to eight million. This number alone shows just how large of an issue cybercrime is, and why it is so difficult to manage.
This paper aims to critically examine the challenges associated with investigating ransomware attacks and evaluates police responses designed to combat them. It argues that, while advances in digital forensics and international collaboration have improved investigative capacity, the speed of technological innovation, offender anonymity, and fragmented legal jurisdictions continue to undermine the effectiveness of policing cybercrime. 
As stated previously, ransomware is best described by Kosinski (2023) being a form of malware that hijacks sensitive data and extorts it, but how? According to the National Cyber Security Centre (n.d) ransomware often begins when attackers gain access to the network of a victim, stating “they establish control and plant malicious encryption software”. Access is usually granted via phishing emails, compromised software or vulnerabilities in remote desktop protocols as emphasised by Microsoft (2024).
Upon gaining control the National Cyber Security Centre (n.d) state that the malicious encryption becomes activated, at which point a financial ransom is demanded, usually in the form of a crypto currency such as that of Bitcoin.
This is one of the biggest issues with ransomware, how the cash settlement is completely anonymous. A faceless transaction. This single factor along with the general anonymity online crime gives the attacker, makes catching the criminal a challenge for the police.
Ransomware’s appeal to cybercriminals lies mainly within its profitability and for the very reason of its low-risk nature, as stated being a faceless crime. According to MacColl (2023) “large profit margins have enabled ransomware operators to reinvest revenues, expand their capabilities, and largely stay ahead of cyber defenders and law enforcement”  this seeks to say that the profitability of this form of cybercrime is what is partly to blame for its boom in popularity, with the ability to reinvest and to strike more frequently. This business-like structure has enabled ransomware operations to scale rapidly. Notable high-profile cases such as the forementioned 2017 WannaCry attack and the 2021 Colonial Pipeline incident illustrate the capacity of ransomware to severely damage essential services, cause substantial economic loss and threaten national security.
But of course, cybercrimes such as that of ransomware operations do also target the public, not just that of big businesses. According to the PWC (2020) ransomware attacks against the public have been on a dramatic rise over recent years, with financial gain being a benefit, a direct cause would be the exponential growth of digitisation within the United Kingdom. The Office for National Statistics (2022) state in the year 2020 “90% of private households in the UK had a home computer” adding “93% of households had access to a mobile telephone”. This is to say then that 93% of households in the UK are at risk of a ransomware attack, showing just how large the pool of victims is for attackers to extort.
As a form of cybercrime, ransomware exemplifies the challenges facing British policing and policymaking in an increasingly digitised world. With this plus the forementioned “border-less nature of the internet adds humongous complexity to such procedures” (Solanas et al., 2022, p. 1), police challenges to overcome this issue are great.
A primary challenge for the police lies both within said anonymity and its cross-border capabilities. This with the added security of “Traffic anonymisers, such as TOR … (with) the use of cryptocurrency … enable relatively anonymous money exchanges” (Dargahi et al,. 2019) act as huge barriers to suspect identification. TOR browsers, according to McGowan (2024) are essentially a private web browser that is designed with the upper purpose of anonymizing internet traffic, a hidden search engine. It isn’t necessarily illegal to access the dark web, although crimes are very prevalent on such sites, being created with the intent to sidestep laws in different countries. The use of these in a sense shield government eye such as the police or further from identifying illegal activity, a huge benefit especially in the world of ransomware operations.
An interesting case involving the use of both of these disguising methods would be that of the 2021 Colonial Pipeline incident, which according to the U.S Department of Energy (2021) was a ransomware attack that caused the total restart of the entire pipeline system, causing fuel shortages and public disruption. This cyber-attack consisted of Bitcoin payments as ransom, with the use of TOR as a means of disguise. The case was eventually partially solved with the assistance of crypto firms to trace down the ransom. The importance of this case is best described by Chainalysis (2022) who state how it acted as proof that crypto payments can sometimes be traced and recovered – opening possibilities for inter-company cooperation between the police and private companies.
Equally problematic are the jurisdictional legal barriers inherent in ransomware investigations. Ransomware attack very often involves actors, servers and victims in multiple countries, leading to uncertainty to which nation hold investigative authority (Europol, 2021). One way in which the police can overcome these international challenges are through what is known as ‘Mutual Legal Assistance Treaties’ (MLATs), which the Home Office (2013) describe as a “method of cooperation between states for obtaining assistance in the investigation of prosecution of criminal offences”. This is extremely important as it ensures that a pathway for different police agencies across the globe have the means to cooperate with one another in stopping law breaking, especially that of digital cybercrime. However, in the past these treaties have been criticised for being an insufficient method to cope with the actual needs to combat cybercrime, mainly due to its slowness and resources required (Solanas et al,. 2022). 
A good example of international cybercrime being a legal challenge would be that of the forementioned WannaCry attack, which according to Ahmed (2017) was attributed to the North Korean regime. This very instance of ransomware exemplifies how geopolitical constraints can prevent apprehension or prosecution of suspects, with non-compliant countries being able to avoid the duty to aid.
Another significant hurdle for the police is the technical complexity of ransomware in of itself. “The increasing speed of current computation and transmission technologies, together with the complexity of new ransomware samples, make it necessary to continue researching and innovating fast and early detection solutions” this is a quote by Hernandez et al (2023) on why police forces and government institutions find it so hard to cope with the increasing advancements in ransomware. Put it simply with the increasing of technology newer and better ways of disguising and enacting ransomware is made available, making stopping, detecting and persecuting such crimes even more difficult.  Aside from this, a lack of resources and specialised personnel necessary to match the technical expertise of organised cybercriminals too have exacerbated the issue. 
Finally, underreporting also remains a consistent problem in tackling cyber related crime. In their report, Royal United Services Institute note that “Victim organisations are often concerned about experiencing reputational harm as a result of media reporting” (MacColl et al,. 2024, p. 35), issues such as this are a massive hindrance to police effort, as unreported crimes go exactly alike – unreported. Resulting in the issue of repeated ransomware attacks on the same or other companies / individuals. This reluctance limits the ability of the police to collect intelligence, identify patterns, and coordinate proactive measures. Even parliament acknowledge this lapse in reporting, with a report documenting “Victims are currently disincentivised to report ransomware attacks, making it difficult to understand fully the nature and scale of the threat, and how best to tackle it” (House of Commons JCNSS 2023).
Collectively, these issues show why ransomware has become so very difficult for the police and other government agencies to investigate and prosecute.
With these struggles in mind, the United Kingdom has developed a multi-layered response to ransomware, it combines operational policing, legal frameworks, and preventive policy. The National Crime Agency (NCA), supported by the National Cyber Crime Unit (NCCU), leads major ransomware investigations. Other agencies such as the National Cyber Security Centre (NCSU) and regional police units are also actively engaged in assisting such investigations. These agencies coordinate intelligence gathering, disruption of criminal infrastructure, and guidance to affected organizations under the National Cyber Strategy (2022).
British law provides the foundation for ransomware investigations. The Computer Misuse Act 1990 criminalised unauthorised access, modification, and use of a computer system for illegal purposes, enabling prosecution of ransomware offenders. The Police and Criminal Evidence Act 1984 authorises the lawful confiscation and analysis of digital devices, while the Investigatory Powers Act 2016 allows for the interception of communications and monitoring of criminal networks. The Serious Crime Act 2015 targets attack on critical infrastructure and facilitate asset recovery. And the Crime (Internation Co-operation) Act 2003 enables cross-border evidence sharing through forementioned MLATs. All these laws play crucial roles in aiding the police and other government agencies to investigate, collect evidence, and to disrupt as much ransomware operations as is possible. All while maintaining legal compliance.
Operationally, the NCA and NCSC provide technical guidance, issue threat advisories and maintain frameworks such as the Ransomware Hub and Cyber Aware Campaign, both according to His Majesty’s Government (2023) who state that it is their duty to help organisation to “prevent, report respond to and recover from attacks”. Aside from this, public collaboration is also possible via initiatives such as the Cyber Security Information Partnership (CiSP) and Europol’s Join Cybercrime Action Taskforce (J-CAT) allows sharing of indicators of compromise and coordinated action against international ransomware groups.
Despite these actions by the police and government, challenges do of course persist. Rapidly evolving ransomware variants, anonymisation techniques, and police resource limitations constrain policing efforts. Regional police units often lack specialist cyber-forensic skills, making national coordination essential (HMICFRS 2022).
Ransomware is a dynamic, international threat that puts traditional policing and legal frameworks to the test. Even with the UK’s robust legal framework, policing continues to have difficulties with detection, attribution, and prosecution. While victim underreporting restricts situational awareness and intelligence gathering, the anonymity provided by encryption, cryptocurrencies, and anonymising networks continue to threaten established investigatory techniques.
Through coordinated intelligence, guidance, and preventive initiatives, the Nation Cyber Security Centre (NCSC) and the National Crime Agency (NCA) have institutionally improved national readiness. However, the HMICFRS (2022) report on digital forensics indicates that cyber-preparedness is still unequal, highlighting capacity gaps and uneven technical capability across regional forces. Although there are legislative authorities, enforcement is still reactive in the absence of sufficient funding, training and international collaboration.
In summary, the UK’s strategy against ransomware is a well-organised but flawed system that is hampered by technological complexity and global interconnectedness but comprehensive in legislation and developing in policy. If police actions are to keep up with the complexity and resiliency of ransomware threats, then sustained investment in cyber-forensics competence, quicker cross-border collaboration, and more robust incentives for event reporting are necessary.
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