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[bookmark: _Toc102026655]Abstract/Synopsis
The project will consist of seven chapters with a list of references and appendices at the end, chapter one will give the reader an overall understanding of the student's mind, and how they came to selecting their project idea, the same chapter will also display the students' aims and objectives for the project, which the student will try and keep relevant to the project.
Chapter two goes into detail about the tools that might be used to conduct the experiment and the research into reviewing literature.
Chapter three goes into the methodology of the project, and with the use of the research onion, an explanation of the process was explained.
Chapter 4 introduces the design phase of the experiments; this is where the experiment takes shape, and the student can adequately design the experiment with visual aid from diagrams and sketches to better layout their ideas; the project goes on to show the testing process of the experiment with diagrams showing the step-by-step process of the testing.
Then a conclusion will need to be made by the student on how they felt about how the project experiment progressed; the reflections section shows how the student thinks they could have improved their project or ways and methods that could be improved. The references will be followed up with the appendices, and a Gantt chart will be shown; these will most likely be the last thing at the end of t the go Atthank/ project.
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[bookmark: _Toc102026657]CHAPTER 1 Introduction

[bookmark: _Toc102026658]1.1	Introduction
The project's primary purpose is to build a secure home network that will be used in homes. There will be critical aspects that will need to be covered to ensure the project is successful; some of these aspects are what security measures are going to be implemented into the project, the types of attacks that will be used to attack the network and building a reliable testing area for the experiment.
The plan for the experiment is to implement network security methods onto a network and then proceed to attack the network to demonstrate which security measures are more effective than others. Some of the tactics that will be used to protect the network are changing the connection password, using a DNS service provider and changing the router's default IP address if possible [1].
The techniques used to attack the network are malware attacks, DDOS/ DoS attacks, brute force attacks, encryption decoders and port scanner attacks; these techniques are helpful as they will test the network's security [2].
With the methods of how to attack and defend the network, two networks will be established, one network being more advanced than the other in terms of network security, then launching network attacks on both networks; this will display the effectiveness of the attacks and hopefully, show that the more secure network will not be affected by the network attacks.

[bookmark: _Toc102026659]1.2	Aim
[bookmark: _Hlk101938308]The project aims to build and test a secure home network that will benefit home uses.

[bookmark: _Toc102026660]1.3	Objectives
The objectives of the project are:
•	Conduct research into network security and network vulnerabilities.
[bookmark: _Hlk102025565]•	Analyse different methods that could be used.
•	To conduct an experiment
•	Analysis of the results
•	To use the results to produce a secure home network.

[bookmark: _Toc102026661]1.4	Structure Of The Project

Chapter one focuses on the project's aim and objectives. The section also outlines the actions that must be followed to complete the project.

Chapter two, the critical literature review, is presented in Chapter 2. The research literature section examines various reputable sources to understand the studied topic better, such as books, journals, and websites.

Chapter three details the research methodologies used.

Chapter four Illustrates the design and implementation of the project. 

Chapter five covers the experimentation/testing and evaluation carried out during the project.

Chapter six Delivers a summary of the entire project to the reader 

Chapter seven reflects the achievement of the experiment based on the aims and objectives.


[bookmark: _Toc102026662]CHAPTER 2 Research and Review Of Literature

[bookmark: _Toc102026663]2.1	Introduction
This chapter introduces the various tools and techniques used in the project. An in-depth analysis of tools and techniques will be presented and explain how they will be used in the project.

[bookmark: _Toc102026664]2.2	Virtualisation and Virtual Machines
Virtualisation creates a simulated or virtual computing environment instead of a physical environment. Virtualisation frequently involves computer-generated hardware, operating systems, storage devices, and other components. Virtualisation enables businesses to divide a single computer system or server into several virtual computers. Each virtual machine can then act independently while sharing the resources of a single host computer system, running multiple operating systems and applications [3]. 
There are many virtualisation software that allows for the creation of virtual machines. The software I will be using is Oracle VM VirtualBox, as it is the most commonly used virtualisation software used with universities and the user interface is easy to understand. Oracle VM VirtualBox is a cross-platform virtualisation application that can be installed on existing Intel or AMD-based computers, whether they are running Windows, Mac OS, or Linux, and this allows the software to be used on almost any computer system. 

[bookmark: _Toc102026665]2.2.1	Kali Linux
Virtualisation will be essential for the project; the reason for this is that when in the implementation phase, the home network will need to be checked for vulnerabilities, and the best tool to use to check for these vulnerabilities is Kali Linux; the reason for this is (Network Mapper) Nmap. Nmap employs new methods for determining the hosts on a network, the services they provide, the operating systems they operate on, the types of packets or firewalls they use, and various other features [4].

[bookmark: _Toc102026666][bookmark: _Hlk98807814][bookmark: _Hlk98765848]2.3	Areas of vulnerabilities
There are vulnerabilities inside home networks that unethical hackers can exploit. The vulnerabilities can lead to intruders gaining access or disrupting the home network. 

[bookmark: _Toc102026667]2.4.1	Smart devices
In modern homes, people will have intelligent devices deployed. Intelligent devices collect and process vast amounts of personal data that is very sensitive. The reason for this is that many of the smart home devices are connected to the organisation's network to receive firmware updates, and consequently, if the organisation has a data breach and an infected update is pushed out, it could render millions of users vulnerable, and this is a problem when trying to secure data. 
[bookmark: _Toc102026668]2.4.2	Home Security systems
Home Security systems can also be compromised due to smart home devices. Many home systems will have the homeowner's biometric identification recognition system, including fingerprint matching, voice identification and face recognition; RFIDs and smart cards that provide access control to the homeowner. With the sensitive data compromised, it is easier for unwanted intruders to gain access to the person's home [5].

[bookmark: _Toc102026669][bookmark: _Hlk98807844]2.4.2	Wireless Access Point
Another area that can be vulnerable in most people's home networks is their wireless access point. The wireless access point lets the user create a wireless network within their existing wired network so that they can accommodate wireless devices [6].
These devices are vulnerable, allowing unauthorised users to access the devices, thereby compromising the whole network. The most common attack used is wardriving; wardriving is a method of locating and mapping vulnerable wireless access points. The name originates from the fact that attackers drive around a neighbourhood with a laptop equipped with a GPS device and an antenna to locate and record wireless network locations [7]  Because many Wi-Fi networks used by companies and in homes extend beyond the bounds of the building, and many are plagued with insufficient security, this leaves the networks vulnerable to an attack.

[bookmark: _Toc102026670]2.5	Network defences

[bookmark: _Toc102026671]2.5.1	Firewall
Firewalls are network security devices that monitor incoming and outgoing network traffic and determine whether specific traffic should be allowed or blocked based on a set of security rules. For more than 25 years, firewalls have served as the initial line of defence in many network systems. A firewall creates a barrier between safe and controlled internal networks that can be trusted [8].

[bookmark: _Toc102026672]2.5.2	Wi-Fi Protected Access 3
WPA3 enhances generic Wi-Fi encryption by replacing the pre-shared key authentication technique used in previous WPA versions with simultaneous authentication of equals. As a result, WPA3-Personal networks are harder to breach using off-site, brute-force, dictionary-based cracking methods that used to be used in previous versions than WPA/WPA2 [9].

[bookmark: _Toc102026673]2.5.3	Best Practices
· Use a strong password for the router
· Use a VPN for additional network security
· Keep the router's firmware up to date
· Use a firewall to protect the devices on the network
· Create a home guest network
· Disable remote access to protect the network from intruders
[10]
[bookmark: _Toc102026674]2.6	Types of attacks

[bookmark: _Toc102026675]2.6.1	Malware attacks
There are different malware attacks; however, the most common type of attack is adware. Adware programs push unwanted advertisements at users and typically display blinking advertisements or pop-up windows when the user performs a specific action like opening a new internet search tab. Adware programs are often installed unbeknown to the user in their systems; this could happen when the user is downloading content from an untrustworthy website or installing free software [11]  Fileless malware is malicious software that uses legitimate programs to infect a computer. Fileless malware registry attacks leave no malware files to scan and no malicious processes to detect. It does not depend on files and leaves no trace, making it difficult to detect and remove [12].

[bookmark: _Toc102026676]2.6.2	DDOS/ DoS attack
A denial-of-service attack is a sort of cyberattack in which a malicious actor attempts to make a computer or network inaccessible to its intended users by disrupting its usual operation. DoS attacks work by overloading or overwhelming a targeted device with requests until regular traffic cannot be handled, causing a denial of service to other users [13] . A DoS attack is characterised by using a single computer to launch the attack; on the other hand, a distributed denial-of-service attack is a type of DoS attack that comes from many distributed sources, such as a botnet [14].

[bookmark: _Toc102026677][bookmark: _Hlk98828979]2.6.3	Brute force attack
A dictionary attack is the most straightforward basic brute force assault, in which the attacker goes through a list of potential passwords and attempts each one. Dictionary attacks begin with assumptions about typical passwords before attempting to guess from a dictionary list. Given newer and more powerful tactics, these assaults are becoming obsolete but are a stepping stone to the more advanced techniques [15].

[bookmark: _Toc102026678]2.6.4	Encryption decoder
Encryption is the process of translating plain text data into something that appears to be random and meaningless; this has been the primary way that most data is kept safe because guessing the decryption key will be challenging, but using brute force methods, the encryption key can be guessed and lead to the data becoming compromised [16].

[bookmark: _Toc102026679]2.7 Related work
In this section, Brenton Elmore, Stuart Hamilton, and Subbarao Ivaturito created/designed software for consumers to easily set up a secure home network. Four design themes were chosen for the project: advice from an expert, multi-coding of instructions, good default settings, and visualisation of the network.
The report goes into the specifics of how a professional in the field would say to a customer how they could improve their network; the report states that the professional would signal to the customer to follow the best practices in the industry. The report results came out positive as the use of animation to present a guide to customers resulted in a 46% reduction in calls to technical support teams [17].





[bookmark: _Toc102026680]Chapter 3 Research Methodology
[bookmark: _Toc102026681]3.1	Introduction
This chapter explains the research design, philosophy, research methodology, and research method that will be employed in the project. The research onion is a design that helps create a robust research methodology. Going through each layer of the onion provides explanations and justifications for each level of the project's methodological decisions [17].
[image: ]
[bookmark: _Toc102026575]Figure 1 This shows the research onion and its multiple layers [18]
[bookmark: _Toc102026682]3.1.1	Research philosophy- positivism
Positivism is a philosophy that believes that only factual information derived through observation, including measurement, is reliable. In positivist research, the researcher's participation is confined to data gathering and objective interpretation. To put it another way, the researcher is an impartial analyst who must separate themself from personal ideals while performing the research. The study findings are frequently observable and measurable in these sorts of investigations [19] . The current research philosophy for this project will be positivism since this philosophy will aid the researcher in gaining a better grasp of the experiment's outcomes, which will be measurable.

[bookmark: _Toc102026683]3.1.2	Research Approaches- Deductive
The author uses a research approach through the deductive method to complete the project related to research philosophy. The deductive technique was employed to assess prior study findings in the research strategy. This indicates that hypothesis formation and statistical testing of predicted outcomes are both acceptable probability levels. The author utilised this strategy to see if the findings of the experimentation tests would be the same. This is done by comparing the results of earlier studies to the results of the current one to see what the changes will be [20]. 


[bookmark: _Toc102026684]3.1.3	Research strategies- Experiment
To accomplish this project experiment, the author employs a research strategy. Completing this project necessitates conducting a literature study of books, journals, and articles to comprehend and apply the findings to execute the experiments necessary to meet the goal. The author uses this strategy to create two network models that will be attacked using various attacking methods; one network will have a better security defence than the other, and the experiment can be controlled by using the same attacks because the experiment is changing the independent variable and observing the changes on the dependent variable.
The methods that would be the best for the project are:
•	Start by gathering information on the different attack methods and networking 
•	Then, planning out the attack strategy 
•	Proceed with the attack 
•	Record the results
The reason for taking these steps is that the flow of the experiment is not broken, and each step needs to be completed before the other can start.

[bookmark: _Toc102026685]3.1.4	Research choices- Mono method 
The method that will be used is a mono method as this is the best fit for the project's experiment, as the aim of the experiment was to find out if the weaker network will withstand the attacks compared to the more robust network. Since quantitative research is the process of gathering and analysing numerical data, it is beneficial to employ while experimenting. It may be used to look for patterns and averages, make predictions, evaluate causal linkages, and extrapolate results to larger groups [21].

[bookmark: _Toc102026686]3.1.5	Data Collection and Analysis
Data gathering and analysis are the last sections of the research onion. After gathering information from the research, data will be acquired through a literature review from websites, books, journals and articles.

[bookmark: _Toc102026687]Chapter 4 Design & Implementation

[bookmark: _Toc102026688]4.1	Introduction
There are two parts to the design and implementation process. The first section is about creating a home network, and the second half is about implementing the network. To produce a design that fits the specifications, a few components, software tools and the expertise to combine both aspects will be needed
The following section will be included in the design. Numerous software tools will allow testing by detecting vulnerabilities, assaults, and network threats, the devices that will be used are a computer, a laptop, and an access point.

[bookmark: _Toc102026689]4.2	Design
Components are required for the network design to construct a home network that can be utilised to conduct the experiments. A desktop PC, a laptop, a mobile phone, a router, and internet connectivity are necessary to design the network.
[bookmark: _Hlk101921555]The laptop will be linked to the AP wirelessly in the figure below; this replicates the home network since the laptop will be used to set up a password on the router; the laptop will also be used to configure settings on the router to increase the protection capability or reduce the protection capability of the router.
The attack simulation will be executed on the desktop PC using Kali Linux software, and the desktop PC will be linked to the mobile devices as the mobile devices will function as a wireless access point for the desktop PC. 
[image: Diagram

Description automatically generated]
[bookmark: _Toc102026576]Figure 2: Shows the design of the home network
The router used for this experiment is a TP-link TL-WR940N; the reason this router was chosen was its excellent functionality in configuring a home network as it provides all the necessary features of a well-protected network, and the settings can be scaled back so the router can be used as an unsecured network.
[image: A picture containing graphical user interface

Description automatically generated]
[bookmark: _Toc102026577]Figure 3: TP-Link router that was used to simulate a home network

A wireless network adapter will also be used to connect the computer system to the mobile phone’s access points, as this configuration will simulate the attacking device of the experiment. A specialist wireless adapter will need to be purchased as the Wi-Fi adapter needs to be capable of being switched to a monitor mode as this will allow the computer system to scan and connect to different outputs in the area
 (
Figure 
4
: Shows the images of the network adapter that was used.
)[image: A pair of headphones
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[bookmark: _Toc102026690]4.3 Software Design
The primary software tool used in the experiment will be Kali Linux, as the tool comes with many of the necessary penetration testing tools and a plethora of network scanning tools, making the tool extremely versatile within the penetration testing community.
The installation process for Kali Linux is straightforward and only requires a few clicks to get the OS up and running, as shown in figure 5. Once the OS is installed, as shown in figure 6, any tools can be used.
[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc102026579]Figure 5: Setup process of Kali Linux

[image: Graphical user interface

Description automatically generated]
[bookmark: _Toc102026580]Figure 6 shows the home screen of Kali Linux

[bookmark: _Toc102026691]4.4	Implementation 
This section focuses on the tools used in Kali Linux and will display the setup process and background of the tools.

[bookmark: _Toc102026692][bookmark: _Hlk102000651]4.4.1	Ettercap
Ettercap is a man-in-the-middle attacking tool used in a LAN environment. For the project, the tool was used for ARP poisoning; The purpose is to connect the attacker's MAC address to the IP address of another host so that any traffic destined for that IP address goes to the attacker instead. The attacker plays a middle man that can also gather all the personal data of the victim.

[bookmark: _Toc102026693]4.4.2	Aircrack-ng 
Aircrank-ng is a tool in Kali Linux that is used to perform wireless attacks; this tool is specifically used to perform attacks that gain access to the WPA2 password; this is done by the user using commands that will render the connection between the router and the connected device unsecure allowing a user to deauthenticate connected devices and hijack the connection to then decrypt the password.
[image: ]
[bookmark: _Toc102026581]Figure 7: showing the location of the tool in Linux





[bookmark: _Toc102026694]CHAPTER 5 Testing and Evaluation 

[bookmark: _Toc102026695]5.1	Introduction
This chapter will evaluate the testing and evaluation for password attacks/ brute force attacks and man-in-the-middle attacks on a network using specialist tools and software. All attacks are performed on a simulated home network to find the best results.

[bookmark: _Toc102026696]5.2	WPA2 cracking
The first step is to make sure that the network adapter for the computer system is capable of monitoring networks around the area. Figure 8 shows that wlan0mon is in monitor mode and can pick up other networks in the area.
[image: ]
[bookmark: _Toc102026582]Figure 8: shows wlan0 in monitor mode

The next step is to scan all available networks in the area, allowing the target to be picked. The scan shows all the details of the scanned networks; it even shows if the networks are protected or open.
The network that will be used is the TP-link 9DD8, as is the network that was configured to replicate a home network.
[image: ]
[bookmark: _Toc102026583]Figure 9: shows all available networks in the area

The next phase in the attack is to try and capture the authentication key from connected devices; this is done by using the code shown in Figure 10, the line “-w hack1” the code represents the directory where the captured data will be written to this can generally be the decktop or the root as this information will be needed later on in decoding the password.
The line “-c 3” represents the channel where the attack will occur. 
[image: Text

Description automatically generated]
[bookmark: _Toc102026584]Figure 10: shows the TP-link connection and the device connected to it



Figure 11 shows that the unauthentication command will be targeted at the TP-link router; this will force any connected devices on the router to be unauthenticated; the attack was programmed to non-stop unauthenticate devices trying to connect as this can also be used as another form of a dos attack.
[image: ]
[bookmark: _Toc102026585]Figure 11: showing the command to remove connected devices








Once the attack has launched, a WPA handshake will be displayed, showing that the unauthentication process has been completed; however, until the command to end the attack forcefully is given, the attack will continue to run and leave the network unable to connect devices.
The handshake also indicates which network it has shaken, as shown in figure 12
[image: ]
[bookmark: _Toc102026586]Figure 12: showing the WPA handshake

Once the handshake has commenced, details from the handshake will need to be run through a word list so that the data can be decrypted and a key can be found; the key will show us the password to the router, allowing the attacker to connect freely. However, in this situation, the key was not found; 14 million different combinations of words and letters were run, the entire process took 50 minutes.
[image: ]
[bookmark: _Toc102026587]Figure 13 shows that the key was not found during the wordlist ring the word list search


Figure 14 shows that the password set on for the router was scanned, to the surprise of the student, the password was flagged up; this means that during the key finding, the key should have been found
[image: ]
[bookmark: _Toc102026588]Figure 14 shows the key being scanned and coming up in the world list




[bookmark: _Toc102026697]5.3	MITM attack 
Ettercap is a tool used to perform a man in the middle attack; for this attack, we assume that the attacker has already gained access to the wireless access point and used their expertise to find the networks password; all the attacker needs to do now is to connect to the hidden Wi-Fi network, and the exploits can commence.
[image: A screenshot of a computer

Description automatically generated with low confidence]
[bookmark: _Toc102026589]Figure 15: showing the setup for the man in the middle attack

The next step is picking a device that will become a victim of the man in the middle attack, the device packed was the laptop that was used to simulate a home network; the laptops IP would have been connected to the computer systems IP address, so if the laptop wanted to gain access to the Internet or any other service says it would have to go through the computer system allowing the system to collect data from the laptop this method is called  ARP poisoning
[image: ]
[bookmark: _Toc102026590]Figure 16: shows the selection of the laptop which is about to be ARP poisoned
Figure 17 shows the data that was collected from the connection between the laptop and the computer system; the system keeps a log of all the activities that took place on the laptop.

[image: Text

Description automatically generated]
Figure17 shows the data collected for the MITM attack


[bookmark: _Toc102026698]CHAPTER 6 Conclusions And Recommendations

[bookmark: _Toc102026699]6.1	Summary
To summarise the project, chapter one mainly focuses on the aims and objectives of the project and details how the project will be achieved; chapter two primarily focuses on the literature review and the gathering of information for this project, which helped grow the understanding of the student and what sorts of techniques could be used to fulfil the aim. 
Chapter 3 focused on the use of the research onion, and using layers could also apply to the structuring of the project as one layer/objective at a time could be achieved. The 4th chapter goes into depth on the design and implementation of the project; this chapter explains the design route that students took and how the design was best for the project. 
The 5th section was the testing ground for the experiment as this is where the experiments took place; after reviewing the literature review, two attacks that looked achievable were a WPA2 attack which could also be used as a DOS, brute force and a man in the middle attack. The attack's outcomes were not desirable as the WPA2 attack failed to get the access to the authentication key needed; however, with an investigation, the key was available to be found but was not picked up by the system.

[bookmark: _Toc102026700]6.2	Conclusion
The conclusion for the project as a networking student is primarily positive as furthering the understanding of computer systems and network work security; with the use and knowledge gained from the literature review, the student has gained an unforgettable experience that'll be carried on into the future.

[bookmark: _Toc102026701]6.3	Recommendations for further research 
The most significant area for further research in this project is carrying out more real-world experiments on home networks, as this is the only way to gather enough information to build a secure home network, which is the original aim of the objective.


[bookmark: _Toc102026702]CHAPTER 7 Reflections

The project aims to build and test a secure home network that will benefit a home user. The aim was to be achieved by following the objectives, which consisted of conducting research into network security and network vulnerability, analysing different attack methods that could be used, conducting the experiment, and analysing the results and how they could be used in producing a secure home network.
The research section of the project mainly focused on different types of attacks that could be conducted on the network and strategies that could be deployed to help mitigate the problems caused by the attacks.
However, during this report and experiment, the primary goal was to achieve the aim; nevertheless, all objectives must be met to achieve the aim. The first objective that was not carried out was conducting research into network security and network vulnerabilities; this research area was not covered, resulting in the lack of knowledge in the field of network security.
Without the network security knowledge, no new implementation during the experiment phase tried and hindered the attackers' progress, allowing the default settings to be the only settings that were used to defend the home network throughout the experiments. 
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In this section, two Gantt charts that were used will be displayed; the first chart will show the estimated time frame that the project would have been initially planned out; however, the project fell behind in some areas, causing a ripple effect to the progress of the project, so a second Gantt chart will be shown displaying the accurate events of the project time frame.

[bookmark: _Toc102026705]Gantt chart one
Figure one shows the very first Gantt chart that was made for the project; this Gantt chart is different to the current aims and objectives of the current project. This Gantt chart was built with a different project in mind; however, during the planning phase, the idea to switch aims and objectives to an experiment type project was realised.
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APPLICATION FOR ETHICAL APPROVAL

In order fo research to result in benefit and minimise risk of harm, it must be conducted ethically. 

The University follows the OECD Frascati manual definition of research activity: “creative work undertaken on a systematic basis in order to increase the stock of knowledge, including knowledge of man, culture and society, and the use of this stock of knowledge to devise new applications”. As such this covers activities undertaken by members of staff, postgraduate research students, and both taught postgraduate and undergraduate students working on dissertations/projects.

The individual undertaking the research activity is known as the “principal researcher”.

This form must be completed and approved prior to undertaking any research activity. 

SECTION A: About You (Principal Researcher)
	1
	Full Name:
	Ibrahim Balogun

	2
	Student Number:
	1901140

	3
	Email address:
	1901140@student.uwtsd.ac.uk

	4
	Programme of Study:
	Computer Networks And Cybersecurity

	5
	Director of Studies/Supervisor:
	Dr Carlene E-A Campbell



SECTION B:  Internal and External Ethical Guidance Materials
	
	Please list the core ethical guidance documents that have been referred to during the completion of this form (including any discipline-specific codes of research ethics, location-specific dodes of research ethics, and also any specific ethical guidance relating to the proposed methodology). Please tick to confirm that your research proposal adheres to these codes and guidelines. You may add rows to this table if needed.

	1
	UWTSD Research Ethics & Integrity Code of Practice
	X

	2
	UWTSD Research Data Management Policy
	X

	3
	
	☐



SECTION C: Details of Research Activity
	1
	Indicative title:
	Building a Secure Home Network

	2
	Proposed start date:
	10/10/2021
	Proposed end date:
	10/6/2022

	
	Introduction to the research (maximum 300 words in each section)
Ensure that you write for a Non-Specialist Audience when outlining your response to the three points below:
· Purpose of Research Activity
· Proposed Research Question
· Aims of Research Activity
· Objectives of Research Activity
Demonstrate, briefly, how Existing Research has informed the proposed activity and explain
· What the research activity will add to the body of knowledge 
· How it addresses an area of importance. 

	3
	Purpose of Research Activity
The purpose of the research and experiment is to carry out tests on a home network of my making; the test will consist of using scanning tools to gain access to the network and test the network's defences.

	4
	Research Question
N/A

	5
	Aims of Research Activity
To build and test a secure home network

	6
	Objectives of Research Activity
Conduct research into network security and network vulnerabilities to conduct an experiment and analysis of the results

	
	Proposed data collection methods (maximum 600 words)
Provide a brief summary of all the methods that may be used in the research activity to collect data, making it clear what specific techniques may be used. If methods other than those listed in this section are deemed appropriate later, additional ethical approval for those methods will be needed. You do not need to justify the methods here but should instead describe how you intend to collect the data necessary for you to complete your project.






	7
	As the student will construct the home network, there will be no data being collected 



SECTION D: Scope of Research Activity
	
	Will the research activity include:
	YES
	NO

	1
	Use of a questionnaire or similar research instrument?
	☐
	X

	2
	Use of interviews?
	☐
	X

	3
	Use of focus groups?
	☐
	X

	4
	Use of participant diaries? 
	☐
	X

	5
	Use of video or audio recording?
	☐
	X

	6
	Use of computer-generated log files?
	X 
	☐

	7
	Participant observation with their knowledge?
	☐
	X

	8
	Participant observation without their knowledge?
	☐
	X

	9
	Access to personal or confidential information without the participants’ specific consent?
	☐
	X

	10
	Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful / offensive?
	☐
	X

	11
	Performance of any acts which may cause embarrassment or affect self-esteem?
	☐
	X

	12
	Investigation of participants involved in illegal activities?
	☐
	X

	13
	Use of procedures that involve deception?
	☐
	X

	14
	Administration of any substance, agent or placebo?
	☐
	X

	15
	Working with live vertebrate animals?
	☐
	X

	16
	Procedures that may have a negative impact on the environment?
	☐
	X

	17
	Other primary data collection methods. Please indicate the type of data collection method(s) below.
	☐
	☐

	
	

	
	



If you have ticked NO to every question then the research activity is (ethically) low risk and you may skip section E and continue to section F.

If YES to any question, then no research activity should be undertaken until full ethical approval has been obtained. 

SECTION E: Intended Participants
	
	Who are the intended participants:
	
YES
	
NO

	1
	Students or staff at the University?
	☐
	☐

	2
	Adults (over the age of 18 and competent to give consent)?
	☐
	☐

	3
	Vulnerable adults?
	☐
	X

	4
	Children and Young People under the age of 18? (Consent from Parent, Carer or Guardian will be required)
	☐
	X

	5
	Prisoners?
	☐
	X

	6
	Young offenders?
	☐
	X

	7
	Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?
	☐
	X

	8
	People engaged in illegal activities?
	☐
	X

	9
	Others. Please indicate the participants below, and specifically any group who may be unable to give consent.

	☐
	X

	
	
	
	



	
	Participant numbers and source
Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited? 

	10
	How many participants are expected?

	none

	11
	Who will the participants be?

	nobody

	12
	How will you identify the participants?
	 I will not




	
	Information for participants:
	
YES
	NO
	
N/A

	13
	Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?
	☐
	☐
	X

	14
	Will you tell participants that their participation is voluntary?
	☐
	☐
	X

	15
	Will you obtain written consent for participation?
	☐
	☐
	X

	16
	Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?
	☐
	☐
	X

	17
	If the research is observational, will you ask participants for their consent to being observed?
	☐
	☐
	X

	18
	Will you tell participants that they may withdraw from the research at any time and for any reason?
	☐
	☐
	X

	19
	With questionnaires, will you give participants the option of omitting questions they do not want to answer?
	☐
	☐
	X

	20
	Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?
	☐
	☐
	X

	21
	Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?
	☐
	☐
	X

	22
	If NO to any of above questions, please give an explanation 

	
	N/A



	
	Information for participants:
	
YES
	NO
	
N/A

	24
	Will participants be paid?
	☐
	☐
	X

	25
	Is specialist electrical or other equipment to be used with participants?
	☐
	☐
	X

	26
	Are there any financial or other interests to the investigator or University arising from this study?
	☐
	☐
	X

	27
	Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?
	☐
	☐
	X

	28
	If YES to any question, please provide full details 

	
	



SECTION F: Anticipated Risks

	
	
Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them.  

	1
	Risks to participants
For example: sector-specific health & safety, emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information. If you have identified in section D that there are no participants then enter N/A and go skip to question 3.

	
	Risk to participants:
N/A
	How you will mitigate the risk to participants:
N/A

	2
	If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project, it may need to be disclosed to the proper authorities

	
	(this box should expand as you type)

	3
	Risks to the investigator
For example: personal health & safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest

	
	Risk to the investigator:
N/A
	How you will mitigate the risk to the investigator:


	4
	University/institutional risks
For example: adverse publicity, financial loss, data protection

	
	Risk to the University:
N/A
	How you will mitigate the risk to the University:


	5
	Environmental risks
For example: accidental spillage of pollutants, damage to local ecosystems

	
	Risk to the environment:
N/A
	How you will mitigate the risk to environment:




SECTION G: Feedback, Consent and Confidentiality

If you have identified in section D that there are no participants then enter skip this section and continue to section H.

	1
	Feedback
What de-briefing and feedback will be provided to participants, how will this be done and when? 

	
	Participants of the experiment will not be contacted individually about the finds, a spreadsheet detailing all the information obtained will be presented on request.


	2
	Informed consent
Describe the arrangements to inform potential participants, before providing consent, of what is involved in participating. Describe the arrangements for participants to provide full consent before data collection begins. If gaining consent in this way is inappropriate, explain how consent will be obtained and recorded in accordance with prevailing data protection legislation.

	
	When handing the participants my questionnaire there will be an option of the start, stating whether they would want to partake in the experiment, a verbal agreement will also be used, as I ask the participants when they will want to participate.

	3
	Confidentiality / Anonymity
Set out how anonymity of participants and confidentiality will be ensured in any outputs. If anonymity is not being offered, explain why this is the case. 

	
	My questionnaire will not be collecting the name or any details of participants



SECTION H: Data Protection and Storage

	
	Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 “DPA”)?
	YES
	NO

	1
	“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. Any video or audio recordings of participants is considered to be personal data.
	☐
	X

	
	If YES, provide a description of the data and explain why this data needs to be collected:

	2
	Users email address will be kept as a record need to kept to ensure a user doesn’t answer twice

	
	Does it involve special category data (as defined by the GDPR)?
	YES
	NO

	3
	“Special category data” means sensitive personal data consisting of information as to the data subjects’ –
(a) racial or ethnic origin,
(b) political opinions,
(c ) religious beliefs or other beliefs of a similar nature,
(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),
(e) physical or mental health or condition,
(f) sexual life,
(g) genetics,
(h) biometric data (as used for ID purposes),
	
☐
	
X

	
	If YES, provide a description of the special category data and explain why this data needs to be collected:

	4
	N/A



	
	
Will data from the research activity (collected data, drafts of the thesis, or materials for publication) be stored in any of the following ways?
	YES
	NO

	5
	Manual files (i.e. in paper form)?
	☐
	X

	6
	University computers?
	☐
	X

	7
	Private company computers?
	☐
	X

	8
	Home or other personal computers?
	X
	X

	9
	Laptop computers/ CDs/ Portable disk-drives/ memory sticks?
	☐
	X

	10
	“Cloud” storage or websites?
	☐
	☐

	11
	Other – specify:

	☐
	X

	12
	For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of backup procedures, password protection, encryption, anonymisation and pseudonymisation:

	
	As only email addresses are being saved on to a google Forms the only way to access these details are through my account and to gain access unidentified users will need my password which is made up of upper-case and lower-case letter, numbers and special characters and is ten letters long, the use of google authenticator is active.

All data will be kept in password protected cloud storage on the University Office 365 system which
will not be shared. Audio/visual data will be transcribed and would be shown to participants to
check accuracy of reporting. Any USB sticks used to store or transfer data will be password protected. All participants will be given a unique identifier to ensure confidentiality and this list will be kept securely in the password protected folder. 



	
	Data Protection

	
	Will the research activity involve any of the following activities:
	YES
	NO

	13
	Electronic transfer of data in any form?
	X
	☐

	14
	Sharing of data with others at the University outside of the immediate research team?
	☐
	X

	15
	Sharing of data with other organisations?
	☐
	X

	16
	Export of data outside the UK or importing of data from outside the UK?
	☐
	X

	17
	Use of personal addresses, postcodes, faxes, emails or telephone numbers?
	☐
	X

	18
	Publication of data that might allow identification of individuals?
	☐
	X

	19
	If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and Data Protection Act (2018) (and/or any international equivalent):

	
	The participants of this experiment will be given the option to answer a questionnaire online, which the results of their data will be sent back to me.
All data will be encrypted and kept in password protected cloud storage on the University Office 365 system which will not be shared. Any USB sticks used to store or transfer data will be password protected. All data transfers will be encrypted and password protected. All participants will be given a unique identifier to ensure confidentiality and this list will be kept securely in the password protected folder. The data will be stored until the completion of the project and then deleted. In accordance with the DPA2018, participants will have the right to ask to see what data is held relating to them, and this data will be deleted immediately if the participant requests this, in which case the data will not be used in the project.

	20
	List all who will have access to the data generated by the research activity:

	
	The only person to have access to this information is me.

	21
	List who will have control of, and act as custodian(s) for, data generated by the research activity:

	
	The only person to have control over this information is me.

	22
	Give details of data storage arrangements, including security measures in place to protect the data, where data will be stored, how long for, and in what form. 

	
	The data that is obtained will not be deleted, however users personal information (email address) will be deleted when the experiment is over.

	22
	Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)
	X

	23
	Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding
	X




SECTION I: Declaration
	
	The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.

In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the website: https://www.uwtsd.ac.uk/research/research-ethics/ 

	1
	Signature of applicant:
	Ibrahim Balogun
	Date:
16/10/2021

	2
	Director of Studies/Supervisor:
	
	Date:

	3
	Signature:
	Ibrahim Balogun

	





FOR INTERNAL USE ONLY:
	
	Ethical approval given 

	1
	Signature of assessor:
	
	Date:


	2
	Name:
	

	3
	Role:
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Delete Host AddtoTarget1

ARP poisoning victims:
GROUP1:192.168.0.1070:66:55:4D:28:C7

GROUP 2: ANY (all the hosts in the list)

AddtoTarget2
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Delete Host /

34 plugins

42 protocol dissectors
57 ports monitored
28230 mac vendor fingerprint

1766 tcp OS fingerprint

2182 known services

Lua: no scripts were specified, not starting up!
Starting Unified sniffing...

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
12 hosts added to the hosts list...
Host192.168.0.10 added to TARGET1

ARP poisoning victims:

GROUP 1:192.168.0.10 70:66:55:4D:2B:C7
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