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[bookmark: _Toc121781667]Definitions and Abbreviations
· GNSS – Global Navigation Satellite Systems
· GPS – Global Positioning System – The US operated GNSS in use around the world. Used by NATO and other western militaries.
· SATNAV – Satellite navigation
· Multilateration – Accurately locating a position through the use of distances from three or more objects.
· EMR – Electromagnetic radiation
· CRPA – Controlled reception pattern antenna
· Hard kill – Neutralising a threat by destroying it
· Soft kill – neutralising a threat by disabling it
[bookmark: _Toc121781668]Introduction
Global Navigation Satellite Systems (GNSS) are used to transmit time and position data [1] for the purpose of navigation. They consist of a constellation of satellites that, depending on which SATNAV system is used, provide global coverage, or just coverage over a specific area. The different SATNAV systems used are GPS (USA), BeiDou (China), Galileo (Europe), GLONASS (Russia), NavIC (India) and QZSS (Japan) [2]. The orbits of satellites are determined by the function of the SATNAV system. For example, NavIC has three of its seven satellites in a geostationary orbit above India whereas GPS has between twenty-four and thirty-two satellites in medium Earth orbit in order to cover the entire globe.
[bookmark: _Toc121781669]How Does a GNSS Work?
GNSS allows a receiving device to calculate its position by knowing where it is relative to the position of four or more satellites. The distance to an individual satellite is calculated using the equation: 

Where:
· D – Distance
· v – Velocity
· t - Time
The velocity of an EMR wave is approximately 3 x 108. As the velocity of the wave is known, only the time needs to be determined before being able to calculate the distance. GNSS satellites carry atomic clocks on-board that are highly accurate whereas the clocks within receiving devices are not as accurate. The satellites regularly pulse at a given frequency and transmit the time of transmission [3]. Once this pulse is obtained by the receiver, the time of transmission is compared against the receiver clock to determine the difference. The difference between the clocks is the time it took the pulse to reach the receiver and therefore what is used in the above equation to determine the distance between satellite and receiver.
Once the distance between satellite and receiver is known, there are two other aspects to determining precise location of the receiver on the globe. Firstly, the position of the satellite must be known. Satellite position is monitored by ground stations and an accurate position is given to the satellite from which it can course correct [4]. As the position of the satellite is known, the position of the receiver that has received a pulse from that satellite can be inferred.
The second aspect to determining the position of a receiver is multilateration. Knowing the distance from one satellite is not sufficient to determine position on a globe. By introducing a second satellite, position of the receiver is known to be anywhere on the intersection between two spheres centred on the two satellites. The intersection of two spheres is a circle, as can be seen in figure 1, 
[image: ]
[bookmark: _Toc121687262]Figure 1: The intersection shows the possible locations of a device receiving from two satellites [5].
By introducing a third satellite, the intersection between the three spheres is reduced to two possible points on the circle that existed between the first two satellites. 
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[bookmark: _Toc121687263]Figure 2: The intersection shows the possible locations of a device receiving from three satellites [5].
Finally, a fourth satellite can be used to distinguish between those two points. 
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[bookmark: _Toc121687264]Figure 3: Diagram that demonstrates the use of multilateration [6].
Therefore, a receiver can only accurately determine position when it is receiving from four or more satellites. Systems such as BeiDou resolve this issue by focusing on a local area and always having satellites permanently above that area whereas systems such as GPS resolve this issue by having large constellations of satellites that mean that anywhere on the globe a receiver can connect to at least four.
For each (up to four) satellite a receiver is receiving from, a new piece of positional data can be calculated. These are latitude, longitude, altitude and time [7]. 
[bookmark: _Toc121781670]Performance and Limitations of GNSS
The first problem a GNSS faces is that the signal has to pass through the ionosphere. Different levels of the atmosphere have different elemental compositions and densities which affects the speed of the signal. The difference to speed as a result of this is small, however for a very sensitive system such as a GNSS it can affect the positional accuracy of the receiver. A way to resolve this issue is for the satellite to transmit more than one frequency of signal. Different frequencies are affected differently by the density of a given medium and therefore a correction factor can be calculated to correct for atmospheric effects [7]. The magnitude of this effect is also determined by the angle of incidence to the ionosphere. When a satellite is directly above the receiver the effect is minimal whereas when the satellite is at the horizon level of the receiver the effect is maximalised [8].
Multi-path errors occur when a signal does not travel directly between satellite and receiver but rather reflects off other surfaces first. This causes the travel distance and time to be greater. These errors are typically noticed by the receiver as it can compare it against data gathered from other satellites. For systems such as GPS where a receiver can often see eight or nine satellites the risk of this error affecting the position reading of the receiving device is reduced. The risk of this error occurring is increased when the receiver is in a built-up area. When multi-path errors are seen, the receiver automatically treats them as invalid data and deletes them [7].
The third problem a GNSS faces is ephemeris. Satellite orbits are not perfectly on their calculated orbits and drift slightly instead. This is corrected for by ground stations that track the satellite and transmit its location to it on a regular basis allowing for it to correct its orbit [7].
The noise created by electronics within the receiver can affect the signals received leading to small inaccuracies [7].
As satellites orbit at high speeds, special relativity affects the timing of an on-board clock which in turn affects the accuracy of any position calculated by a receiver using this satellite. The first way this is addressed is by the clocks on the satellites progressing at a different rate to clocks on the planet surface. The result of this is that to an observer on the planet surface, the clock is progressing at the same rate as a clock also on the planet surface but to an observer travelling at the same speed as the satellite appears to change at a different rate. The second way this is addressed is through the use of ground-based stations to monitor and correct the time on the satellite’s clock [7].
[bookmark: _Toc121781671]Significance of GPS for OME
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As military conflict has become more complex the need for accurate positional accuracy and navigation has increased. GPS offers a range of different applications in an OME context:
· Navigation: By knowing the position one’s own forces are in and the positions of the enemy forces, OME can be used to greater effect. Accurate positional data can be provided of enemy positions allowing them to be struck by suitable OME without wasting munitions by missing targets [9].
· Tracking: GPS can be used for identification and tracking of potential targets which allow units to make more informed decisions on the choice of targets and the selection of OME to use [9].
· Bomb and missile guidance: Missiles and bombs often use a range of navigation methods often including GPS. GPS can be used to guide a munition precisely onto a target or alternatively to guide a missile to a target that is a large distance away [9].
· Update maps: GPS can be used to supplement map information used by commanders by providing the location of targets and establishing grid control locations. This then makes the usage of OME more effective as the information leading to its usage is more accurate and up to date [9].
[bookmark: _Toc121781673]Future applications 
One future OME application of GPS is navigation for small drones. Small drones would likely have a whole suite of sensors and navigation aids to allow them to navigate complex environments – GPS would be one of these tools used to supplement data gathered through all sensing methods. GPS would be particularly helpful for general positioning, high altitude flying and for determining the velocity of the drone at any given time [10].
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[bookmark: _Toc121781675]How does it work?
As GPS satellite signals are comparatively weak, a signal from a GPS jammer can easily be of a greater strength and therefore effective at preventing the use of the satellite signal. GPS jammers are typically small devices with short ranges that work on the principle of significantly increasing interference by broadcasting a signal of the same frequency as GPS receivers use. This increased noise prevents the GPS receiver from being able to calculate its position [11]. 
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One method of protecting against GPS jamming is the use of controlled reception pattern antennas (CRPA). A CRPA is an antenna that allows its reception patterns to be adjusted meaning that signals from select directions can be reduced in strength. When used to counter GPS jammers, the antenna can determine what is a typical signal and what is atypical and thus, which signal is likely to be the cause of the jamming. The CRPA can then be used to selectively block signals from the direction of the jammer to allow the satellite GPS signal to get through to the receiver with minimal interference [12].
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[bookmark: _Toc121781678]How does it work
GPS spoofing is similar to jamming in that another EMR source interferes with the satellite signal to a receiver. By sending similar information to what the receiver expects to receive, the receiver continues to function but does so with incorrect data. One form of this is denial of service spoofing. This is when incorrect location information is sent to the receiver for the purpose of preventing the receiver from knowing its correct location. It may be obvious to an operator that something is incorrect, however the attack successfully serves the purpose of disrupting the receiver and thus can be thought of as a targeted method of jamming which avoids saturating the area with noise. A more subtle form of spoofing is the use of similar techniques to send correct information at first so the operator is unaware that their receiver is being spoofed. At that point, information can slowly be changed to influence the operator to behave a certain way in response [13]. An example of this could be changing the location information for a unit of soldiers to draw them into a more exposed position before engaging them.
[bookmark: _Toc121781679]Possible protection, redundancy and countermeasures
If an operator suspects that their receiver is being spoofed, then the source of the signal can be determined. If the source is at a high altitude, then it is most likely a signal from a satellite and therefore not a spoofing signal whereas if the source of the signal is near to the receiver and also at a similar altitude then the opposite can be reasoned [13].
Secured receiver technology allows the receiver to detect signal anomalies such as the spoofed signal being stronger than the signal transmitted by a GNSS satellite. Once a signal is determined to be a non-authentic signal, it can be discounted and ignored [14]. 
Different SATNAV systems such as Galileo and GPS have built in complexity to prevent signals being mimicked. Satellites require an encryption key to be able to transmit a signal and a receiver requires the same key in order to de-encrypt the signal. This makes it impossible to replicate a GNSS signal without possessing the encryption key [14].
[bookmark: _Toc121781680]Will spoofing be a significant issue for UK OME
UK OME are devices that use complex networks to sense, calculate and navigate. These make munitions better able to fulfil their objective and thus two options are left to an enemy: hard kill or soft kill. Hard kill systems are effective but are also costly – as the ability of an offensive weapon increases, so too must the complexity and therefore cost of a defensive hard kill system. Soft kill factors attempt to use the complexity of a OME system against it by disrupting one or more crucial functions and thereby neutralising the threat presented by that system. Therefore, spoofing would likely be a lucrative option for an opponent anticipating conflict with the UK as a relatively cheap capability that could prevent the effective use of OME.
Counter to this point, UK OME has been designed against the backdrop of discussion surrounding the electronic battlefield and as of 2022, will likely implement lessons learnt from the Ukraine war. Therefore, the threat of spoofing is likely accounted for and one or more methods of countering spoofing are likely in use within UK OME. 
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The first reason why the UK should deploy spoofing against enemy OME is the cost of war. The UK has one of the largest military budgets within Europe, however likely enemy nations still have far larger arsenals of OME. This is because they enjoy advantages not shared by the UK such as better purchasing power parity, economies of scale and military build-up leading to defence industry growth. Therefore, in a conflict, the UK would benefit significantly on the use of cost-effective soft kill systems that can counter enemy OME which would allow the UK to compete. Spoofing can fulfil this role and be used for preventing enemy OME from achieving its objective.
Possible enemy nations possess powerful weapons such as hypersonic missiles. These are much more difficult to effectively engage with traditional hard kill systems such as SAMs. Soft kill systems such as spoofing could potentially target weaker elements of enemy OME such as electronics and navigation systems leading the missile to not achieve its mission.
In a conflict against a technologically inferior enemy, spoofing may be more applicable for common usage as protection for systems such as GNSS navigation is likely to be weaker. This makes them more vulnerable to spoofing and therefore the opportunities for disruption and deception of the enemy are significant.
One reason for the UK not to use spoofing as an offensive counter measure is that diplomatic pressure could be exerted to prevent an enemy from having access to Galileo and GPS. Without access to these systems, most potential enemies would either have no GNSS capability, or else only have good GNSS capability in a local area. Furthermore, if the enemy is using Galileo or GPS, the UK could leverage this to gain intelligence on enemy positioning, troop dispositions and to monitor enemy activity.
[bookmark: _Toc121781682]What can be done to mitigate the effects of spoofing
Specific anti-spoofing techniques have already been discussed. In general, however, the effects of spoofing are mitigated by either the identification and elimination of spoofed signals or by encrypting the signals used by the GNSS system to allow the receiver to focus on just the GNSS satellites and ignore any signals that are not encrypted.
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GNSS are systems available to several countries that either operate local or global constellations of satellites. They are robust navigational systems that are integral to modern life due to possessing a wide range of commercial and military applications. There are sources of potential error for GNSS, however these can mostly be corrected and controlled for leading to a high level of accuracy. It is central to many new and emerging technologies such as self-driving cars in the commercial sector and autonomous drones in the military sector.
Both jamming and spoofing present a threat to UK OME due to the potential use by an asymmetric force as a soft kill weapon designed to disable complex systems. Despite this, the threat posed by jamming and spoofing will likely have been considered in the design process of all current generation OME used by the UK and thus should not be vulnerable to these threats. 
The use case of spoofing as an offensive countermeasure by the UK is a viable option as it provides a potential solution protect against sophisticated hypersonic missiles as well as potentially being a cheaper counter to enemy OME making the UK armed forces a more viable threat to opposing actors.
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