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[bookmark: _Toc204342756][bookmark: _Toc51833421]Introduction
[bookmark: _Hlk204342770][bookmark: _Hlk204342775]The Seawolf is a short range naval surface to air missile system designed to engage and intercept both anti-ship missiles aswell as aircraft [1]. There are two main variants of Seawolf, the GWS-25 Conventionally Launched Sea Wolf (CLSW) and the GWS-26 Vertically Launched Sea Wolf (VLSW) [2]. This risk assessment is based on the GWS 26 VLSW system as it was fitted to Type 22 and Type 23 frigates before its replacement by Sea Ceptor in 2018 [2].
[bookmark: _Hlk204342872]The following risk assessment will be assessed using the Risk Category Matrix (RCM) outlined in DSA 03.OME DCOP 105 [3] and uses risk estimation as defined in DefStan 00-056 [4]. DSA 03.OME DCOP 105 also gives examples of Severity Category Definitions tables, and Qualitative and Quantitative Frequency tables which were also used in the creation of the risk assessment so that consistency is maintained thought the assessment.

[bookmark: _Toc204342746]Table 1 - Risk Classification Matrix
	Frequency of Occurrence
	
	Severity

	
	
	Catastrophic
	Critical
	Marginal
	Negligible

	
	Frequent
	A
	A
	A
	B

	
	Probable
	A
	A
	B
	C

	
	Occasional
	A
	B
	C
	C

	
	Remote
	B
	C
	C
	D

	
	Improbable
	C
	C
	D
	D

	
	Incredible
	C
	D
	D
	D






[bookmark: _Toc204342747]Table 2 - Risk Class Definitions
	Risk Class
	Definition

	A
	Intolerable unless there are exceptional reasons for the activity to take place.

	B
	Undesirable, and should only be accepted when risk reduction is impracticable.

	C
	Tolerable with the endorsement of the Project Safety and Environmental Committee.

	D
	Tolerable with the endorsement of the normal project reviews.



[bookmark: _Toc204342748]Table 3 - Qualitative and Quantitative Frequency Categories
	Descriptor
	Qualitative Frequency Categories
	Quantitative Frequency Categories

	Frequent
	Likely to be continually experienced during the life of the system.
	> 10⁻³

	Probable
	Likely to occur often during the life of the system.
	[bookmark: _Hlk204335097]10⁻³ to 10⁻⁴

	Occasional
	Likely to occur several times during the life of the system.
	10⁻⁴ to 10⁻⁵

	Remote
	Likely to occur at some time during the life of the system.
	10⁻⁵ to 10⁻⁶

	Improbable
	Unlikely, but may exceptionally occur during the life of the system.
	10⁻⁶ to 10⁻⁷

	Incredible
	Extremely unlikely that the event will occur during the life of the system.
	< 10⁻⁷



[bookmark: _Toc204342749]Table 4 - Severity Category Definitions
	Category
	Associated Personnel (Persons directly involved)
	Non-Associated Personnel (Persons indirectly involved)

	Catastrophic
	Multiple Deaths.
	A single death and / or multiple severe injuries or equivalent occupational illness.

	Critical
	A single death and / or multiple severe injuries or equivalent occupational illness.
	A single severe injury or occupational illness and / or multiple minor injuries or minor occupational illness. A Work-Related Over-7-day Incapacitation Injury.

	Marginal
	A single severe injury or occupational illness and / or multiple minor injuries or minor occupational illness.

A Work-Related Over-7-day Incapacitation Injury.
	At most a single minor injury or minor occupational illness.

A Work Related 3-day Work Incapacitation Injury.

	Negligible
	At most a single minor injury or minor occupational illness. A non-sporting injury requiring professional medical attention (may include a Medical Orderly or Military Medical Personnel).

A Work Related 3-day Work Incapacitation Injury.
	Any injury or occupational illness, however minor.







[bookmark: _Toc204342757]Risk assessment
[bookmark: _Toc204342750]Table 5 - Seawolf risk assessment
	Hazard Ref
	Hazard Description
	Potential Cause
	Potential Consequence
	Likelihood
	Severity
	Risk Class
	Controls / Mitigations
	Post Control Likelihood
	Post Control Severity
	Post Control Risk

	OP-001
	Missile launch failure
	Improper or non-working electrical connections can cause unexpected behaviour or unintentional launch
	Unexpected ignition of the missile while crew are performing maintenance within the missile bays can case injury or death 
	Occasional
	Critical
	B
	[bookmark: _Hlk204342890]Control: Built-in-tests (BIT) conducted on the missiles on installation to ensure proper electrical connections are maintained
Mitigation: Access to missile bay is limited
	Improbable
	Marginal
	D

	OP-002
	Missile jam in launch tube
	Failure to leave missile cell once ignited
	Uncontrolled burning of solid rocket fuel in confined space leading to sympathetic ignition of neighbouring Seawolf missiles  or damage to the hull integrity of the launch platform
	Occasional
	Catastrophic
	A
	Control: Low powered booster packs used to clear the missile from the Launch tube before main rocket ignition
Mitigation: individual missile cells located within individual fireproof compartments
	Occasional
	Marginal
	C

	OP-003
	Unintended launch
	Software glitch leading to early launch missile
	Improper or non-working electrical connections can cause unexpected behaviour or unintentional launch 
	Occasional
	Critical
	B
	Control: Built-in-tests (BIT) conducted on the missiles on installation to ensure proper electrical connections 
Mitigation: Access to missile bay is limited to prevent harm to crew on unintended launch
	Improbable
	Marginal
	D

	OP-004
	Inaccurate target engagement
	Control surfaces damage 
	Damage to the rear manoeuvring tail fins can case the missile to fly unpredictably and not follow fire director controls 
	Probable
	Critical
	A
	Control: Visual inspection of the tail assembly on loading
Mitigation: Vector thrusting abilities added to rocket motor to add redundance in manoeuvring capabilities
	Remote
	Marginal
	C

	OP-005
	
	Misidentification of radar target
	Misidentification of the radar reading by crew can case the missile to targets friendly units
	Probable
	Catastrophic
	A
	Control: Crew training
Control: CCTV guidance system added to missile director for visual target identification in addition to K-band radar
	Improbable
	Catastrophic
	C

	OP-006
	Deck crew injury during missile prep
	Slip/trip/fall when moving equipment
	Physical injury to crew
	Probable
	Marginal 
	B
	Control: Correct PPE worn by crew when handling missile
Mitigation: Safety briefing before handling
Mitigation: exclusion zones around launcher to prevent 
	Negligible
	Remote
	D

	OP-007
	Fire/explosion during combat operations
	Enemy hit to launcher can cause detonation/ignition of the missile
	Uncontrolled burning of solid rocket fuel in confined space leading to sympathetic ignition and detonation of the magazine  
	Remote
	Catastrophic
	B
	Mitigation: Fire suppression systems
Mitigation: Crew damage control drills 
Control: insensitive explosives used in the motor and warhead
	Improbable
	Critical
	C

	OP-008
	Electrostatic discharge during handling and maintenance
	Static builds up on equipment and personnel causing unintended ignition of electric detonators 
	Premature ignition of missile or warhead during loading 
	Frequent
	Catastrophic
	A
	Control: Antistatic regime is used by crew while handling the missile
Control: Equipment is earthed to prevent builnd up of electrostatic charge
	Improbable
	Critical
	C

	OP-009
	Vulnerability to Electromagnetic Radiation
	Nonstandard wiring of the missile or improper vulnerability testing can lead the missile to being susceptible to electromagnetic radiation
	Induced currents inside the wepon caused by Electromagnetic Radiation can lead to unintentional detonation 
	Probable
	Catastrophic
	A
	[bookmark: _Hlk204336479]Control: HERO report produced for the wepon to calculate safe separation distances required
Control: Electrical testing of the Seawolf to ensure compliance with DefStan 59-114
Mitigation: Launch path of missile calculated to avoid the sweep of the ships main search radar
	Remote
	Marginal
	C



[bookmark: _Toc204342758]ALARP Justification
[bookmark: _Toc204342759]Compliance requirements
[bookmark: _Hlk204342797][bookmark: _Hlk204342806]In order for the risk assessment to be compliant with the Heath and safety at Work Act 1974 [5] ‘’every employer to ensure the health, safety, and welfare at work of their employees, So Far As is Reasonably Practicable (SFARP).’’  DefStan 00-056 further builds on this statement, stating that risks assessments should use the narrower term ‘’As Low as Reasonably Practicable (ALARP)’’ [6] so that its more clearly emphasizes that risks should be reduced to the lowest level that is reasonably achievable, considering the cost, time, and effort involved. 

While the risks involved with equipment in defence may still not fall in to the broadly acceptable region due to the nature of the systems, by using the ALARP principle risks can still be reduced to a tolerable level.

[bookmark: _Hlk204342824]The following ALARP justification is for OP-009, the vulnerability of the Seawolf to Electromagnetic Radiation. The likelihood used for the risk assessment deemed to be Frequent (>10⁻³) as the issue is likely to occur often during the life of the system due to the nature of the Seawolf being a ship mounted wepon. The Type 22 frigate carried a Type 967/968 air search radar with a peak power output of 3MW [7], while the Type 23 carries a Type 997 radar. These search radar sets output a high amount of power at varied frequencies, and as such could be a major hazard for the Seawolf during its operation due to the electro-explosive Devices (EED’s) used in its operation. 


[bookmark: _Toc204342760]Data assumptions
There are no publicly available figures for the power output and wavebands for the Type 997 radar, the ALARP justification will make the assumption that it outputs at the same power and frequency as the Type 967/968 radar as these are publicly known. While this is unlikely to be the case part of the controls in the risk assessment require the radar specifications in order to calculate safe separation distance. For the case of the Seawolf’s actual risk assessment, this classified performance numbers will have been used instead.


[bookmark: _Toc204342761][bookmark: _Hlk204338551]ALARP controls and mitigations
The following controls and mitigation where proposed within to the risk assessment in order to make the risks ALARP:

1.	HERO report produced for the wepon to calculate safe separation distances required
2.	Electrical testing of the Seawolf to ensure compliance with DefStan 59-114
3.	Launch path of missile calculated to avoid the sweep of the ships main search radar

[bookmark: _Toc204342762]HERO report
[bookmark: _Hlk204342836]Hazards of Electromagnetic Radiation to Ordnance (HERO) are defined in JSP 482 as the potential of EMR to ‘’cause either direct initiation of EED, or the interference of electronics that may cause WOME to initiate.’’ As such DSA 03.OME Part 2 chapter 24 [8] outlines the safe distance calculations required to keep systems away from intentional transmitters using the following equation:
	

	[bookmark: _Toc204340691](1‑1)


Where:
d is the minimum safe distance in metres
P is the output power in Watts
G is the gain as ratio 
f is frequency denoted in MHz


[bookmark: _Toc204342763]Def Stan 59-114 compliance
DefStan 59-114 lays out how electrical designs incorporating explosives should be designed, tested and assessed in order to maintain compliance. DEF STAN 59-411: PART 3 - Electromagnetic Compatibility Part: 03 in particular lays out the electrical testing required for the EED’s. Ensuring that the designs meet this standard is both a legal requirement, but also assists in justifying that the designs are ALARP for their particular role.

[bookmark: _Toc204342764]Flight path
Finaly a mitigation for the Seawolf is for its programmed flight to avoid the main sweep of the search radar during its initial launch sequence. This is done in addition to the controls as while the Seawolf should be rated for the power output of the main radar, defects in manufacturing aswell as cables not tied down properly or knocked lose during transportation and storage could be enough to induce a current when passing in front of the powerful EMR transmitter. While the risk is very small, it would still be best practice for the initial launch flight to pass between sweeps of the radar in order to maintain ALARP.
While this is feasible during the initial launch, it is not possible to stay out of the search radars EMR beam for the entire flight, and flying at an angle to avoid the 23 degree angle of it would not be practicable epically for a small risk. However, during the main flight of Seawolf, assuming its main rocket motors engage correctly, it will have reached a safe separation distance away from the launch platform. If the induced current is then enough to set off the EED’s then the crew of the frigates would not be effected.

[bookmark: _Hlk204338780][bookmark: _Toc204342765]Rejected considerations
[bookmark: _Toc204342766]Higher impulse EED’s
A consideration for using EED’s that require a stronger current to set off was also considered. These where determined to not be reasonable as it would require modifications of the construction of the Seawolf missile which would be costly and time-consuming.

[bookmark: _Toc204342767] Moveing the location of the launchers
Another consideration would be to move the location of the Seawolf further away from intentional transmitters on the frigate. However this is not possible to be done without extensive redesign of the ships, aswell as the moveing if the ships deep magazine further away from the centre of gravity, which could potentially case issue with the centre of bouncy and overall seakeeping of the ships. 




[bookmark: _Toc204342768]Conclusion

[bookmark: _Toc51833419][bookmark: _Toc290554257][bookmark: _Toc299621222][bookmark: _Toc299631447][bookmark: _Toc299631509][bookmark: _Toc299631599][bookmark: _Toc299631675]The ALARP justification for OP-009, the vulnerability to Electromagnetic Radiation , demonstrates that all reasonably practicable measures have been identified and implemented to mitigate the associated risks. While it is possible to reduce the risks further, these would require extensive redesign and modification of both the wepon and the platform would be disproportional in cost to the additional safety implemented.
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