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Abstract - The use of employee technology in the workplace has seen huge changes of late. The aims of this paper are to discuss the typical uses of such systems for businesses today and how, by weighing up its benefits and drawbacks, an appropriate BYOD policy can be created. To continually manage a policy a MDMS is common and, to demonstrate how employee technology can be incorporated into a scenario, a suitable system is considered.  To show a suitable network a prototypical configuration has been developed in Cisco’s Packet Tracer visualization tool.
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I. Introducing ‘BYOD’ Principles
‘Bring Your Own Device’ (or ‘BYOD’) [1]–[4] has seen massive growth due to the dramatic increase in personal devices used for work-related tasks, as much away from the physical workplace as within [4],[5].
Frequently referred to as ‘IT Consumerization’ [1],[3],[6]–[8],[9] the temptation for employees to use personal devices [5] influences the work environment and has a direct impact on both workplace technology provision [10],[11]. IT policies deployed [2],[12],[13] must also reflect the need to secure organization data on an individual’s device, data that is held outside the bounds of the organizations domain must so be appropriately managed as there are common cross-device threats beyond the companies direct control [5],[14],[15]. Staggeringly Dhingra [16] suggests that just 30% of companies would implement BYOD structure policies during 2016, despite the astronomical rise in the use of personal devices in the workplace. The use of conventional ‘personal’ devices however can be extended to cover any technology either brought into, or used externally, that access work material [17].
II. Policy Scenario
Golding-Harvest Ltd. is a global gold mining company whereby a considerable proportion of staff work wirelessly on a global scale with little dependence on the small physical office space. 
The adoption of the BYOD structure allows staff and customers to use their own personal devices on the company network, critically from anywhere [18]. Given the cross-over between work and personal material there are a range of considerations that must be addressed [19], and although mobile security risk can be reduced, threats can never be totally nullified [20].
III. Designing an Appropriate ‘BYOD’ Policy Framework
A. User Policy
Internet Policy: This is essential. Employees will access corporate data through personal machines and restrictions should be enforced to limit internet usage on such devices whilst performing both work, and recreational activity on such devices [14],[21]. These should be enforced whenever connected to the Golding-Harvest network architecture, either remotely or whilst in their physical office space [22]. 
· Internet Policy:
· Access to explicit or illegal material(s) is strictly prohibited on personal and company devices whilst connected to the Golding-Harvest network [23]–[25].
· The use of social media is actively monitored to prevent/identify reputable damage initiated by employee(s) against fellow employee(s) and/or Golding-Harvest Limited and its affiliates [26]–[29] (please refer to the separate  Golding-Harvest Acceptable User Policy [AUP] for social media use guidelines) [28].
· Intellectual Property and Privacy Guidelines: 
· Golding-Harvest takes the matter of intellectual property with the upmost severity [30]–[32] as they understand the widespread consequences of deliberately (or otherwise) compromised work material [30],[32],[33]. All documents and/or applications stored on personal devices that have been distributed by Golding-Harvest Ltd. or its affiliates are works of the company and employees attempting to pass of work(s) will be disciplined in line with the ‘Disciplinary Proceedings Hearing’ (see section D Point 4).
· All employees are covered by copyright and trademark legislation whereby works or all nature are accredited to their authors(s) and/or developers and only the work(s) stakeholders [33],[31].  

· The use of Golding-Harvest’s MDMS system controls and/or monitors activity regarding the applications and/or programs deemed appropriate by Golding-Harvest Ltd. or its affiliates [33]. This is taken to reduce the chances of a data leak. (see section III. Section A, Point 3 for more information).
· No access will be permitted to personal documents and/or information contained on an employee’s device [15],[34]. Any activity(ies) undertaken deemed inappropriate can be filed officially through the ‘Disciplinary Process’  

· Accessing and storing resources: 
· All BYOD devices registered with Golding-Harvest handle data with the ‘Desktop Visualization’ principle [18]. No programs, applications and/or data relating to Golding-Harvest are stored on the machine itself making devices the platform with which to view the document(s) [18]. See section IV. for an appropriate MDMS tool.
· Application and Program Use:

· The creation, distribution or execution of malicious programs and/or applications on the Golding-Harvests network with malicious intent will result in Golding-Harvest’s ‘Disciplinary Proceedings Hearing’ as outlined in section III d). [15],[29].
· Any activity(ies) undertaken relating to that of another business or enterprise whilst connected to the Golding-Harvest network is strictly forbidden [29],[35],[32].  

· The following applications are considered appropriate whilst connected to the Golding-Harvest network on personal devices and work-based hardware:
· Email and/or Calendar applications to manage communication and/or work planning/scheduling [36],[37]. 
· Documents directly related to work undertaken in the Golding-Harvest network [36],[37]. 
· Contact management software to ease communication and/or work planning/scheduling between internal and external staff members [36],[37]. 
· Access to applications and/or programs for personal use in the Golding-Harvest network is restricted. Employee(s) have the right to appeal the use of such software if deemed inappropriate by Golding-Harvest through set ‘Right of Appeal’ procedures (see section III d).) Applications/and or programs accessed on the network are stringently and continually reviewed to ensure their access permission(s) are fitting [21],[29], [38]–[40].
B. Device Management Policy
· Loss and Damage
· Golding-Harvest will partially cover costs relating to unintentional damage/loss given sufficient proof that the damaged/lost device(s) was/were used for work use inside and/or outside the Golding-Harvest​ space [41].
· The installation of device management software on employee device(s) is mandatory and will handle, among other processes, the remote deletion of a devices work contents [21]. Users must report the loss of any device containing work directly, or indirectly, related to Golding-Harvest Ltd. or its affiliates [8],[30],[16],[35],[40].
· Device and/or OS specific support
· Limited support is available from IT regarding device-specific issues. Most OS, warranty and product defect queries are the responsibility of the employee(s) and Golding-Harvest Ltd. will take no part in staff-manufacturer discussion and/or activities [42],[30],[43].
· The use of applications and/or programs supplied by Golding-Harvest Ltd. is covered by tech support and may be utilized, subject to IT Dept. operational circumstance, by the employee(s) as required through prior arrangement [20],[42],[43]. 
C. Security Policy
Managing security throughout is key and cannot be underestimated. There are several techniques that can be used to manage access to aspects of the Golding-Harvest network [16],[17],[28],[40],[13],[44]. 
· Passwords and Usernames
· Usernames are comprised of the following elements for ease of use more than security:
· Employees first forename letter, capitalized

· Employees surname, with the first letter capitalized

· ‘.’ followed by employee’s company ID
e.g. ‘MWade.187262’. A double-barreled surname will take the following format ‘JAlana-Smith.682691’.
· Alphanumeric passwords used to access the Golding-Harvest network, either externally or internally, must contain: [42],[45],[46],[47]
· At least 15 characters in length

· At least 3 uppercase characters

· At least 3 special or non-standard characters
All users are prompted to update passwords every 60 days [37],[45],[46].  
· Access Control and Privileges
·  When connected to the Golding-Harvest network, either remotely or physically, all members of staff have highly restricted system permissions [16],[48]. Staff accounts are unable to download, install or open application and/or program packages [8],[18]. 
· Team Leaders, Managers and Directors have complete network access. Use of administrative rights must be done so appropriately, person(s) found guilty abusing administrate rights will be handled in accordance to ‘Disciplinary Proceedings Hearing’ [49] as outlined in section III d).
· All activity performed on the Golding-Harvest network is logged by IT, for which they hold administrative rights across the network [48].
D. User Agreements and Corporate Disclaimers
· By signing the IT policy employees understand the contractual obligations of the policy and the processes and/or actions that will take place in line with ‘Disciplinary Proceedings Hearing’ if one or more regulations are contravened [37],[50],[51],[34]. 
·   Golding-Harvest Ltd. have the right to change the above policies at any time, and with any degree of prior notice [37],[44].
· Employee(s), in any circumstance, have the ‘Right of Appeal’ to the outcomes of a ‘Disciplinary Proceedings Hearing’ [49].
· Unfair practice(s) identified will result in the ‘Disciplinarily Proceedings Hearing’ as outlined by Golding-Harvest Ltd. [37],[49]. It is assumed at Golding-Harvest already have a malpractice process in place whereby IT misuse from staff can be placed directly against the current framework. 
E. Golding-Harvest Data Flow Diagram

Fig 1. shows the use of both wired and wireless devices in relation to the Golding-Harvest network architecture. 

· A large proportion of users will be using the system externally, and a tightly functioning firewall here is crucial to ensure valid employees can enter and hazardous content can’t enter. ‘n’ denotes the number of users is not pre-defined and is likely to number, for a company as large as Golding-Harvest, at a minimum several thousand at a time.
· Those already entered are likely to be using a mobile device, and so for this system a mobile is illustrated. It can connect to numerous wireless networks, albeit with access subject to appropriate MDMS approvals.
The use of networking tools and techniques such as user identification and validation, DHCP, Virtual Private Networks(VPN), Access Control Lists (ACLs) have not been included in this diagram.
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Fig 1: suitable user access architecture
IV. Mobile Device Management Software
‘Bring Your Own Device’ uptake is a common precursor to MDM uptake [52],[21] and  there are a range of ‘Mobile Device Management’ options on the market that can all provide an array of administration options [8],[18],[21],[53],[54]. 
Largely, they all cater for a range of different manufacturers to provide as comprehensive cover for an organization as possible, but with the decline of key market players some software tools do not provide cover for every system to reflect the markets current state [53],[55], and future changes [30].
Brodin [56] suggests there are key steps that must be considered before a ‘Mobile Device Strategy’ [56] should be implemented. The concept of a cyclical, ‘Analysis’, ‘Design’ and ‘Action’ [56] framework constantly reviews the ability of the organization’s current MDMS tool to mitigate the forementioned threats. Key processes are all ISO compliant on several levels to maintain industry standard transparency and interoperability [56].

“Completely understand the system in question” say Rhee at al. [57] whereby defining its capacity and breadth increases an understanding of the potential threats [51],[52],[29], [56], [57]. Golding-Harvest dangers have been identified above and could be considered typical for a large multinational business. Once the issues of BYOD have been identified for the given scenario they can be placed against functionality criteria, as seen in Fig. 2 [57]. 
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Fig 2: Marrying requirements with functionality [57]. 
Having identified both system and MDM requirements a solution can now be sought. An array of different providers offer software packages with benefits and drawbacks of each system [58].
Golding-Harvest would be well placed to use ‘VMware AirWatch’ [8],[58],[59].
This particular software is widely considered one of the most comprehensive available [60] and covers most, if not all, functionality required for Golding-Harvest.
Key aspects of this software solution include:
Henry COBBOLD (P149234
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· A straightforward and customizable user interface combines ‘app management’ and ‘workspace one’ elements into a single package [58],[60]. It opens up options to handle desktop machines too if Golding-Harvest feel that they would like to extend their cover [60].
· At most cover is $9.33 per device, options too are available for ‘on site’ cover, each plan up includes more features and upgrading is straightforward when more services are required [60]. 
· Applications and/or OS features on employee devices can be restricted as appropriate including access to cameras, microphones and other third-party apps [8]. .
· Supports a range of manufacturers including the most popular Android, Windows and Apple smartphone and laptop devices [8],[53],[61]. Supporting a range of applications is crucial in the success of a BYOD practice [18].
· AirWatch version 8 included new security features and biometric login integration such as retina and fingerprint scanning as well as conventional password or passkey entry managers [62].
· A clean interface (see Fig. 3) makes it easy for admin to not only configure devices, but actively monitor though use of activity logs, a key aspect of maintaining a BYOD structure [18],[20].
· The ability to trail new management techniques before they are applied to devices reduces the potential issues implementing new strategies might instigate [53].
Although there are other tools, they do not all provide as extensive a range of features and options [8], [18], [53], [58]. The interface too is key in not only implementing a strategy across a broad range of devices, but maintaining it [60],[54]. 
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Fig. 3: Desktop view showing a range of panes, here registered devices are displayed [60].
V. Reviewing The Success of ‘BYOD’ Principles
A. What can BYOD offer businesses?
· The potential for increased productivity as all employees are using the device that they want for their work, not something that they are provided with that could be unpopular [30],[13],[15],[35]. This links to a reduced staff training cost too [35].
· Reduced costs for the company in areas such as hardware provisioning and staff/software training [30],[41].

· Manage a range of devices with a single interface [52], helping therefore to streamline the employee device setup and management [52],[13].
· Added flexibility that opens up possibilities for both the business and the individual – they are no longer tied to the machine assigned to them [8]. Working times have now been revolutionized [8].
· The task of managing a highly adaptive and fluid policy can be made easy with the aid of an array of highly sophisticated management tools [8],[18],[15],[53],[54],[57].
B. Weaknesses of the BYOD architecture
· Security is the big risk BYOD risk [8],[44],[16],[13],[33],[32]. Whether this be through a malware epidemic, device loss/damage or employee negligence the potential for data corruption, loss or leakage cannot be underestimated [18],[28]. There are techniques to reduce this but it is an off-putting factor [18].
· Privacy for both the employee and the organization must be considered. The lines between personal and corporate activity and significantly blurred and neither must encroach insensitively on the other [8], [16],[44]. Mont [44] identifies the conflict of interest and perspective as a key issue with BYOD principles.

· Scale: depending on the system used, being able to cover larger scale use of personal devices for work can be a struggle, this is commonly then labored on the IT Dept [21],[43]. 

· Some companies have banned the use of certain OS features [41],[43] that could inadvertently compromise data with IBM barring ‘Siri’ and other third-party services, as they are wary of a potential data leak [44]. The use of an MDM platform makes it possible to restrict the use of inbuilt programs and/or applications [30],[42].
· Despite the deployment of an MDMS system, handling the “response, notification and investigation” [16] processes directly after a breach may have occurred can be a little clunky [16]. 
VI. Conclusion 
Whilst the deployment of BYOD technologies is widespread the opportunities it can offer a business, especially a large one, are clear. If thoroughly constructed however, the risks identified can be reduced making a policy secure and operationally viable. To ease this process a ‘Mobile Device Management System’ should be deployed which can totally revolutionize organizational both asset management and therefore the tasks of an IT department. The part a network visualization tool can play here in representing 
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IX. Appendices

A. Implementing the Architecture
Below are screenshots from the completed Packet Tracer network visualization. It comprises the following key elements:
· 4 internal departments, all of which have their own wireless router. Despite the configuration all will be self-contained except for the open ‘Golding-HarvestFreeWiFi’ which will accessible throughout the physical space. Its permissions will be restricted to limit the devices and web services that it can access.
· Most departments have wired machines as well as the hardware to facilitate the use of an employee’s own device. 

· A single external network is shown that can access the Golding-Harvest network, in practice this will be a large number.
· A server has been positioned in the IT Dept. that could be used for a range of purposes.

· The conference room has no wired desktops, and can accept numerous wireless devices. Employees often use tablets, and so these have been used in this example, but any wireless device would be accepted. 
· An ‘open access’ space is available and allows users to use two permanent workstations, as well as the open network already discussed. 
· Before a potentially unauthorized attempt is made to access Golding-Harvest routers and/or switches employee(s) are notified of the IT Policy and the misconduct process that will be carried out against them.

An accompanying packet tracer file showing an example network topology for Golding-Harvest is attached. 
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