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Real-time systems can be organised into two different types depending on how critical the system is and the systems performance requirements especially for example the latency of response to an input or interrupt due to the execution time of computational tasks[1].
[bookmark: _Toc505376651]Classification of hard and soft real-time systems.
The first type are safety-critical real-time systems where a system not responding sufficiently quickly can have serious side-effects, these are referred to as hard real-time systems[1][2]. Because hard real-time systems failure can have serious consequences I.e. an aeroplane crashing, the system must guarantee that tasks are completed by a given deadline in a Quality of Service contract[3]. 
The second type are real-time systems where system response is still important to maintain value in the system but failure of some deadlines for tasks will not cause serious consequences I.e. a web browser display updating one second later than preferred, these are referred to as soft real-time systems[3]. 
In contrast to hard real-time systems, it is acceptable to miss some of the deadlines occasionally. “It is still valuable for the system to finish the task, even if it is late”[3]. As the task load of the system increases resulting in more failures the Quality of Service degrades until eventual failure[3].
[bookmark: _Toc505376652]Worst-Case Execution Time
The key metric to handling the upper bound to system response time is the Worst-Case Execution Time (WCET)[1][2] which in deterministic systems is straightforward as the inputs are predictable and so are the task executions times, however where the inputs are uncertain execution times must be allocated sufficient resources and time to accommodate for worst scenario performance. The task does not necessarily have to consume all time and resources allocated[3].
“A reliable guarantee based on the worst-case execution time of a task could be given if the worst-case input for the task were known however generally the worst-case input is not known and hard to derive.” 
[image: ]
Figure 1: Context of WCET, BCET refers to Best-case execution time.[2]
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Now that these categories have been established it is necessary to classify the following example:
“A car satnav is used to guide a driver, and upon identifying a waypoint updates the screen to remind the driver with a latency of 1.5s.”
Depending on the frequency of way points, criticality of the latency constraint and the context of the system there are arguments for it being a soft real-time system with caveats which would make it a hard real-time system.
The Quality of Service contract states that the screen will be updated within 1.5s of an event triggering. In the context of the system, liability for any injury caused would lie with the human regardless of whether the system failed to meet the Quality of Service contract. As an example, Google Maps is widely used on mobile devices for navigation:
“Actual Conditions; Assumption of Risk. When you use Google Maps/Google Earth's map data, traffic, directions, and other Content, you may find that actual conditions differ from the map results and Content, so exercise your independent judgment and use Google Maps/Google Earth at your own risk. You’re responsible at all times for your conduct and its consequences.”
Google Maps/Google Earth Additional Terms of Service: Last Modified: January 31, 2018
In addition, the worst-case effect of failure is that the driver navigates in the wrong direction E.g. by missing a turn. Therefore, as soft real-time systems are defined by their ability to fail the Quality of Service contract when executing a task without a critical side effect occurring, there is argument for the satnav system being a soft real-time system. 
Should the law indicate that liability rests with the car satnav software there would be accommodation for the system being a hard real-time system however this argument is tenuous as there is still scope for user error regardless. 
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In summary, the main differences between the two types of real-time systems is that soft systems can accept a few deadline misses in regards to time constraints and hard systems adhere to the predicted latencies, deadlines and time constraints of the processes, generally by assuming the worst case scenario and adhering to Quality of Service[3] to ensure sufficient resources and time are allocated to computational tasks.
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Real-time embedded system requirements analysis requires that the system is divided into several requirement categories[4]:
[bookmark: _Toc505376656]Functional requirements
The following functional requirements are listed as an event with a prerequisite state, an event that represents a use case and tasks which are composed of descriptions of signals within the system. Finally, a post-condition and security considerations are listed. 
For brevity abbreviations to descriptions have been made where a full description has previously been stated. Where a description would be repeated, or a use case would be repeated, these have also been omitted for clarity. This has also been considered with regards to the working of USART, DMA and NVIC but interrupts have been addressed to demonstrate their usage.
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Releasing the door lock electromagnet:
· Drum is empty of water. 
· Power driver has turned off all powered modules.
[bookmark: _Toc505376658]Event
 User selects wash/dry cycle on the Input Interface of the Interface module:
a. Input Interface sends signal to Interface module CPU.
b. CPU checks EEPROM for wash/dry cycle program and loads it.
c. CPU sends signal through slave interface, through Communications bus RS485 to mainboard.
d. Signal arrives at mainboard CPU through master connection to Communication bus RS485.
e. Setting the door lock electromagnet: 
i. Signal is sent to Power driver CPU from mainboard CPU (through Communication bus). 
ii. Power driver CPU sends on signal to door lock electromagnet module. 
iii. USART interrupt.
f. Heater: 
iv. Signal is sent to Power driver CPU from mainboard CPU. 
v. Power driver CPU sends on signal to Heater module.
vi. Temperature measurement:
1.  If the heat sensor is too high: 
a. An interrupt signal is sent to the mainboard CPU from the heat sensor.
b. The CPU sends a signal to the Power driver, stopping the heater.
vii. USART interrupt.
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g. Pump: 
viii. If the valve is not open, a signal is sent to Power driver CPU from mainboard CPU. 
ix. Power driver CPU sends on signal to Valve module to open. 
x. USART interrupt.
xi. Signal is sent to Power driver CPU from mainboard CPU through Communication bus if the valve is open. 
xii. Power driver CPU sends on signal to Pump module to start.
xiii. USART interrupt.
xiv. Water level measurement. 
1. If the water level sensor is too high: An interrupt signal is sent to the mainboard CPU which sends a signal to the Pump driver. 
2. When the water level sensor is too low: An interrupt signal is sent to the mainboard CPU which sends a signal to the Pump driver.
h. Drum motor:
xv. Signal is sent to Power driver CPU from mainboard CPU. 
xvi. Power driver CPU sends on signal to Motor module to start. 
xvii. USART interrupt.
i. Sounding a buzzer when cycle completes. 
xviii. Signal is sent to Buzzer from mainboard CPU. 
xix. USART interrupt.
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Drum is empty of water, door is unlocked all devices are powered off by Power driver CPU.
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As the device does not store sensitive or otherwise compromising data and is not networked, security requirements do not generally need to be considered for washing machines. However as this machine includes a Bluetooth module and a R/F pager module security must be considered when communication with these modules happens with the system.
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Real-time constraints for this system include the requirement that wash / dry cycles must take roughly the correct amount of time stated by the manufacturer. The specification does not mention timers and so to prepare for a worst case scenario it is assumed that there is not one.
It could be speculated that a clock is integrated into the CPU or that some clock functionality is provided by the program counter although this is speculation.
If an interrupt is sent from a sensor to the Mainboard CPU, a stop signal must be sent to the Power driver CPU to shut off the associated system in sufficient time so that a critical failure does not occur such as a fire, burnt clothing or leakage from the machine.
The main safety critical issues are the risk of hot water leaking because the door is not locked because the electromagnet on the lock is not on. This can be mitigated by ensuring that sufficient checks are in place in the code where necessary.
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Fig. 1. Basic notions concerning timing analysis of systems. The lower curve represents a subset of
‘measured executions. Its minimum and maximum are the minimal observed ezecution times and
‘mazimal observed ezecution times, resp. The darker curve, an envelope of the former, represents
the times of all executions. Its minimum and maximum are the best-case and worst-case ezecution.
times, resp., abbreviated BCET and WCET.
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