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Email Forensics
Scenario
You are a digital forensics investigator hired recently by Atlas Corporation, which recently reported suspicious emails received by employees. Your task is to analyze two phishing email samples provided as .eml files, determine the sender details, assess the potential risks, and provide recommendations.

Objectives
1. Interpret email headers to trace the origin of messages
1. Identify phishing indicators in email content and attachments
1. Examine metadata from email attachments for signs of compromise

Lab Tasks
1. Turn on and login to the Ubuntu forensic VM. Use the username and password you have created or used when setting up the Ubuntu virtual machine in VirtualBox.
1. Temporarily enable the networking services to download the necessary evidence files for this lab.
sudo nmcli networking on
1. Navigate to OVAs and images   to find the evidence files (LAB10-01.eml and LAB10-02.eml) for this lab. Download the files onto the Ubuntu virtual machine.  If you are having problems downloading as individual please download the compress LAB10.zip and then decompress to access both evidence files.

Part A – Analysis of LAB10-01.eml
1. Click on the Files icon on the Desktop navbar to open the File Explorer and navigate to the directory where you downloaded the eml files (Default directory is “Downloads”)
[image: ]

1. To view the contents of the first email, right-click on the LAB10-01.eml file and select “Open with Thunderbird Mail”.
Note: If you see a “Set Up Your Existing Email Address” window, you can close it.
1. You should see the email as shown in the screenshot below:
[image: A screenshot of a computer

Description automatically generated]

1. The email is visually very similar to a security alert from Microsoft. You should observe the following information:
6. Sender Name: Microsoft account team
6. Sender email address: no-reply@access-accsecurity.com
6. Recipient email address (To): phishing@pot (redacted/anonymized for privacy)
6. Reply to: sotrecognizd@gmail.com
6. Received date and time: 9/7/23, 22:47
6. Subject: Microsoft account unusual signin activity

1. For a deeper analysis, you must analyze the email headers. To do this, go to More → View Source.
[image: A screenshot of a computer
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1. The email headers are visible in the source that opens as a new window as shown in the screenshot below:
[image: A screenshot of a computer
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1. To visualize the headers in a simplified view, copy the headers until the MIME-Version: 1.0 line and paste it in the Paste Header section on the MXToolbox Email Header Analyzer website (https://mxtoolbox.com/EmailHeaders.aspx)
[image: A screenshot of a computer
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Click on Analyze Header.

1. The “Received” headers show the route/path taken by the email to reach the destination email server. This can be visualized in the Relay Information section of MXToolbox.
[image: A screenshot of a computer

Description automatically generated]
You can note that the email was sent from the SMTP server for the domain thcultarfdes(.)co(.)uk having IP address 89(.)144(.)44(.)2

1. The “Authentication-Results” and “Received-SPF” headers indicate whether SPF, DMARC, and DKIM can be verified. Failures of these authentication headers are a very strong indicator of malicious intent. No legitimate email from Microsoft would fail all authentication methods.
[image: A screenshot of a computer
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This indicates that the email was sent using the SMTP servers of the domain thecultarfdes(.)co(.)uk, strongly suggesting spoofing and unauthorized sending behaviour.

1. There is an obvious mismatch between the From (not a Microsoft address), Reply-To (free personal account), and Return-Path (completely unrelated domain indicating spoofing or relay abuse) addresses. This is also a strong indicator of malicious intent.
[image: A screenshot of a computer
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1. The “X-Sender-IP” header indicates that the sender IP is 89(.)144(.)44(.)2.
[image: ]
Navigate to Virustotal (https://www.virustotal.com) in a new browser tab and enter the IP in the search bar on the top. Once the results load, go to the Details tab. You will notice that this IP does not belong to Microsoft’s email infrastructure.
[image: A screenshot of a computer
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1. It should also be noticed that the “Content-Header” field has two values with a mismatch.
[image: A screenshot of a computer
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This inconsistent sizing can be a possible sign of malformed HTML, injected content, or poor-quality phishing kit templates.

1. The “X-Message-Flag” and “Importance” headers indicate that the email was flagged with High importance to create a sense of urgency and panic for prompting an action from the user with a malicious intent.
[image: A white rectangular object with a blue and yellow design

Description automatically generated with medium confidence]

1. Legitimate automated messages from Microsoft use clean, consistent formatting. The attacker attempts to mimic Microsoft by using similar font styles, a “Microsoft account” header, and a blue-themed color scheme. However, the overall presentation is noticeably off, the spacing is uneven, formatting is inconsistent, and the design lacks the polished, uniform appearance found in legitimate Microsoft security alerts.

1. The email also exhibits incorrect language and formatting, such as the misspelled and improperly punctuated phrase “Unusual sign.in activity” in the email body, unnatural wording, and inconsistent capitalization. Legitimate automated security notifications from Microsoft are carefully proofed and do not contain these types of grammatical or formatting errors.

1. The email includes fake incident details, citing an IP address 103(.)225(.)77(.)255, and a location (Russia/Moscow) These elements are generic scare tactics intended to alarm the recipient and prompt them to click a malicious link or reply.

1. Finally, the email contains a suspicious call to action, directing the recipient to reply to a Gmail address under the guise of legitimate instructions. This tactic is commonly used to harvest user information, confirm active mailboxes, or lure victims into extended social engineering conversations. Microsoft will never direct users to reply to personal Gmail accounts.

1. All the above indicators combined show that the email was indeed a phishing email and was designed to trick the recipient into providing their account credentials.

1. On the MXToolbox tab in the browser, scroll to the bottom of the webpage and click on “Permanently forget this email header”

[image: A screen shot of a computer
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1. Close all open browser tabs and Thunderbird Mail windows.
Part B – Analysis of LAB10-02.eml
1. Go back to the Files tab on the Desktop navbar to open the File Explorer and navigate to the directory where you downloaded the eml files (Default directory is “Downloads”)
[image: A screenshot of a computer
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1. To view the contents of the second email, right-click on the LAB10-02.eml file and select “Open with Thunderbird Mail”.
Note: If you see a “Set Up Your Existing Email Address” window, you can close it.

1. You should see the email as shown in the screenshot below:
[image: A screenshot of a computer screen
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1. You should observe the following information:
26. Sender Name: [BB] - Seu saldo foi liberado - Código: 11084339647130851921
26. Sender email address: prestonconstance587@gmail.com
26. Recipient email address (To): phishing@pot (redacted/anonymized for privacy)
26. Received date and time: 7/26/23, 10:59
26. Subject: Liberação de IRPF - 6NwlyfzWcsNerv0

1. For a deeper analysis, you must analyze the email headers. To do this, go to More → View Source.
[image: A screenshot of a computer
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1. The email headers are visible in the source that opens as a new window as shown in the screenshot below:
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Description automatically generated]

1. To visualize the headers in a simplified view, copy the headers until the MIME-Version: 1.0 line and paste it in the Paste Header section on the MXToolbox Email Header Analyzer website (https://mxtoolbox.com/EmailHeaders.aspx)
[image: A screenshot of a computer
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Click on Analyze Header.

1. The “Received” headers show the route/path taken by the email to reach the destination email server. This can be visualized in the Relay Information section of MXToolbox.
[image: A screenshot of a computer
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You can note that the email was sent from Google’s SMTP server and nothing suspicious from the email relay hops.

1. The “Authentication-Results” and “Received-SPF” headers indicate whether SPF, DMARC, and DKIM can be verified. Failures of these authentication headers are a very strong indicator of malicious intent.
[image: A screenshot of a computer
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In this case, the email authentication headers are all passed due to the use of legitimate Google mail infrastructure, making spoofing or unauthorized sending behaviour unlikely.

1. To understand the Sender name, you can use Google Translate to check what the name in the “From” header means in English. Refer the following screenshot:
[image: A screenshot of a computer
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This is a likely red flag and a potential indicator of malicious intent, as this is not the name of a person or team or organization. This text is usually used by attackers as a common scare tactic to create a sense of urgency in the user’s mind. But in this case, a major red flag is the use of a free email address from Google to send this email from a financial institution of the country.

1. Now to analyze the Subject of the email, again use Google Translate to check what it means in English. Refer the following screenshot:
[image: A screenshot of a phone
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Upon further research, you will be able to discover that IRPF is Brazil's mandatory annual federal income tax on individuals, managed by the Receita Federal. Again, this is a text that can gather the attention of users as it will be something important to them.
Also note the random string at the end of the Subject line. This is typically a random ID generated by scripting engines to track the responses of the recipients in a phishing campaign.

1. The “X-Sender-IP” header indicates that the sender IP is 209(.)85(.)160(.)178.
[image: A screenshot of a computer
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Navigate to Virustotal (www.virustotal.com) in a new browser tab and enter the IP in the search bar on the top. Once the results load, go to the Details tab. You will notice that this IP belongs to Google’s legitimate email infrastructure.
[image: A screenshot of a computer
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1. Coming to the body of the email message, once again use Google Translate to check what it means in English. Refer the following screenshot:
[image: A screenshot of a phone
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Once again, the text indicates a financial context and is likely to prompt an action from the recipient. Also, note the typo in the word créito (instead of crédito) as identified by Google Translate. This raises the likelihood of this being a phishing email.

1. Finally, the email contains an attachment named “csWuYjyqO2IR.pdf” Switch back to the window where the original email is open in Thunderbird Mail. In the bottom portion of the window, you will see the attachment. Click on the dropdown icon next to the Save button and select Save As…
[image: A close up of a purple box
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In the popup that opens, select the Downloads directory and click on Save.
[image: A screenshot of a computer
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Note: Do not open the file in a system / Virtual Machine which has Internet access or sensitive data stored. Always analyze potential malware in a completely isolated, sandboxed environment.

1. Now, passively analyze the attachment to check if it has any embedded IP addresses, URLs, suspicious file paths, or Powershell/CMD commands. To do this, we will use the strings command as shown in the screenshot below.
[image: ]
This will display the contents of the PDF file in a raw format in a separate view. Scroll down until you get to the section as shown in the screenshot below, which shows the embedded URL (https://okokoaksoa(.)z13(.)web(.)core(.)windows(.)net/).
[image: ]
After reviewing the contents of the PDF, press Ctrl+Z to exit the strings view.

1. Analyze the URL / Domain using VirusTotal (https://www.virustotal.com). It will be seen that this URL and domain have been identified by some security vendors as a Phishing URL / domain.
[image: A screenshot of a computer
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1. For deeper analysis, you can also use URLScan.io (https://urlscan.io) for a sandboxed dynamic URL analysis.
Note: Click on Options and select Unlisted or Private scan to ensure sensitive data doesn’t get exposed publicly while using this platform.
[image: A screenshot of a web page
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After clicking on the Unlisted Scan button, you might see the message as shown in the screenshot below.
[image: A screenshot of a computer

Description automatically generated]
This indicates that the URL is inactive and might have been taken down due to it being identified / reported as a Phishing URL multiple times, as this is a real phishing email.
You can also use a browser sandbox such as Browserling (https://www.browserling.com/) for safely browsing to the URL for manual analysis. In this case, as the URL is inactive, it will not load in the Browserling window.

1. As a next step, we shall move to a complete file analysis using VirusTotal by uploading the file to the platform. To do this, navigate to the home page of VirusTotal and in the File section, click on Choose file.
[image: A screenshot of a computer error
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From the File Explorer popup, navigate to the Downloads directory where the attachment was downloaded, select the PDF file, and click on the Select button in the top right corner.
[image: A screenshot of a computer
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It will be seen that this file has been identified as a Malware (Trojan) used in Phishing by many prominent security vendors based on the file hash. This indicates that the file has been used extensively in real phishing campaigns. Refer the screenshot below.
[image: A screenshot of a computer
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Go to the Details tab to view the file properties and detailed file information.
[image: A screenshot of a computer
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Go to the Relations tab to view the contacted domains, IP addresses and dropped files related to this file as analyzed by VirusTotal. Notice that the domain found in the passive strings analysis is also seen in the contacted domains section.
[image: A screenshot of a computer
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1. Alternatively, you can use FileScan.io (https://www.filescan.io) for a comparative analysis of the file. To do this, from the home page of FileScan, click on the Drag & Drop your File section.
[image: A screenshot of a video game
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From the File Explorer popup, navigate to the Downloads directory where the attachment was downloaded, select the PDF file, and click on the Select button in the top right corner.
[image: A screenshot of a computer
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FileScan will show a pop up, asking you to set options and agree to the terms before analyzing. Click on the “Do not share file” and “I consent to the Terms of Use and Privacy Policy” checkboxes and click Upload.
[image: A screenshot of a computer
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After the file analysis is completed, you will see that it is confirmed that the file is Malicious and FileScan provides similar verdict as VirusTotal. You can explore different sections of the result such as File Details, Threat Indicators, Indicators of Compromise, etc. to get more details about the file.
[image: A screenshot of a computer
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1. For deeper analysis, you can use Hybrid Analysis (https://hybrid-analysis.com/) for a sandboxed dynamic file analysis. To do this, from the home page of Hybrid Analysis, click on the Drag & Drop For Instant Analysis section.
[image: A screenshot of a web page
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From the File Explorer popup, navigate to the Downloads directory where the attachment was downloaded, select the PDF file, and click on the Select button in the top right corner.
[image: A screenshot of a computer
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Hybrid Analysis will show a pop up, asking you to agree to the terms before analyzing. Click on the “I agree to the…” and Captcha checkboxes and click Continue.
Note: You do not need to enter your email and comments.
[image: A screenshot of a computer
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Hybrid Analysis will then ask you to set the virtual sandbox environment to use for the analysis. Leave it at the default (Windows 10 64 bit) and click Generate Public Report.
[image: A screenshot of a computer program
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Hybrid Analysis also identifies the file as Malicious as shown in the screenshot below.
[image: A screenshot of a computer

Description automatically generated]
Scroll down to the Falcon Sandbox Reports section and click on the Windows 10 64 bit part. This will open a new tab with the dynamic analysis results.
[image: A screenshot of a computer
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The dynamic analysis also shows the file has suspicious indicators as shown in the screenshot below.
[image: ]
On this page, scroll down to the Screenshots section. You will see screenshots taken during the dynamic analysis. This will also show you the contents of the PDF file as viewed in a PDF reader. Click on any screenshot to see a magnified view.
[image: A screenshot of a computer
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[image: A screenshot of a blue and white sign
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The contents of the PDF file show that the notification message is drafted as if it is coming from a bank in Brazil, prompting the user to click on the image to complete a pending action on their account within 24 hours, trying to create a sense of urgency and panic for the user. Also, a major giveaway can be the poor formatting of the text in the PDF. No bank will typically send notifications without proper formatting.

1. All the above indicators combined show that the email was indeed a phishing email and was designed to trick the recipient into providing their account credentials through a malicious attachment.

1. On the MXToolbox tab in the browser, scroll to the bottom of the webpage and click on “Permanently forget this email header”
[image: A screen shot of a computer

Description automatically generated]
1. Close all open browser tabs and Thunderbird Mail windows.

Lab Analysis 
Analyse and document the results of these lab exercises.
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From: Microsoft account team ,_<no-reply@access-accsecurity.com»

Subject: Microsoft account unusual signin activity
To: phishing@pot
[Content-Length: 18708448
[content - Length: 1821750
Date: Fri, 8 Sep 2023 05:47:04 +0000
Reply-To: sotrecognizd@gmail.com
Content-Type: text/html; charse
Content-Transfer-Encoding: 8bit
X-IncomingHeaderCount: 12

;UpperCasedChecksum: FOACDID1D69FAT75F257E9B1E62B05CD78AGFFF839CES08388DC5167E03028C 1 ; SizeAsReceived: 385; Count :12

“UTF-8"
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Received: fron PHTPRI9MBG592.namprd19. prod. outlook. con (2603:10b6:510: 1b:
by MNOPRI19MB6312.nanprd19. prod. outlook. com with HTTPS; Wed, 26 Jul 2023
17:59:07 +0000

Received: from MI4PRO3CAO311.namprdo3. prod. outlook. con (2603:10b6:303:dd
by PH7PR19MB6592.namprd19. prod. outlook. com (2603:10b6:510:1b3::9) with
Microsoft SMTP Server (version=TLS1 2,
cipher=TLS_ECOHE RSA_WITH_AES_256_GCM SHA384) id 15.20.6609.3:
2023 17:59:05 +0060

ived: from MW2NAMO4FTO23. eop-NANO4. prod . protection. outlook. com

86) by MH4PRO3CA311.outlook.oFFice365. com

:dd::16) with Microsoft SMTP Server (version=TLS1 2,
Cipher-TLS ECDHE_RSA_WITH_AES_256_GCM_SHA384) id 15.20.6631.29 via Frontend
Transport; Wed, 26 Jul 2023 17:59:05 +0000

Authentication-Results: spf=pass (sender IP is 209.85.160.178)
smtp.mailfron=gnail.com; dkin=pass (signature was verified)
header . d=gnail. con; dnarc=pass action=none header. from=gnail.con; conpauth=pass
reason=100

Received-SPF: Pass (protection.outlook.con: domain of gnail.con designates
209.85.160.178 as permitted sender) receiver=protection.outlook.com;
client-1p=209.85.160.178; helo-nail-qt1-f178.google. com; pi

Received: fron mail-qt1-f178.google.com (209.85.160.178) by
MW2NAMBAFT623 . mail. protection. outlook. con (10.13.30.111) with Microsoft SMTP
Server (version=TLS1 2, cipher=TLS_ECDHE RSA WITH AES_256_GCM SHA384) id
15.20.6631.29 via Frontend Transport; Wed, 26 Jul 2023 17:50:05 +0068
X-InconingTopHeadertarker:

OriginalChecksun: 67AA1561C5CBE791CB6F 18AB3FBA3011487F 1DFA3CASABADS75C99275C263101 ; UpperCasedChecksun: BE23FEODCABO78FFB5324SED3ATDOASFT0654AEOFAGT 16 1E488225BF 2F09C23
Received: by mail-qt1-f178.google.con with SHTP id d75a77b69052e-403470df1d0506241021cf.0
for <phishing@pot>; Wed, 26 Jul 2023 10:59:05 -0700 (PDT)

DKIM-Signature: v=1; a=rsa-sha256; c-relaxed/relaxed;
d=gnail.con; 5=20221208; t=1690394345; x=1690999145;
henine-version:date: subject: to: from:message-id: from: to: cc:subject
:date:message-id: reply-to;
bh=y2T25r-+veInG09ZXaHZSbiguyns6NSZSHIMACTCV6] =
b=HpAYICaHDSBCOH2087L TFOHYBKVXCF601Zb2nx21610qd fSXbxW+bHML raf2EC2g2
1y39dmKUCtwaZRP1ZSPEPZBLFt/eSHSDetNbSKhPIDKCTUCb f2rGaoj4ax6LsII3LL
'90x2BbRSULSXI030fCVKZ)2XJE7VavQY30UNr+V3ERZSSKKUNTOY FULMU1STOhpCESED
95291Nh2iwRs2TWTUPBOWUZXPIg/RP1Mued3U10zh INHHAPD toAXR/ huGY2XoPbV7ZLk
Z13P4wuHXiAgkaHTISHS00MBZS/ GuPH VaPbIRUZLVY FEYK+8xhHL2U2143Y0ebw02rk
OXRA==

X-Google-DKIN-Signature: v
d-1e100.net; 5-2022120
henine-version:date: subject
+from: to: cc:subject :dat :
bh=y2T25r+veIng09ZXaHZSbiquvsGHSZSHIMRCLEVS =
b=1E3Y27PZEazgQbramtxXQpnyAUnbdPn/R0nZBD1L ZSHI9GDEEdERNngbaY 7p1eT2gr
1WVUDXybPQVWEb27KEGhqEXeP1pCAC fMGDTUVI ToXLWo+bq3Wu7Kpn 4xmozUobgCKDm
HKWZaHr4D7TLC2/EQthFiMNNjyman7/01eSAQOKNGS TwpUXPQT it/ SOXNFDrHCPIMDVC
54]6581uv9OWLiN+RKUS 3gxKOAALN3bY ED429/ dDY f2HCPyB6Xe/xyj ICTcUpgBq+dd
vdskABUMATMWUGeEKoadANT} SCPVEQFHINDYR0ZN3VTbADGWBPONNOY T6 20 1KNYQCLF
391

X-Gn-Message-State: ABy/qLbGSPSLbBKgyj LoUN30tSSmCAUfThtieyxt1iNGvcHytHES2eny

VSmBUL10J4muaqtz2h4cl9rXQcn3EIBVg==

X-Google-Smtp-Source: APBIJLHg)35n8udilySrlelRFankHXHKiNOTSbYTO+h8iHAYBYS/nl j4b91qg9TZHL2VBAINITI 2P

X-Received: by 2002:ac8:5c83: 03:ec6d:4e46 with SHTP id r3-20020ac85C83000000b00403ec6ddedonr366346qta. 13.1600394344778;
“Wed, 26 Jul 2023 10:59:04 -0700 (PDT)

5 Wed, 26 Jul

izeAsReceived: 2808; Count:15
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