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Figure 1. Screenshot of page showing phones on the web app.

Figure 2. Screenshot of the page showing the filters working.

Figure 3. Screenshot of the details page of each phone.

Figure 4. Screenshot of the log in page.

Figure 5. Screenshot of the edit ability.

Figure 6. Screenshot of user trying edit ability while not being a admin.





1. [bookmark: _Toc8126395]Abstract
The report looks at the design and development process of the web application. It looks at how the user designs the web app and how it will look. It also explains what the web app is and how it was made. it looks at a software requirements specification technique and how the web app was implemented. It covers screenshots on how the web app was created and what it looks like. It then evaluates how it was good and what was successful in the web app, then on how it would be changed or what would be added if done next time.

2. [bookmark: _Toc8126396]Application Development concepts
There are many security vulnerabilities in web applications and there are many that can affect the state of the web application. The first example is injections, the most known type of injections are SQL injections. A SQL injection is when a hacker can use malicious SQL statements and use then on websites/applications to get around security measures, this could be a log in screen, they can use this method to bypass this and even access the details of the log in. these rely on a server to add, edit and even delete data on a website [1]. The risks of this is losing valuable data, having the web application change or have data added to it which could affect users that use it. The impact of this could be the web application showing sensitive data which has been accessed by the SQL injection. The counter measures of this would be to include prepared statements so that the SQL statements do not work when attempted. Cross site scripting is another type of injection, just this one is when the attacker finds a way around the same origin policy with tells apart different web sites from each other, this then allows the user to let the user enter sensitive data into the website not knowing that they are allowing the hacker into their data. They then have hold of the user’s data [2]. The cite made talks about how cross site scripting works and explains how the attacker to ‘Masquerade as a victim user, to carry out any actions that the user is able preform’ [2]. This backs up the point made that says that the attacker can hide something for example text or part of something that tells the user what they are about to do like about it not being safe. The risks of this could be having data that is being stored in the website being leaked and stolen this would then mean that these details which could be bank details or other sensitive data could be looked at. The impact of this would be that the sensitive data would be leaked, also the attacker has a way into the website and could keep the user out of the website and the user can do nothing. To prevent these http attacks would be to only allow the http responses to be only in HTML or JavaScript using content type headers [2]. Another security vulnerabilities would be cross site request forgery (CSRF), this is when an attacker tricks the user into pressing something on the website and thinking it is the correct one, while the user also being logged in, this would also mean that with the user pressing this and the user thinking nothing of it, the attacker then has access to sensitive details and has access to the users account. The risks of this would be passwords being changed and data being stolen [3]. The impact would be losing control of the website and struggling to get it back as passwords have been changed and the attacker will just keep the user out from gaining access again. Ways to prevent this would be to stop websites to stop remembering usernames and passwords.
Software design patterns are methods that can be used when designing software, they are patterns that are used when thinking about the ways in which the software could be created. They are guidelines that can be followed when creating software. The software design pattern that is suitable to the project that was created is the factory method design pattern, this is because the web app has lots of classes along with subclasses. The pros of this would be when creating a web application using this method, if an upgrade or feature was added to the web app, it could be created inside of a sub class, this means that if it was to be changed or upgraded, you only then have to change that class rather than multiple classes. The drawbacks of this method will be if the type of project being created does not include a number of subclasses like if it was for a number of different objects that were being added, they might not be able to be added into sub classes because of them being different.

3. [bookmark: _Toc8126397]Requirements 
The web application is about phones and the details about them, it will display all the current phones and let the user search for different phones using the filters provided. It will display all the phones and let the user view the phones that are on the page and choose one and look at the page of the phone which will display the full details of the phone including its features and the price. It will also let the user buy the phone. The target audience is for anyone who is interested in phones and is looking for a phone. The information and content of the web application is relevant and will be useful for when looking at phones.
3.1 [bookmark: _Toc8126398]software requirements specification 
The purpose of the web application is to be able to look at the different phones that will be on the website. To also look at all the individual details about each phone and how much they cost.
The website will have a page which will display all the phones that are on the site. The user will be able to look at each phone individually. The user would also be able to filter the phones when searching for one, this could be looking at only the phones of a certain make or model. Once chosen the user will be able to purchase a phone.
The requirements for the web app will be the phones that will be put on the website, this would be the names, price, makes and description of the phones. The other requirements will be for the user to search for a specific type of phone aswell and make or model of phone. To also view each phone and look at its specs and price. Also, to be able to purchase the phone. [4]

3.2 [bookmark: _Toc8126399]software design
Software design is the creation of something created by software to fix something or to help with something. To maintain good software design, the creator must make sure the software accomplishes its tasks and does it well. Also, it must be maintainable, fixable and it must last. These can be accomplished by creating It and designing it well and looking at every possibility and issue.

3.3 [bookmark: _Toc8126400]Implementation 
Implementation is looking at all the designs and putting it into effect. This will be looking at everything that has been created to design the web application and putting it into action. This will mean when the web application is being created, every issue that would have been brought up will be put into action so that when the creating stage is underway, not as many issues will be brought up.

3.4 [bookmark: _Toc8126401]Software verification and validation
Software verification and validation is after the web app has been created and It is the final stage of the process. Verification is looking at the at the web app and deciding if it meets the requirements.
‘…a process of evaluating the intermediary work products of a software development lifecycle to check if they are in the right track...’ [5]. This could include the requirements document that was created. 
 Validation is when testing comes in, each aspect of the web app is tested and is made sure it is working. This is an important stage of the process because without it, it might not be working and might encounter more problems. The testing stage will be thorough and will make sure everything is working. ‘Validation is determining if the system compiles with the requirements’ [6]

3.5 [bookmark: _Toc8126402]Evaluation
The evaluation stage is when the user looks back and looks at whether the requirements and goals of the application were made and succeeded. The requirements and design requirements are looked at and decided at whether they have been met. Also, it is looked at what could be done differently.

4. [bookmark: _Toc8126403]Design
The design principle that was used when creating the web application was the open closed principle. This principle is when you are creating the web app, you can upgrade or extend something in the web app rather than change it. N example of this is having a bike class and then making a class propeller, then further on upgrading the class and calling it engine. This was used when creating the class because when creating the web application, some classes were created to get it working and then when other features so then they can be changed so suit the new feature.
5. [bookmark: _Toc8126404]Implementation section 
The main models, views and controllers that have been made while creating the web application were the phonedetails and purchase viewmodels, these were for purchasing the phone on the website and the phonedetails for getting the details of the phone from the phonedetails class. There were also two controllers also called phonedetails and phonepurchases, these were the displaying of certain aspects of the webpage. The phonePurchase controller was for the purchasing of the phone, some classes inside of this was the conformation of the phone, and the purchasing of the phone. There was also the main views of the webpage this would be the way the page looks, it contains the parts of the page which would be what would be displayed on the page what would be the Phones themselves and the filters.




5.1 [bookmark: _Toc8126405]screenshots
This is the main page which all the phones are displayed on.
[image: ]
Figure 1


This is the filters which the user can search for specific phones
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Figure 2



This is the page of each individual phone and its specs, price and description.
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Figure 3

This is the log page which can be logged in using a created username and password or logged in using a Microsoft or google account.
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Figure 4



6. [bookmark: _Toc8126406]Evaluation 
Verification and validation are important parts in a web application because without it, it might not work. Verification is looking at if the web application meets the requirements that the user made in the design process. The requirements were for the application to display the different phones, for the user to be able to search for the phone they are looking for, this was tested and shown below.
[image: ]
Figure 2

Another requirement was to be able to view a phone individually and look at the details of the phone, to view the price, description and pictures. The app was tested to see if the page for each phone would load and it was tested and shown below. 
[image: ]
Figure 3
Another feature was to be able to log into the web app and be able to edit the web app using the features that are only available to the admin. As shown in figure 5, it shows the edit ability when logged into the admin account, then in figure 6 It shows pressing the edit button after being logged into a normal account.
[image: ][image: ]
		Figure 6

Figure 5

Overall the web application that was created is similar and meets the requirements that the author made at the start of the document, the website functions exactly how the user wanted it to function. The layout of the website is simple and lets the user clearly look at each phone and see which one is which and clearly displays the price of each phone at the bottom of each phone. The usability of the website is good, it is easy for the user to navigate around the web application and the content is appropriate and has accurate information about each phone.
Reflecting on the website, it is a success and functions how the user designed it to work. If it was to be done again, more phones would have been added and maybe phone accessories would have been added to the web app. These additional accessories could be linked to each phone for future improvements.
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