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Rate your Teams Contribution with a scale of 1 to 5 (1 No Contribution and 5 Excellent Contribution)Carys: Whilst in the first half of the project Carys was instrumental in setting up the group working practises, in this half  of the project she seemed to just cost through and would constantly be behind on the work needing to be caught up before we could proceed. This slowed things massively in the sessions she attended, however she again did not inform  the group that she was to miss sessions leaving us in some confusion. 
In the final meeting of the group where the final report was constructed Carys attended, however had minimal input other than to say she was a few weeks behind the end of the project. It felt as if she was just there to bolster her marking from the group for her contributions. 



Sam: I have not seen any input from Sam this whole second half of the module. Whenever group meetings were set up he was absent, mostly without notification. I saw no contributions by him to the group work and did not see him at all this second half of the semester. 

Gareth: Gareth was extremely helpful in the sessions and provided trouble shooting advice for all team members where needed. 
Once again Gareth was the main source of the final group report being pulled together. The screenshots are mostly his contributions, however others in the group had the same screenshots, it just happened that Gareth had been working on the document before the final group meeting to get it together. 
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[bookmark: _Toc134731587][bookmark: _Toc134731619]4. Abstract
This report documents a successful group project setting up Active Directory services using a Type 2 hypervisor. Additionally, the report discusses the sharing of network resources and basic networking configuration include routing of data across subnets.
[bookmark: _Toc134731588][bookmark: _Toc134731620]5. Introduction
A group project to install and administer active directory services on a network using a type two hypervisor solution. The project's goal is to improve understanding of active directories, type 2 hypervisors, network resource allocation, and collaborative working abilities.
[bookmark: _Toc134731589][bookmark: _Toc134731621]6. Part 1 (Group Work )

[bookmark: _Toc134731590][bookmark: _Toc134731622]6.1. Task 1: MANAGING AND MAINTAINING NETWORK RESOURCES USING NETWORK POLICY AND SECURITY PRACTICES

[bookmark: _Toc134731591][bookmark: _Toc134731623]6.1.1. NTFS

On a client 1 PC a folder was setup and a simple text file created.
[image: Graphical user interface, text

Description automatically generated]

[image: Graphical user interface, application

Description automatically generated]
As expected, windows showed an error regarding inherited permissions. 

[image: Graphical user interface, text, application

Description automatically generated]
Removed the inherited permissions from the folder.
[image: Graphical user interface, application

Description automatically generated]

Screenshot in figure  shows that the permissions can now be tailored.

The following screenshot shows the property of the files and that the permission have been inherited from the parent folder.
[image: Graphical user interface

Description automatically generated]

Next, the full control permission was granted for User1 on the file:
[image: Graphical user interface, application

Description automatically generated]

The following screenshot shows a Domain User account can still edit the file as write permission are granted. This is also true at the folder level, the Domain User can also create a new text document.

[image: Graphical user interface, application

Description automatically generated]



If the folder name is modified, the Domain User is correctly prompted for administrative permissions to continue, this behaviour is correct as the use does not the “modify” permission. This proves the security permission is working as expected.

[image: Graphical user interface, text, application

Description automatically generated]


[bookmark: _Toc134731592][bookmark: _Toc134731624]6.1.2. Share Permissions
In this section the group configured a network share:
[image: Graphical user interface, text, application

Description automatically generated]

Permissions are granted on the newly created share as shown in figure n below:

[image: Graphical user interface, text, application

Description automatically generated]

[bookmark: _Toc134731593][bookmark: _Toc134731625]6.1.3. Accessing the File Share from Client 1
The following screenshot shows the mapped drive and the creation of a test file and folder to verify the permissions of User1 and proves the correct configuration of the share.

[image: Graphical user interface, text, application

Description automatically generated]

[bookmark: _Toc134731594][bookmark: _Toc134731626]6.2. Configuring User Environment and Computer Environment, ‘Network Group Policy Objects’

[bookmark: _Toc134731595][bookmark: _Toc134731627]6.2.1. GPO 1: Moderating Access to the Control Panel.
In this section a group policy was configured to restrict access to the control panel for Domain Users.
On Server1, two objects were created, a New Non-Admin OU (organisational unit) and a non admin domain user (User3).
[image: Graphical user interface

Description automatically generated]

The group policy Management console was used to create the specific policy at the User Configuration level:

[image: Graphical user interface, application

Description automatically generated]
To ensure the policy is active immediately across the domain, the gpupdate /force command is executed:
[image: Graphical user interface

Description automatically generated]

Verification that the policy has been applied successfully is tested by attempting to open Control Panel on Client 1 as the User3 domain user account:
[image: Graphical user interface

Description automatically generated]



[bookmark: _Toc134731596][bookmark: _Toc134731628]6.2.2. GPO 2: Removing Access to the Command Prompt.
An additional standard security policy is to disable access to the command prompt. To achieve this the Prevent access to the command prompt policy is set:

[image: ]

The gpupdate /force command is run, note that the effect on the client doesn’t take place until the policy is updated locally. The following screen shot shows the policy has been applied successfully.
[image: A screenshot of a computer

Description automatically generated]


[bookmark: _Toc134731597][bookmark: _Toc134731629]6.2.3. GPO 3: Restricting Access to Removable Media Drives.
Another policy was set to restrict Acess to Removable media drives, this policy is set at the User Configuration level:

[image: Graphical user interface

Description automatically generated]
The following screen shot shows the restriction is in place when trying to access the CD drive from windows explorer.
[image: Graphical user interface, application, Word

Description automatically generated]




To further test the remove media policy is set correct and that it only effects normal Domain Users; logging on to Client1 as Administrator allows access to the CD volume as expected:
[image: Graphical user interface, text, application

Description automatically generated]



[bookmark: _Toc134731598][bookmark: _Toc134731630]6.2.4. GPO 4: Restricting Software Installs
The difference with this policy is that it is set at Computer Level rather than User Configuration:

[image: Graphical user interface, text, application

Description automatically generated]

The following screenshot shows that the Administrator account will be required to install the software (the shield icon)

[image: Graphical user interface, text

Description automatically generated]







The user is prompted for administrator credentials as we need elevated privileges to install…

[image: Graphical user interface

Description automatically generated]


[bookmark: _Toc134731599][bookmark: _Toc134731631]6.2.5. GPO 5: Enforcing Password Policy in the ‘accatask.msft’ domain.
Another standard tool is setting the password policy: 
[bookmark: _Toc134731600][bookmark: _Toc134731632][image: Graphical user interface, text, application

Description automatically generated]

Now the password policy has been set, we get the following error when creating a new account that the password meeting the policy:

[image: Graphical user interface, text, application

Description automatically generated]







[bookmark: _Toc134731601][bookmark: _Toc134731633]6.3. Task 2: ROUTING AND PACKET FILTERING WITHIN CORE TCP/IP SERVICES AND CRITICAL FAILOVER/REDUNDANCY PRACTICES

[bookmark: _Toc134731602][bookmark: _Toc134731634]6.3.1. ARP
The ARP -A command will show the current routing table:
[image: Graphical user interface, application

Description automatically generated]

Note: that as the client1 VM only has 1 network interface:
[image: A screenshot of a computer

Description automatically generated]

The following screenshot shows the comparison between the ARP tables before and after using the ping command, this shows how the table is dynamically built. Here we pinged two networks, this is shown in the Server2 ARP table for each interface:

[image: Graphical user interface, text

Description automatically generated]

This screen shot shows the additional entries in the routing table after the ping 172.16 range and server address of 10.10.10.2:

[image: Graphical user interface, text

Description automatically generated]






[bookmark: _Toc134731603][bookmark: _Toc134731635]6.3.2. Route
The route print command shows the networks the host is connected to:
[image: Graphical user interface, text

Description automatically generated]




[bookmark: _Toc134731604][bookmark: _Toc134731636]6.4.Deploy Core Services (FTP Server)
Using the Add Roles and Features action in Server Manager, the FTP service was installed:

[image: Graphical user interface

Description automatically generated]
Once installed, another domain user was created to test the service:
[image: Graphical user interface, application, Word

Description automatically generated]








One the ftp service is installed, it needs to be configured through the IIS Management console:
In this case the default port of 21 was used. Note that Secure Socket Layer is not used – this would mean the data transported using ftp is not encrypted.
[image: A screenshot of a computer

Description automatically generated]

As part of the configuration the test user is granted access:

[image: Graphical user interface, text, application

Description automatically generated]





The ftp configuration allows custom banner messages that can be used to prompt users who access. These are typically used to remind users of security considerations while using the service:
[image: Graphical user interface

Description automatically generated]


FTPUser23 permissions on ftproot folder, note that we haven’t provided write permissions therefore it is expected that any attempt to put files from the client will fail.

[image: Graphical user interface, application

Description automatically generated]




[bookmark: _Toc134731605][bookmark: _Toc134731637]6.4.1. Test FTP Upload from Client PC
On the Client2, a folder was created and text file created for use to test the ftp. The following screenshot shows the opening of the ftp client and the custom banner configured in the ftp server. This is where the banner could warn the user regarding laws, ethics or company policy of using the service:
[image: Graphical user interface

Description automatically generated]

After successful login, the user is presented with the custom welcome message:
[image: Graphical user interface, text

Description automatically generated]






Note that, as expected, on first attempt the user does not have write permissions to the remote folder created above. This results in the ftp 550 Access is denied error:
[image: Graphical user interface, text

Description automatically generated]

After correcting the permissions on the remote folder by adding the ability to write :
[image: Graphical user interface, text, application

Description automatically generated]



Reattempting the ftp put is now successful.

[image: Text

Description automatically generated]

On Server2 we can see the file the was transferred using the put command:
[image: Graphical user interface, text, application, email

Description automatically generated]






[bookmark: _Toc134731606][bookmark: _Toc134731638]6.5. Installing and configuring the Routing and Remote Access Service

To allow two networks to communicate the DirectAccess and Routing services are installed and configured on both Server 1 and Server 2:
[image: Graphical user interface, text, application, Word

Description automatically generated]

[image: Graphical user interface, text, application, Word

Description automatically generated]

The Remote Access services was then started …
[image: Graphical user interface, application

Description automatically generated]

The Routing Information Protocol (RIP) was added, and both network interfaces included:

[image: Graphical user interface, application

Description automatically generated]

[image: Graphical user interface, text, application

Description automatically generated]

[bookmark: _Toc134731607][bookmark: _Toc134731639]6.5.1. Verifying Remote Access

[bookmark: _Toc134731608][bookmark: _Toc134731640]6.6. IP Packet Filtering
The following screen shot shows both Server1 and Client1. At this time, Client1 is able to ping, however, an Inbound Filter is then added and as expected Client1 is then no longer able to ping.
[image: Graphical user interface, text, application

Description automatically generated]

[bookmark: _Toc134731609][bookmark: _Toc134731641]6.6.1. Filter 1:  Stopping ‘anyone’ in PrivateNet 1 from Pinging the Router Firewall Service.

During the testing of this element, it was discovered that there was an issue present with the automatic configuration of the RIP which resulted in an unstable connection between the devices. Due to the nature of this issue as well as the unstable connection it provided resulted in Filter 2 and Filter 3 not being configured or tested. However, the following screen shots show some troubleshooting of the problem that shows the configuration. 

[bookmark: _Toc134731610][bookmark: _Toc134731642]6.6.2. Troubleshooting RIP
It was noted that with RRAS Stopped on the server, Client1 can ping server1 on 172.16.1.1

[image: Graphical user interface, text, application, Word

Description automatically generated]

Enabling the RASS service stops the ping from Client1, however, no inbound filtering is enabled on that card:


[image: Graphical user interface, application

Description automatically generated]

Server1 ARP -a shows client1 ip address:

[image: Graphical user interface, text, application

Description automatically generated]

It was noted that removing both Inbound and Outbound Filters that had been setup automatically by the install wizard resolved the ping problem between network 172.16.1.0 and 10.10.10.0.

2

image3.png
@ 3 | T QS

Thu 16 Mar 14:22

i

NEEE
« 4k ThERC > Local Dk ©) vo

Quiek access

peiogs e
betr L= S

15 Adhance ScuryStings forShre ACCASED o x

Nome  Cashare ACCASES

Ownn  Adminststors MCI NN Adrinsttor) @

Pemssons | Autiing_ Secve Accss

Foradaional nformstion, double-click  permisionenry. o modiy  pemission ety select the enry and Ik i (f aaiabll.

Pemission ente

Mo goups or sar hve permision o ccss thisabject. Howeve the oner o this abjct ca ssig permisions,

A e .
Erabie mhaitance

I Replace sl i obect pemision enie with nherabl pemison et from hisobject

o conce | [ npply

»





image4.png
Thu 16 Mar 14:24

NELE
o He sh v .
€ h R R Lot > “To| [manane B
Quick access - “ -
beters
Desop B peiog
ot
Dounleads | Program Files (x86) &
&l Documents | Share peeasan emasian sae
= P N
e o —_—
B v [ ==
OneDiive. 114 Permissions for Share ACCAS023 x
b Sy
p Nt [ —
Cli vetrer—
.
7] [ e
. J———

[alalalalaiEd





image5.png
@ 3 WZ T Q S Thul6Mar 14:34

sl _ -
vome o v
€ o h I TR LoalDa(C) > ShaeACCANS o[ o] [smswercan »

Quick access
Confidetia f 16032023 1416

- o
i Confidentis fie Propertes
Downloads
2 Documents Generd | Secuty Detois Previus Versons
= Pitures Objctnams:  C\Sra_ACCASOZD Corfdrta e
Msic G o s names
B Videos &l
B Adiistator (WCT-NT \Admiistator)
Onediive
hisPC
3 30 Ojects
To changepemissans,cck Edt.
Deskaop raseer =
] Documents Perissans for At How __Deny
Downloads Fllcortel
Music sty
[err—.
= pictures e
B Viceos Ve
. LocalDisk () Specslpemisens |
€D Drve (09 Vi For specl permisions r sdvanced setinge — |
e ik Advanced fav | >

I

3





image6.png
@ 3 Wy © Q I Thul6Mar 1

Home e view 1 Permissions for Confidential file X Py
v P 1> ThisPC > Local Digktea s Securty [caso23 »
n " Ojectname.  C1Share_ACCAS023\Confidential_fle it
Name Size
s Quick access General oy
0 Deskiop = Confidenf ol | % NN oL
¥ Downloads. & Administiator
Group| | g Adminstrator (WC'-NTWAdminstator)
Documents
2u
& Pictures 2n
b Music BA¢
M videos Add Romove
@ OneDiive Toona  Pemissions for Usert Alow  Deny
W This PC Fultcontrl ] [Hi
Modify 5] [m)
3D Objects, Read & exocute. “ O
I Desktop Road = O
% Documents Wite =] O v
¥ Downloads
b Music | =
&= Pictures cence ooy
Forspocial pormssions or advanced sott
B videos For sl por 9. Advancad
<. Local Disk (C)
¥ CD Drive (D) Virl
s oK Cancel Af >
titem 1 item selected 0 bytes aEEY




image7.png
@ 3 WA T Q S Thul6Mar 15:33

Home  Share  View

v 1 I« Local Disk (.. > Share ACCAS023 v o Search Share ACCAS023

# Quid 1 Confidential file - Notepad — [=} x

M De| File Edit Format View Help fent
this is some text by the admin

This is text entered by a User

Ln4,Col1 100%  Windows (CRLF)  UTF-8

<
Yitem 1 item selected 66 bytes

- 4




image8.png
@ $ W T Q & Thul6Mar 1
ER e s view o
R « v 4 &> ThisPC 5 Local Disk (C) v o Search Local Disk (C:
Name Date modified Type sig
# Quick access
B Desktop ' Perflogs 07/12/2019 09:14 File folder
I Program Files 16/03/2023 14:57 File folder
¥ Downloads
) 1 Program Files (x86) 08/09/2022 04:14 File folder
8 Documents 1 [share Accasozza 16/03/2023 15:34 File folder
= Pictures I Users 22/02/2023 15:25 File folder
& Music Folder Access Denied X File folder
B videos
You'l need to provide administrator permission to rename this folder
@ OneDrive
Share_ACCA5023
= This PC Date created: 16/03/2023 14:16
& Network
Cancel
< > 5

6items 1 item selected = Hay





image9.png
9)
el
0

& Thu 16 Mar 15:42

Manag

P New Share Wizard - 0 x

Specify share name ;
s~
Select Profile Share name: Share ACCAS023$ ‘
Share Location
. Share descrption:
ed st
Other settings
9 lee Sp:
Local path to share:
(C\Shares\Share_ACCA5023§
© i thefolder does not exitthe folder i created.
Remote path to share:
NOMC1-NT\Share ACCAS023%
=
fart
hn] [N [ Come ] [l





image10.png
3 @

D))

Q & Thu16Mar 15:48

(4

Specify permissions to control access
& Advanced Secrty Setingsfor Share ACCAS0235

CaShares\Share ACCAS0238

Administrators (ACCATASK\AG

Share Auditing _ Effective Access

For additional information, double-cick a permision entry. To modify a permission entry, select the entry and click it (f available)

ors) Change

Type  Principal Access. Inherited from Apples to

R Alow  User (User1@accataskmsft)  Read & execute None This folder. subfolders and fi
2 Alow  NT-GW (NT-GW@accotaskmsft) Read & execute None This folder, subfolders and files
5 Alow  SYSTEM Full control c his folder, subfolders and ik
5 Alow  Adminisrators (ACCATASK\AG.. Full control =y This older, subfolders and il
S8 Alow  Users (ACCATASK\Users) Read & execute c This folder, subfolders and fles
S Allow  Users (ACCATASK\Users) Special c This folder and subfolders

= Subfolders and files only

S Alow  CREATOR OWNER Full control

ey can

Disable inhertance

] Replace al hild object permission entriss with inheritable permission entries from this object

oK Cancel Apply





image11.png
@ P T T Q & Thul6Mar 15:52

____ I N SR —————

< | Manage Share_ACCA5023$ (\\DMC1-NT) (Z)) — [m] X

Home  Share  View Drive Tools (>

> = > ThisPC > Share ACCA5023$ (\\DMC1-NT) (Z)) > v 0 £ Search Share ACCA5023$ (\\DMC1-NT) (Z;)

A Name Date modified Type Size

v 5 Quick access
I Desktop
¥ Downloads
Documents
& Pictures
D Music
B videos

‘2| This is a new document on the share 16/03/2023 15:51 Rich Text Document 1KB
) myFolder 16/03/2023 15:51 File folder

LRSS

@ OneDrive

v = This PC
¥ 3D Objects
I Desktop
Documents
¥ Downloads
D Music
[&] Pictures
B videos
. Local Disk (C)
¥ CD Drive (D) VirtualBox Guest Addition
> = Share ACCA5023$ (\\DMC1-NT) (Z)

v & Network v
2 items =

Windows 10 Enterprise Evaluatior
Wind.
Build 19041.

A Type here to search




image12.png
View Help
17}

o
Type Description

User

T Active Drectory Users and Come| Name
Non Admint

Saved Queries
sccatasimstt
Buitin
ForeignsecurityPrincpal|
Managed Service Accoun)

war





image13.png
& 3 wa T Q Q@ Thu23Mar 14:28

& Fle Adion View Window Help -
e 2@ Xa@Bn

roup Polcy Management INOCHIPA g ot acces to Control Panel and PC settings
[\ Forest accatascmsic *

Sope 01
@ i:‘:::“m“ Uinks B Prohibit access to Control Panel and PC settings [rimmmsing] | Nesise
sl Default Domain Policyl| DisPley ik
5] omain Controlles | The fotows O Nt Configurea  Comment
~ & Non-Admin Users
! NoCutbaniccess
52 Group Policy Obecs || | BINov O Disbied

Loton © Enatied
I SUpPOrted O | ¢ jeast Windows 2000
Fle Adion View Help

20 5 BT opons Hep:

7 NoCuPanhccess [omc1-NTACH [T
g o
H—il s eting rvents Contl e and s
- oliaes o their items.
= Sotwer seings [ R
153 Windows Settings || Atle| This setting removes Control Panel from:
~ 121 Control Panel || pyas Fie Explorer
o e o
iy g e s
2 pesrsanc 1 b
2 ol oo e
g2 e
12 Regional and [ a res
21 Network theie on a context menu, a message appears explai
3 system The. oK G
2 Windows Compo|
Aot
= e





image14.png
Recyde Bin

@ R ®m T Q 2 Thu23Mar 14:29

W Help
p—

Microsoft Windows [Version 10.9.17763.3650)

(c) 2018 Microsoft Corporation. All rights reserved

e \users\administratorsgpupdate /force

Jupdating policy

Jcomputer Policy update has completed successfully.
Juser Policy update has completed successfi

Jo:\Users\administrators_

1 Printer:

3 Network -

1 Shared Folder prevents the action
tart Menu an

3 system

1429
23/03/2023





image15.png
sl

Windows 10 Enteprise Eveluaton
Windows Licence vl for 41 doys
Buid 1904145, relesse. 191206-1405

= E S




image16.png
Thu 23 Mar 14:38

2 8 prevent accesz to the command prompt
NoCmdP| e prevent access to the command prompt
« % Compd NextSetting

Atleast Windows 2000

policy seting prevents s from running the mteracive
command prompt,Cmd.exe. Thi policy seting sl determines
hether bath fles e and.Jt)can run on the compute.

enab thispolicy seting and the use trie to open a
and window,the system displays  message explining tht

Note: Do ot prevent the computer from runring batch files f the
o “hutdoum bath e





image17.png
Thu 23 Mar 14:42

. J

o O mE &~ XTI =

Windows Server 2019 Standard Evalut
Windows cense vl or 131 day:

H 6 m <o E E M) A«!A.m;mp





image18.png
T Q 8 Thu23Mar 14:47

Group Policy Management Editor

File Action Help
- 2m > Bm v
~ W UserConfigunation  ~ Removable Storage Access
~ 2 Polces
etenereSetings || AllRemovabla Storage classes:Dany  Settng s
allaccess et i (m second to force reboot Not cor
Windows Sttings et time (i seconds)toforce reboo ot cor
« @ administratve Tl et potcy stin D and DVID: Deny read acces Not cor}
Control Panel e ) CD and DV Deny write access Not cor
Desktop. Requirements: Custom Classes: Deny read access Not corl
Network Atleast Windows Vista Custom Classes: Deny write access Not cor}
Shared Folder [ o iy v ey e acess Not corl
Start Mons an [ Coniionor o o all removable Floppy Drives: Dany writesccess Not cor
« & system storage clases ] Removable Disks: Deny read access Not cor
Curlvattsr Removabl isks: Deny write acoess Not cortAd
Doty || Tz poicy seting takes precedence
st || over any indvidul removable
Folder Rec_||incuicual classs,uso the policy Tape Drves: Deny write access Not cor
Group Poli [ settings available for each class [B) WD Devices Deny read socess Not corl
nternet C4 WPD Devices: Dy write access Not corf
Locare Sonl_ || 10u enable this policy seting. no v
s access is allowed to any removable
Mitigatior o
Power Mar |1 you disable or do ot configure this
Removabl || policy seting write and read
P Sccesses are llowed to 8l emovable
o || torege clases. . R
Evtended / Standard,

Nindows Sexver 2019 Standard Evaluation
e valic for 131 days
release 180914-143

O




image19.png
@ 3 @ 7 Q & Thu23Mar 14:58

oo EmER
Fives Q e

2 coviem®





image20.png
@ 3 WY T Q & Thu23Mar 14:59

IR | Wianage | CD Drive (0) VitualBox Guest Adcitons - o x
Home  Share  View | DriveTools

« v 4 ¥ > ThisPC > CD Drive (D) VirtualBox Guest Additions > v O

) Drive (D) VirtualBox... £

A Name Date modified
v s Quick access
B Desktop

¥ Downloads

T cert 11/01/2023 16:28
RENES 11/01/2023 16:28
1 os2 11/01/2023 16:28

Documents AUTORUN 22/08/2022 18:54

= Pictures autorunsh 11/01/2023 16:08
& Music runasroot sh 11/01/2023 16:08
' Share ACCAS023 VBoxDarwinAdditions.pkg 11/01/2023 16:08
[ videos [] vBoxDarwinAdditionsUninstall.tool 11/01/2023 16:08

] VBoxinuxAdditions.run 11/01/2023 16:08

@ OneDrive [ VBoxSolarisAdditions.pkg 11/01/2023 16:08
= This PC ¥ VBoxWindowsAdditions. 11/01/2023 1438
30 Objects ¥ VBoxWindowsAdditions-amd64 11/01/2023 1627

§# VBoxWindowsAdditions-+86 11/01/2023 16:08

&) windows11-bypass 01/10/2021 20:54

8 Desktop

Documents
¥ Downloads
D Music
=) Pictures
8 Videos
% Local Disk (C)





image21.png
& % B T Q 2 Thu2smar 1512

e am s @

5 Sncyous s
> 5 T
5 ok Sctr

[ S o sl deed ot

ﬁlﬂxnﬂm,?.;:m;;m [ —— Nt con

Tty sting
[ e A S oo
T i i oo
B L o et it i ko
e dont contqris ey oo e crorets oo
e RSt o o no

A Vide s Iniahs 1 elted, TVt ntrnet Explorer sty prompt fo Windows install.. Not con

frsntepetimibiy

Ty cry




image22.png
@ 3 m T Q & Thu23Mar 1629

WS T

= o
& El S Left 3




image23.png




image24.png
& 3 B T Q & Thu23Mar 15:35

o 2@ = Bm T
7 Nounauh L/ Group ol Monogemen dor o x|
M | e Adon view Hep |

Wpe+ =0 > B 1
D]+ computercontiguraton ~ | potey
© 3 Foles
Ep—r—
3 windo S
5 Name Resou
S Starta

23 setings)





image25.png
E)

3 =D Q & Thu23Mer 15:37

COIET P TR

7 Nounauthsotunsats owcr vt accars ~ | (NSRS
< % Compute Contigraton

R corpure Pt e sl N
2=
i e

caM o
a =
EEIE. n ovcrpion r
R e e —— K oun-. e s o
B | F—— iy G s of o .

Vg e etk sl furity Group . Members in this group c-

b Ky G ONs s o
Ridamanree

Femters ot s o

Bproretod sers Security Graup . Membersof i group

T oo
= sgeut

1 ventFomvarting
51 EventLog Service
3 FuentLogaion

23 setiogs)





image26.png
@ 3 ® T Q & Thu23Mar 1542

Fle Acion View Help
NounauthSoftinstalls [DMC1-NTACCATASK ~ Windows Installer
« % Computer Configuration

i Compu Prohibi Usar Instals vy
ol Forf
L e action view e
L o x 7] LR a =
3 Active iectoy U
Adminsrator: Command Prompt
Saved Quaries I v
BTN << o1y oo
Buitin
. BN sator>gpupdste
RO iz policy.
RERE orputer Policy update
PRSP .~ -oi:cy update has complete:
& Nweter
Users
Oighal todker
edgeut 229,255 255.25 e1-00-5
vent Forwrding
cvent Log Servce | SRNISRTS
Event Logaing X N
« — > |\enended fsunaarg

23 sottingls)





image27.png
Reply from 16}
Reply from 16}
Reply from 1cf
Reply from 16}

Ping statistil
Packets.

Approximate r]
Minimum o

C:\Users\Admi}

Interface: 19
Internet Ad
10.10.10.2
10.255.255
224.0.0.22
224.0.0.251]
224.0.0.25)

Interface: 17]
Internet Ad
172.16.1.2
172.16.1.3
172.16.255
224.0.0.22
224.0.0.251]
224.0.0.252)

o

:\Users\Admif

2 Q & ThubApr 10:36

picrosot uindoes (verston 10,0, 10045 2006)

c:users Tesmrestootpccntis

9 Moty couty 8 G 0 g 000 B

QOr@y EHik i@ ®Leis





image28.png
Q & Thu6 Apr 09:59

Microsoft Windows [Version 16.9.17763.3650]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ARP -A

Interface: 10.10.10.1 --- @x6
Internet Address Physical Address Type
10.255.255.255 FE-FE-FE-FFFF-FF static
224.0.0.22 01-00-50-00-00-16  static
224.0.0.251 01-00-50-00-00-b  static
224.0.0.252 01-00-5¢-00-00-fc  static

Interface: 172.16.1.1 --- exc
Internet Address Physical Address Type
172.16.255.255 FE-FE-FE-FF-FF-Ff  static
224.0.0.22 01-00-50-00-00-16  static
224.0.0.251 01-00-50-00-00-Fb  static
22a.0.0.252 01-00-50-00-00-fc static

C:\Users\Administrator>,




image29.png
Q & Thu6Apr 10:40

R
Reply from
Reply from
Reply from

Ping statistics for 16.16.16.2:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = Sms, Average = 2ms

C:\Users\Administrator>arp -a

Interface: 10.10.10.1 --- ex6
Internet Address Physical Address Type
1e.10.10.2 ©8-00-27-75-2d-e4  dynamic
10.255.255.255 FE-FE-FF-FE-FF-FF static
224.0.0.22 ©1-00-5¢-00-00-16  static
224.0.0.251 @1-00-5e-00-00-fb static
224.0.F.252 01-00-5e-00-00-fc static

Interface: 172.16.1.1 - éxc
Internet Address Physical Address Type
172.16.1.2 ©8-00-27-d0-36-04  dynamic
172.16.1.3 8-00-27-67-cd-3b  dynamic
172.16.255.255 FE-FE-FF-FF-FF-FF static
224.0.0.22 1-00-5¢-00-00-16  static
224.0.0.251 ©1-00-5e-00-00-fb static
224.0.0.252 e1-00-5e-00-00-fc static

C:\Users\Administrator>




image30.png
Recycle Bin

Interface List
6...08 60 27 96 81 dd .
12...08 00 27 ba 53 38 .
Toviiinanns .

.Intel(R) PRO/166@ MT Desktop Adapter
.Intel(R) PRO/166@ MT Desktop Adapter #2
.Software Loopback Interface 1

=

IPv4 Route Table

Active Routes:

Network Destination Netmask Gateway Interface Metric
10.0.0.0 255.0.0.8 on-link 1e.10.10.1 281
10.10.10.1 255.255.255.255 on-link 10.10.10.1 281
10.255.255.255 255.255.255.255 on-link 10.10.10.1 281
127.0.0.0 255.0.0.0 On-link 127.0.0.1 331
127.0.6.1 255.255.255.255 on-link 127.0.0.1 331
127.255.255.255 255.255.255.255 on-link 127.0.0.1 331
172.16.0.0 255.255.0.0 on-link 172.16.1.1 281
172.16.1.1 255.255.255.255 on-link 172.16.1.1 281
172.16.255.255 255.255.255.255 on-link 172.16.1.1 281
224.0.0.0 240.0.0.0 on-link 127.0.0.1 331
224.0.0.0 240.0.0.0 on-link 10.10.10.1 281
224.0.0.0 240.0.0.0 on-link 172.16.1.1 281
255.255.255.255 255.255.255.255 on-link 127.0.0.1 331
255.255.255.255 255.255.255.255 on-link 10.10.10.1 281
255.255.255.255 255.255.255.255 on-link 172.16.1.1 281

Persistent Routes:
None

IPV6 Route Table

Q

=3
=

Thu 6 Apr 10:45





image31.png
2 @A T Q & ThubApr 10:48

PRSI . A Roes and Feotures Wiz

B Local Serve|
i Alsenvers | [nstallation progress o metmaro
W5 File and St
View insalaton progress
@ Festrenstlotion

WIN-VTMIGHVAOSE

& ansgementConele
T .
Cammon HTTPFstres
e Docament
[———
T s
St Conent

ou can cose this wizard without interrupting runing tasks. View task progress oropen this
page sgain by cicking Notfications n the command bar, and then Tack Detaiz.

Export configuration settings

BPA results





image32.png
3 @ F Q & Thu6Apr 10:59

In
[
e 2m o BE

(& Compertorsament 1] e
1 en o

e

Sttty e

e ——
[ET—p——
[EL———
Ep——

@ Mooty
s

[




image33.png
2 WA 2 Q & Thu6Apr 11:01

=
i -

55 il snd Sorage Senvest

B T ) o » e

] i 12 18 @) WIN-VIMIGHVAOSE Home
1 = - .60 - GiShowt [Grvpiye s
b Le s L@ s -

| Binding and SSL Settings
i -
| oaddes pot:

ERCERTERaw—— N
O Alowsst.
O Reauresst





image34.png
3 WA T Q & ThubApr 11:03

He Ven b

@ WIN-VTMIGHVAOBE Home

ot G - Gahom At |Goup b hrs





image35.png
3 Y 2 Q & ThubApr 11:05

@ r.\e-'





image36.png
3

Q @ Thu6Apr 11:08

Server2 [Running]

it =




image37.png
< Q & Thu6Apr 12:09

] dminittor Command Prompt - 1721

e

1 : \vETPELLessdl,
] Volume in drive C has no label

Volune Serial Number 15 7626-845F

Direct

ry of C:\NVFTPFA]

loo/0a/2023 12:06  <oIR>

oo/0a/2023 12:06  <orR>

loc/0a/2023 12:06 © myfpfileauplosd. txt. txt
1 File(s) 6 bytes
2Dir(s)  7,558,352,896 bytes free

c: \yFTPFiles>Fep 172.16.2.1

connected to 172.16.2.1.

220-icrosoft FTP service

220 This is an exanple bamer message setup within the FTP configuration
200 0PTS UTFS comnand successful - UTFS encoding now ON.

Juser (172.16.2.1: (none))

MYFTPFies

myfpfie2uplosdint





image38.png
ommand Prompt - ftp 172.16.

Volume in drive C has no label
Volume Serial Number is 7E2E-84FF

Directory of C:\MYFTPFiles

06/64/2023 12:66  <DIR>
06/64/2023 12:66  <DIR> .
06/64/2023 12:06 @ myftpfilezupload. txt.txt
1 File(s) @ bytes
2 Dir(s)  7,558,352,896 bytes free

c: \MYFTPFiles>ftp 172.16.2.1
[connected to 172.16.2.1.

226-nicrosoft FTP Service

226 This is an example banner message setup within the FTP configuration
200 OPTS UTF8 command successful - UTF8 encoding now ON

User (172.16.2.1: (none)): win-vtmi6hvaose\ftpuser23

[connection closed by remote host

c: \MYFTPFiles>ftp 172.16.2.1
[connected to 172.16.2.1.

226-nicrosoft FTP Service

226 This is an example banner message setup within the FTP configuration
200 OPTS UTF8 command successful - UTF8 encoding now ON

user (172.16.2.1: (none)): win-vtmi6hvaose\ftpuser23

331 Password required

password

230-This is an example Welcome message

236 User logged in.

Fep>

S Thu 6 Apr 12:1





image39.png
mmand

ftp> put myFtpfilezupload. txt
200 PORT conmand successful
550 Access is denied.

Fip>

fto> o

This PC > Local D





image40.png
B ftproot Properties

General Sharing Securtty  Previous Versions  Customize

13

23 [

|| Permissions for ftproot
Security

Object name:  C:\inetpub\ftproot

Group or user names:

82 CREATOR OWNER
82 SYSTEM

52 Trustedinstaller

& frpuser23 (WIN-VTM16HVAOSE \ftpuser23)
82 Administrators (WIN-VTM16HVAOSE\Administrators)
82 Users (WIN-VTM16HVAQSE\Users)

Pemissions for ftpuser23

Read & execute

~

Deny
)
]
)
]
)

v





image41.png
& Thu6 Apr 12:31

‘ommand Prompt - ftp 17216.2.1

c: \MYFTPFiles>ftp 172.16.2.1
[connected to 172.16.2.1.

226-nicrosoft FTP Service

226 This is an example banner message setup within the FTP configuration
200 OPTS UTF8 command successful - UTF8 encoding now ON

user (172.16.2.1: (none)): win-vtmi6hvaose\ftpuser23

331 Password required

password

is an example Welcome message
logged in.

myftpfilezupload. txt
command successful

connection already open; Transfer starting
226 Transfer complete.

25 bytes sent in .63Seconds 6.96Kbytes/sec





image42.png
Server2 [Running]

1A [ = | ftproot - o
Cre LT ;
« ~v|_Create a new folder. > inetpub > ftproot > v/ ® | Searchftproot
3
i Name - Date modified Type Size
# Quick access
= . || MyFtpuploads 06/04/202311:09  File folder
§ myftpfile2upload 06/04/202312:31  Text Document 1kB
& Downloads »
Documents  #
&) Pictures -
[ This PC

¥4 CD Drive (D:) VirtualB

| & Network





image43.png
3 m® T Q

Thu 6 Apr 12:46

Server1 (Snapshot 1 - Server1) [Running]

erver Manager

F= Add Roles and Features Wizard

Confirm installation selections

Before You Begin
Installation Type
Server Selection
Server Roles
Features
Remote Access

Role Services
Web Server Role (IIS)

Role Services

- [}

DESTINATION SERVER
DMC1-NT.accatask.msft

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

their check boxes.

RAS Connection Manager Administration Kit (CMAK)

Remote Access
DirectAccess and VPN (RAS)

Routing
Remote Server Administration Tools
Role Administration Tools

Remote Access Management Tools
Remote Access GUI and Command-Line Tools

Remote Access module for Windows PowerShell

Web Server (IIS)

Export configuration settings
Specify an alternate source path

Next >

Install Cancel

\ Events \




image44.png
2 @ T Q & ThubApr 12:57

Routing and Remote Access Server Setup Wizard
Configuration
= You can enable any of the following combinations of services, or you can =
- customize this server. TASKS
&8 se )
@ oN " Remote access (dialup or VPN)
Allow remote clients to connect to this server through either a dial-up connection or a
secure vitual private network (VPN) Intemet connection. letick Last Up|
€ Network address translation (NAT) .
Allow intemal ciients to connect to the Intemet using one public IP address. ot started 06/04/.
€ Virtual private network (VPN) access and NAT
Allow remote clients to connect to this server through the Intemet and local dlients to
connect to the Intemet using a single public IP address.
" Secure connection between two private networks
Connect this network to a remote network, such as a branch office.
@ Custom configuration
Select any combination of the features available in Routing and Remote Access. >
< o TS <

Filter » \HAs ~

-
Server Name ID Severity Source Log Date and Time




image45.png
2 @ T Q K ThubApr 12:57

Server1 (Snapshot 1 - Server1) [Running]

p Wizard

Completing the Routing and Remote Access

-

Server Setup Wizard I [ 7Asks
Starting Remote Access Management g and Remote ! .
O

Please wait while the Remote Access Management
@ service on DMC1-NT starts. | Last Up|
click

hot started 06/04/2}

After you close this wizard, configure the selected services in
the Routing and Remote Access console.

To close this wi

, click Finish. >

<Back Finish Cancel [TAsks_~ |

Filter P @ v @A~ v




image46.png
¥ ®m T Q & Thub6Apr 12:59

Server1 (Snapshot 1 - Server1) [Running]

I Routing and Remote Access

File Action View Help
[Tasks ~]

o nFE XE G = :
H routingand kemote rcces: | [T
~)

% Server Status
Name

v [ DMC1-NT (local)
H Network Interfaces 3 General
Last Up|

{23 Remote Access Logging ¢ B static Routes
3 pva
10t started  06/04/2

v 3 v
E General
H static Routes





image47.png
3 @

(o=}

& Thu6 Apr 13:10

-

o

Q

[Running]

E Routing and Remote Access

File Action View Help

L AN
= Routing and Remote Access
(3 Server Status
v 3 WIN-VTM16HVAOSE (local)
E Network Interfaces
23 Remote Access Logging
v & P
H General
E static Routes
ERP
v & IPv6
& General
X Static Routes

XEG= Hm

= Responses sent

Update mode
Periodic
Periodic

Interface
E3PrivateNet2
E3PublicNet

0
0





image48.png
Thu 6 Apr 14:28

Inbound Filter
These fitars control which packets are forwardad or processad by this ne
1010101

Fiter action:
(copt those that meet the crtera below
1721611

® Receive all packets.
Pt those that meet the crteri below 127001

Drop all pack
available

Fiters:
Source Address | Sour Destination Address | Destination M:
(Any Any 1721611 255252.255.255

o

Ly la iy

minisrator: Command Prompt

Microsoft Windows [Version 10.0.19045.2006]
(c) Microsoft Corporation. ALL rights reserved.

C: \Users\Adninistrator>ping 172.16.1.1

Pinging 172.16.1.1 with 32 bytes of data
Reply from 172.16.1.1: bytes=32 ti

Reply From 172.16.1.1: bytes:
Reply from 172.16.1.1: bytes:
Reply from 172.16.1.1: bytes:

ics for 172.16.1.1:
4, Received

ping statist:
Packets: Sent
lapproximate round trip times in m
1ms, Maximm = 1ns, Average

Lost = @ (&% loss),
i-seconds
1ns

C: \Users\Adninistrator>ping 172.16.1.1

Pinging 172.16.1.1 with 32 bytes of data
Request timed out.
Request timed out.
Request timed out.
Request timed out.

=

ics for 172.16.1.1:
Sent = 4, Received = 0, Lost

ping statist:
Packets:

4 (100% loss),

c: \Users\administrators_
1428

il Am@w o B

o
o





image49.png
P)

Q

& Mon 1 May 19:37

]
s Dictate | Edite < > Tasks
Pane onfiguration [
t E Routing and Remote Access U X el ~
Fle Adion View Help Enable DirectAccess
. Dashboard
» 2@ XE O o Reload Configuration
S8 Operations Sto

L Routing and Remote Access
3 server tatus

« B omcrnT

| prreresIEEEE

B Remote Client §

W Repc

Setiy %

D VPP
G| | B Administrator: Command Prompt
stor>ping 172.16.1.1
pinging 172.16.1.1 with 32

From 172.
from 172.
from 172.
from 172

bytes of data
s TTL=128
Net
=128

128

172.16.1.1:
4, Received

ping statistic

Packets: Sent 4, Lost

Minimum = 1ms, Maximum = ims, Average = ims

Routing and Remote Access Is ~
Canfi

rad an Thie Sarvar

o (0% loss),
Japproxinate round trip times in milli-seconds

(Open RRAS Managem.





image50.png
@ 3 © = F Q 8 MonlMay 1946

\WBDCEDAE  ABHC

[ —— ax

in other modt @ e s .

s, and citatior [ 7r v

for this asse e G - =
& ek oesiatd

X

et

ers\Adninistratorsping

pinging 172.16.1.1 with 32
Request tined out.
tined out

\Users\Adninistratorping 172.16.1.1

F dsta

pinging 172.16.1.1 with
reques tinea out





image51.png
& Mon1May 1
Q

D Comments | | / Editing | £ Share

ting and Remote A
® @ Administrator; Command Prompt

_adar If present, this specifies the Internet address of the
1 interface whose address translation table should be modified

If not present, the first applicable interface will be used

Exanple.

> arp - 157.55.85.212  00-aa-00-62-C6-09 Adds a static entry

> arp -a Displays the arp table

Jc:\Users\adninistratorsare -a

Interface: 10.10.10.1 -~ exs
Internet Address Physical Address Type
10.255.255.255 FEFEFE-FEFEEF  static
224.0.0.5 1-06-50-00-00-99  static
224.0.0.22 ©01-00-50-00-00-16  static
224.0.0.251 ©1-60-5e-00-00. static
224.0.0.252 ©01-00-50-00-00-fc static
239255 2.2 1-60-5e-7F-02-02  static
239.255.255.250 1-00-5e-7F-FF-fa  static

rnterface: 172.16.1.1 --- exc
Internet Address Physical Address Type
172.16.1.2 ©08-00-27-d0-36-04  dynamic
172.16.255.255 R static
220/0.0.22 ©1-00-5¢-00-00-16 static
224.0.0.251 ©1-00-5e-00-00-F  static
224.0.0.252 ©1-00-5¢-00-00. static
239.255.2.2 e1-00-5e-77-02-02  static
239.255.255.258 1-00-5e-7f-FF-fa  static





image1.png
@ 3 W3 7

)

Q

(=
-

Thu 16 Mar 14:17

= [,

Shre ACCASZ
« 4 [ > TiPC » LocalDisk(C) » Share ACCASIZ

Quick access
ceseop ] Confidenil fie
[—

Documents
= Pctures
Music
B video:
Onepiive

ispC

¥ Network





image2.png
@ 3 @3 T Q S Thu16Mar 14:20

wWiAW-
) .
e TR Lo . v »
Name N Date modifies ¥ e
Quikscces
. 3 pettogs 080914 ot
etcp 1 ProgmFics
Dovnloads ] Program Files (186
2 bocumens [ S
= pictus Bsen | B
i G inde| e i i (o
8 voes ———
Ie
marc 4 s
- o Ty
Wondows Secuty
It s A e v o
e s, you ok et o s rom
< | >

FES

oK Carcs sty





