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Complete the following tasks:
	Task 1:  Introduction to the Name Resolution Process.

	Microsoft Windows Server 2003 uses the Active Directory Service to manage network resources efficiently.  Active Directory is at the heart of Windows Server 2003 functionality.  Virtually all the administrative tasks you perform will affect the Active Directory in some shape or form.  
The technology behind A.D is based on standard Internet Protocols, and its design aids you to define your network’s structure more coherently.  Windows Server 2003 uses Active Directory with the Domain Name System (DNS) to organise the groups of computers in your organization into more manageable Domains.  
DNS is an Internet Service.  DNS Domains are organized into hierarchical structures, these hierarchies are defined on an Internet-wide basis.  Different levels in the hierarchies identify Computers, Organisational Units and Top Level Domains.  Host Names are based on the standard naming convention on the Internet. They provide the capability for Name Resolution over the Internet.
In addition to this, DNS is also used to map host names (Vancouver.NWTRADERS.MSFT) to numeric TCP/IP addresses (e.g. 192.168.1.101).  Windows 2003 also uses WINS (Windows Internet Naming Service) and collectively, these services allow display names (alphanumeric names) to be resolved to an IP address.
However before seeing how DNS can be used to manage this process, we need to understand how the process involved with computers being allocated Host Names works.  This process is referred as the Name Resolution Process.
We saw in the lecture that a Name is the identifier of our Computer on the Network; all our Computers have two identities on the Network an Alpha-Numeric Name and a Numeric IP address.  The Host Name is alphanumeric name allocated to a device on the network. It is used so that one Computer on the network (London) can contact another Computer (Glasgow).  

In order to make contact using Host Names, the Host Name will need to be known by a DNS Server.  
The Host Name can exist as a single part name, or it can be used with the DNS suffix to create the Identifier for a resource on a TCP/IP network.
The Fully Qualified Domain Name (FQDN) is the DNS Domain name (stated in full) that indicates the hosts exact location within the Active Directory Namespace Tree.  Take the following FQDN:

· London.NWTRADERS.MSFT

An FQDN comprises the Host Name (e.g. LONDON), in addition to the Organisational Domain and the TLD (Top Level Domain Name) NWTRADERS.MSFT

The Organisational Domain + TLD = DNS Suffix. 
Task (A). Viewing Host Names and DNS Suffixes on a Client.

[Complete this task from both Servers]  

· Logon using a non administrative account (e.g. VancouverUser] Password: P@ssw0rd.
· Start – Run – type in cmd (to launch the Command Prompt).
· At the prompt type: ipconfig /all
· Make a note of the Host Name and Primary DNS Suffix
Task (B). Using the HostName utility to view Host Names:

· Start – Run – cmd
· Type : hostname [Press Enter]

· Login using an administrative account (User Name: Administrator, Password: P@ssw0rd, Domain: NWTRADERS). 

· Start – Control Panel – System
· Click on the Computer Name tab, click Change
· Note host name displays in Computer Name field, The full computer Name displays 
The full name of the Computer (including DNS suffix).
Q).  What is the Host Name of your machine?

Q).  What is the DNS Suffix?

Viewing NETBIOS Names:

A NetBIOS Name is often called a Computer Name.  When we install Windows Server 2003 on the network, each computer that runs 2003 needs to be allocated a unique computer Name.  This way, whenever we use any NETBIOS utilities, we can use commands that include a computer name and Windows 2003 Server knows exactly which computer we are talking about.  
Most computers running Windows 2000 and XP use DNS names for most functions, however it is still vital to provide NETBIOS services.  A NETBIOS Name Resolution method must exist on any network with Computers that are running earlier versions of Windows.

The NETBIOS name is an alias that is assigned to a computer (usually by the administrator) to identify that there is a NETBIOS service running on a TCP/IP host. 

NETBIOS (unlike DNS & Active Directory) uses a Flat structure, not a Hierarchical one.  So if we try to give two devices the same name within our structure; we run into trouble.  
By being Flat, we mean that the NETBIOS name is 15 characters (denoting name) and A 16th character (denoting the service).  There are no suffixes added, thus there is no way to differentiate two devices assigned the same NETBIOS name.  You can however do this with Active Directory running DNS E.g. (one user leec in marketing and another in sales, but both belong to the TLD (sihe.com)
NETBIOS names should have a clear and concise indication of what is being named, since they are used to identify resources in a NETBIOS Network.
[Complete this task from both Servers]  

· Login using an administrative account (User Name: Administrator, Password: P@ssw0rd, Domain: NWTRADERS). 

Using Nbtstat command:
· Start – Run –cmd
· At command prompt, type Nbtstat –n (Press Enter)

Q).  What is the NetBIOS name of your computer?

The NetBIOS names registered to NetBIOS Services of the identified server will display.

Using Nbstat command to view the NetBIOS name of your Partners Computer:

· Start – Run – cmd
· At command prompt type Nbtstat –a (and then the Classroom Network IP address of your Partners Computer).
Viewing the NWTRADERS domain NETBIOS names:

· Start – My Network Places.
· Click Entire Network.

· Double Click Windows Network.

· Double click the NWTRADERS domain, note the NETBIOS names of devices on the network.
Q).  What is the NetBIOS name of your partner’s computer?

	Task 2: Configuring Host Name Resolution, Client Resolver Cache operations and Host Files:

	We have seen the typical process that occurs when resolving a host name to a TCP/IP logical IP address.  As we saw DNS client service can use one of several methods to resolve host names to IP addresses.  

One of these is the Client Resolver Cache.
The Client Resolver Cache is a memory location that stores recent mappings of host names to IP addresses.  This is useful when an application wishes to contact another computer, because the DNS client service can quickly retrieve this.  It is worth noting that the Client Resolver Cache is the quickest of the Name Resolution methods.
Viewing the Client Resolver Cache.
· We could view the Client Resolver Cache information (note it gets its information source from a Hosts File (if a Host File is configured locally, then all host name – ip address mappings from that file are preloaded into Cache) and any Resolved Names (Answered responses from previous DNS queries).  For the purpose of demonstration, our DNS service has not yet been started, so there will not be any entries at this stage.
· Flushing is the process of releasing entries from the Client Resolver Cache. We can use this for removing Negative Cache Entries (remember these are Host Names that have been entered into the cache and queried for IP addresses, but could not be Resolved), hence they are of no use to us and just take up cache memory space.
[Complete this task from both Servers]  

· Login using an administrative account (User Name: Administrator, Password: P@ssw0rd, Domain: NWTRADERS). 

· Start – Run – cmd

· To view Client Resolver cache: At command prompt type: ipconfig /displaydns
· To flush Client Resolver cache: At command prompt, type: ipconfig /flushdns (note we need the DNS Client Service started).  It is also worth noting that this operation can only be performed on computers that run Windows 2000, XP and Windows Server 2003.
The Hosts File:
We mentioned earlier that one of the sources of information for the Client Resolver Cache, is the Hosts File.  The Hosts file is a non-changing file kept on the local computer.  It keeps information about Host Name – IP Address Mappings and provides these for the Client Resolver Cache’s usage.
The host file contents, comprise a single entry structure consisting of an IP address corresponding to one or more Host Names.  The Host name stored can be a single part name e.g. London or a FQDN such as London.NWTRADERS.MSFT
If we create a host name to IP address mapping in the Hosts file and then save it, the mapping is instantly loaded to Client Resolver Cache.
Host Name is used to preload ‘Permanent host name – ip address mappings into Client Resolver Cache.  This results in lower response times (because you don’t have to query a DNS Server and less network traffic (DNS uses UDP, there is no need here though since the hosts file is stored on the local machine).
[Complete this task from both Servers]  

· Login using an administrative account (User Name: Administrator, Password: P@ssw0rd, Domain: NWTRADERS). 

· We will open the Hosts File here to manually define a permanent host name – ip address mapping and then preload this into the client resolver cache.  We will need to edit the file in Notepad.
· Start – Run – type the following:
notepad %systemroot%\system32\drivers\etc\Hosts.
· You should now have the Hosts file open in Notepad ready for editing.

· Add the following host name – ip address mapping:
IP Address:  192.168.1.100

Host Name: Glasgow.

· Save the Hosts File.
We now need to view the Client Resolver Cache to verify that this permanent mapping has been made:
· Start – Run – cmd

· At command prompt, type the following: ipconfig /displaydns
Task.

Check back on the Client Resolver Cache, towards the end of the Workshop session to see if the value still exists, remember the TTL setting should not apply to entries from the statically defined, locally stored Hosts File.



	Task 3:  Configuring NetBIOS Name Resolution.

	As with 32-bit Host Names, we need to be able to Map 15-Character (1 additional character denoted for the service) NetBIOS names to logical IP addresses, so clients that use NetBIOS names can communicate remotely.

NetBIOS name resolution is the process of mapping names to IP addresses. We can use several methods to resolve NetBIOS names – IP address mappings, these include WINS (Windows Internet Naming Service), NetBIOS name cache, broadcasts or Lmhosts files.  
There is a predefined order to the NetBIOS Name configuration process, that involves a series of steps to perform when attempting to resolve the name.  

The first step by default involves searching the NetBIOS cache.

NetBIOS cache is a place in Memory that is very similar in its role as Client Resolver Cache; it provides recent details of NetBIOS names that have been mapped to IP addresses.

The main purpose for using NetBIOS cache is that names can be resolved more quickly by accessing ‘cached’ results.

Following NetBIOS names being resolved, an entry called a Mapping Entry is logged in the NetBIOS cache.  This entry is given a TTL interval of 10 minutes.  If the name in cache is accessed within these 10 minutes, the TTL interval is reset to 10 minutes, if it is not accessed the entry is removed upon the TTL expiring.
Task A).  Viewing the NetBIOS cache.
[Complete this task from both Servers]  

· Start – Run – cmd

· At the command prompt, type: nbtstat –c
As well as Local Broadcasts, NetBIOS cache and WINS Server, there is one other feature that can be used to Map NetBIOS names to IP addresses for hosts that do not reside on the local subnet.
This feature is the Lmhosts file.  The Lm hosts file serves a similar function to the Hosts file (in 32-bit Host Name Resolution).  It is a text file that exists locally (on the computer in question) and contains information about resolving NetBIOS names for hosts that are not part of our Subnet. 
We can add NetBIOS – IP address mappings to the Lmhosts file, we can also preload into the NetBIOS name cache, any mappings we choose.
The structure of the file, is somewhat similar to the Hosts file:  It contains single entries, each of which details the NetBIOS name and a corresponding IP address.  The entry name must match the NetBIOS name of the target computers, or applications that use an alias, will fail.

We can preload entries in the Lmhosts file into The NetBIOS cache, by including the #PRE keyword.

[Complete this task from both Servers]  

Task B).  Preloading NetBIOS cache (with entries) using the Lmhosts file.
· Login using an administrative account (User Name: Administrator, Password: P@ssw0rd, Domain: NWTRADERS). 

· Start – Run – type the following:
· Notepad %systemroot%\system32\drivers\etc\lmhosts.sam
The Lmhosts file will then be opened in Notepad, ready for editing:

· We will now add NetBIOS names – IP address mappings for the following remote computer:
IP address:  192.168.1.200   Host name: Glasgow     
· At the end of the NetBIOS name – IP address mapping, type: #PRE
(This will load the entry into the NetBIOS name cache).
· Click File – Save As.
· In the Save as type field, select All Files 
· In the File name field type “lmhosts” (Make sure you use the quotation marks, this allows you to save the file without an extension).
You will remember while the file is saved with the .sam extension, it is read only.

Task C).  Release NetBIOS cache and reload mapping entry information from the Lmhosts file.

· Start – Run – cmd
· At the command prompt, type nbtstat –R
This will release existing Cache and reload entries tagged with #PRE in the Lmhosts file.

Task D).  Verifying that NetBIOS name – IP address mapping exists for #PRE tagged entries.
· Start – Run – cmd

· At the command prompt, type nbtstat –c

Verify that the NetBIOS name cache contains a Resolved Name for Glasgow
· Start – Run – cmd
· At the command prompt, type nbtstat –n

Q).  What information is displayed in the resulting NetBIOS name table on the local computer?


	Task 4: Observational Tasks.

	1. Why are NETBIOS names not suitable for Name Resolution over the Internet?  What convention is used for this purpose?  
2. What Windows Server 2003 Services are available for providing Name Resolution over the Internet?
3. Name the Methods available for Name Resolution in Windows Server 2003?  What is the purpose of each of these methods?
4. Explain what the Time to Live TTL value is, in the context of Name Resolution?
5. Describe the NetBIOS Name Resolution Process?
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