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The worksheet covers the following: 

· ARP and Routing tables.

· Installing and configuring an FTP server. Uploading files to the FTP server. 

· Setting up Routing and Remote Access. Using inbound and outbound filters in Routing and Remote Access to block network traffic.

· High availability and failover clustering.

· Network policy.
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Step 1: Logged into Server 1, as nwtraders\administrator. 

[image: ]

Step 2: Did a search for command prompt. Clicked on the search results

[image: ]
Step 3: In ‘Command prompt’ typed in ARP-A. Got the following result.

[image: ]

Step 4: Closed the ‘Command prompt’, and opened ‘Command prompt’ again. Pinged server 2’s PublicNet connection (192.168.1.101) and PrivateNet2 connection (192.168.101.1)

[image: ]


Step 5: Pinged client 1 (192.168.100.2) from server 1. 
[image: ]





Sep 6: Closed and opened up ‘Command prompt’. In the ‘Command prompt’, enter ARP-A. Noticed more entries had been entered in the ARP table. There were two more IP  address e.g. 192.168.100.2  and 192.168.1.101.
[image: ]





Step 7: Closed and opened ‘Command prompt’. Run the route print command.

[image: ]
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Step 1: Logged into server 2 as administrator

[image: ]

Step 2: In the search box entered Server Manager and click on the result of the search

[image: ]
Step 3: In ‘Server Manager’, clicked on add roles and features.

[image: ]

Step 4: On the initial screen ‘Add roles and Feature Wizard’, clicked on next.
[image: ]
Step 5: On the ‘Installation type’ screen, used the default setting, ‘Role-base or feature-based installation’. Clicked next.

[image: ]

Step 6: Accepted the default entry on the ‘Server selection’ screen, which was the name of server 2, WIN-1L6491L8LD9. Clicked next.
[image: ]
Step 7:  On the ‘Server roles’ tab, selected Web Server IIS. Clicked next.
[image: ]

Step 8: A pop up appeared about ‘Adding features that are required for Web Server (IIS)?’, clicked add features.
[image: ]

Step 9: Clicked next when returned to the ‘Server roles’ screen. 

[image: ]
Step 10: On the ‘Features’ screen, clicked next.
[image: ]
Step 11: Clicked next on the ‘Web server role (IIS)’ screen.
[image: ]

Step 12: On the ‘Role services’ screen, check the FTP server and FTP services checkboxes. Clicked on next
[image: ]

Step 13: On the ‘Confirmation’ screen, clicked on install.
[image: ]

Step14: Once installation had completed, clicked on close.
[image: ]
Step 15: In ‘Server manager’, clicked ‘Tools’ and ‘Computer manager’.

[image: ]

Step 16: In ‘Computer management’, expanded local user and computers. 
[image: ]
Step 17: Right click on ‘Users’ and selected ‘New user’.

[image: ]


Step 18: In the ‘New User’ wizard, in username entered ftpuser and in password P@ssw0rd. Unchecked ‘User must change password at next logon’. Clicked on the create button to create user account. 

[image: ]

Step 19: Confirmed that ftpuser was stored local users. 
[image: ]

Step 20: Closed down computer management. Opened up ‘Server Manager’, clicked on ‘Tools’ and ‘Internet Information Services (IIS) Manager’.
[image: ]
Step 21: In ‘IIS’, expanded the name of server 2 (WIN-1L6491L8LD9), right click on site and selected ‘Add FTP site’.

[image: ]

Step 22:  On the ‘Site information’ screen, named the FTP site 1STFTPSITE. Click the ‘Browse’ button next to the physical path textbox.

[image: ]

Step 23: The ‘Browse for Folder’ screen pop up, browse to local disk (C), inetpub and ftproot. Clicked ok.

[image: ]

Step 24: When returned to the ‘Site information’ screen, clicked on next. 
[image: ]

Step 25: On the ‘Binding and SSL Settings’ screen, selected no SSL and clicked next.
[image: ]

Step 26: On the ‘Authentication and Authorization Information’ screen, selected ‘Basic’ authentication. Specified the ftp user and granted them read and write permissions. Clicked finish.
[image: ]

Step 27: In ‘IIS’, clicked on 1STFTPSITE and double click on ‘FTP Messages’.
[image: ]


Step 28: In the ‘Banner’, typed ‘Welcome to PAUL’s FTPSSERVER’. Clicked on ‘Apply’ to save changes.
[image: ]
Step 29:  Closed ‘IIS’ and opened ‘File explorer’. Navigated to local disk (C), inetpub and ftproot.  Right clicked on ftproot, and selected ‘Properties’. Clicked on the ‘Security tab’ and ‘Edit’ button.
[image: ]

Step 30: In the ‘Permissions’ screen, clicked on the ‘Add’ button.
[image: ]
Step 31: In the ‘Select user or groups’ screen, entered ftpuser. Clicked on ‘Check names’ and ok.
[image: ]

Step 32: In the ‘Permissions’ screen, accepted the default permissions granted to the ftpuser. Clicked on apply and ok to complete changes. Clicked ok to exit ftproot properties. 
[image: ]
Step 33: In ‘File explorer’, opened up ftproot and right click on the blank empty space, selected ‘New’ and ‘Folder’.
[image: ]

Step 34: Right clicked on the new folder and selected ‘Rename’. Called the folder FtpUploads.
[image: ]

Step 35: Opened up the ‘Windows firewall’ on server 2. Checked that the firewall was turned off.
[image: ]
Step 36: Logged into Client 1 as administrator. 
[image: ]
Step 37: Opened up ‘File explorer’. 
[image: ]


Step38:  Right click on blank white space, selected ‘New’ and ‘Folder’.
[image: ]

Step 39:Right clicked on the folder and selected ‘Rename’, called the folder FTPFiles.
[image: ]
Step 40: Opened up FTPFiles. Right click on blank empty space, selected ‘New’ and select ‘Text Document’.
[image: ]
Step 41: Right clicked on the text document and selected ‘Rename’. Named the file ftpfile2upload.
[image: ]

Step 42: Closed ‘File explorer’ and opened a command prompt. Ftp to server 2 (192.168.101.1). Entered the user credentials for ftpuser. Navigated to the directory where ftpfile2upload was stored on client2. Then tried uploaded the file to server 2, using the put command, but it failed, stating access denied.
[image: ]

Step 43: Logged back into Serve2. Went into the properties and security tab of ftproot. Clicked on edit and granted the ftp user full control. Clicked on apply and ok. Click ok to exit the properties of ftproot.
[image: ]
Step 44: Tried uploading the ftpfile2upload to server2 from client 2. File transferred successfully. 
[image: ]
Step 45: Opened up file explorer on Server 2 and navigated to the ftproot folder, could see that the ftpfile2upload file had uploaded successfully. 

[image: ]
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Step 1: Opened up Server Manager on Server 1. Clicked on add roles and features.
[image: ]

Step 2:  On the initial screen of the Add Roles and Features Wizard screen, clicked on Next.
[image: ]
Step 3: In installation type screen, accept the default option, role-based or feature based installation. Clicked on next.
[image: ]

Step 4: Accepted the default entry on the server selection screen, which was the name of server 1 (DC1-NWT). Clicked next.
[image: ]
Step 5: In the server roles screen, checked the remote access checkbox and clicked next.
[image: ]

Step 6: In the features screen, clicked on next. 
[image: ]
Step 7: In the remote access screen, clicked on next. 
[image: ]

Step 8: A message popped up to ‘Add features that are required for Direct Access and VPN (RAS)?’Clicked on Add feature. Clicked Next when returned to remote access screen. 
[image: ]

Step 9: On the role services screen. Selected DirectAccss and VPN. Clicked next.
[image: ]

Step 10: Clicked next on the web server role screen.
[image: ]

Step 11: Clicked next on the role services screen. 
[image: ]

Step 12: Clicked install the confirmation screen.
[image: ]
Step 13: Once installation had completed, clicked on ‘open the getting stared wizard’
[image: ]

Step 14:  On the configure Remote access screen, selected Deploy VPN only.
[image: ]
Step 15: In routing and remote access, right clicked on DC1-NWT and selected configure Routing and Remote access. 
[image: ]

Step 16: On the initial routing and remote access server setup wizard screen, clicked on next.
[image: ]
Step 17: On the configuration screen, selected custom configuration and clicked on next.
[image: ]
Step 18: On the custom configuration screen, selected LAN routing and clicked on next.
[image: ]

Step 19: Clicked finish on the final screen of the routing and remote access server setup wizard.

[image: ]
Step 20: A start the service message popped up. Clicked on the start the service button.
[image: ]
Step 21: Waiting for initialization to complete.
[image: ]

Step 22:  In routing and remote acdcess expanded IPV4 and right clicked on general and selected new routing protrocol.

[image: ]

Step 23: In new routing protocol screen, selected RIP Version 2 for Internet Protocol and clicked ok
[image: ]

Step 24: In routing and remote access, right click on RIP and selected new interface.
[image: ]

Step 25: On the new interface screen, selected PrivateNet1 and clicked ok.
[image: ]


Step 26: Repeated the process for PublicNet. Right click on RIP and selected new interface and selected PublicNet and ok.
[image: ]
Step 27: After adding PublicNet, returned to Routing and Remote Access, where PublicNet and PrivateNet1 were displaying in RIP.

[image: ]
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Step1: Logged into Server 2 and launch server manager. In server manager click on add roles and features. 
[image: ]
Step 2: On the initial screen of the Add Roles and Features Wizard screen, clicked on Next.
[image: ]

Step 3: In installation type screen, accept the default option, role-based or feature based installation. Clicked on next.

[image: ]
Step 4: Accepted the default entry on the server selection screen, which was the name of server 2, WIN-1L6491L8LD9. Clicked next.
[image: ]
Step 5: In the Server Roles screen, checked the remote access checkbox and clicked on next.
[image: ]

Step 6: In the features screen, clicked on next.
[image: ]
Step 7: In the Remote Access, screen clicked on next.
[image: ]
Step 8: A message popped up to ‘Add features that are required for Direct Access and VPN (RAS)?’Clicked on Add feature. Clicked next when returned to remote access screen.
[image: ]

Step 9: On the role services screen., selected DirectAccss and VPN. Clicked next.
[image: ]

Step 10: Clicked install on the confirmation screen.
[image: ]
Step 11: Once the installation had completed, clicked on ‘open the getting stared wizard’.
[image: ]

Step 12: On the configure Remote Access screen, selected VPN only. 
[image: ]
Step 13:  In routing and remote access, right clicked on DC1-NWT and selected Configure Routing and Remote access.
[image: ]

Step 14: On the initial routing and remote access server setup wizard screen, clicked on next.
[image: ]
Step 15: On the configuration screen, selected Custom Configuration and clicked on next.
[image: ]

Step 16: On the custom configuration screen, selected LAN routing. Clicked on next.
[image: ]

Step 17: Clicked finish on the final screen of the routing and remote access server setup wizard.
. [image: ]
Step 18: A start the service message popped up. Clicked on the start the service button.
[image: ]
Step 19: Waiting for initialization to complete.
[image: ]




Step 20: In routing and remote access, expanded IPV4 and right clicked on general and selected new routing protrocol.
[image: ]

Step 21: In new routing protocol screen, selected RIP Version 2 for Internet Protocol and clicked ok
[image: ]
Step 22:  In routing and remote access, right click on RIP and selected new interface.
[image: ]

Step 23: On the new interface screen. Selected PrivateNet2 and clicked ok.
[image: ]
Step 24: Repeated the process for PublicNet. Right click on RIP and selected new interface and selected PublicNet and ok.
[image: ]

Step 25: After adding PublicNet, was returned to Routing and Remote Access, where PublicNet and PrivateNet2 were displaying in RIP.
[image: ]
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[bookmark: _Toc70583407]Routing Tables

According to Todd Lammle [1]  The router learns about remote networks from neighbouring routers or from an administrator. The router then builds a routing table (a map of the internetwork) that tells them how to find these remote networks. If a network is already connected to a router, it is already aware of the network. If the network is not connected to a router, the router must learn about how to connect to the network. There are two ways in which a router can learn about a remote network;
· Static routing. This is where a network administrator adds the path to the remote network.

· Dynamic routing. This is where a protocol on one router communicates with a protocol on a neighbour router. The routers then update each about all the networks they know about.

The way in which a routing table is used to route network traffic is shown in the diagram and steps below.



PC 1 wishes to send packet to PC 2. The two PCs are on different subnets and they are separated by 3 routers. Let’s trace the path and see what happens. PC1 determines through the IP address of PC2 that it not on the same subnet. It sends the packet to the default gateway, which is router 1. 

Router 1 has a IP address of 192.168.1.3. Router 1 will check the FCS(Frame Check Sequence) in the Ethernet frame to check for errors. It will strip of the layer 2 frame to check the IP address in the layer 3 packet. The router finds out the IP address of PC2 and compares the IP address to the IP routing table. Router 1 has one entry of subnet 192.168.2.0, an  interface of s0, and a  next hop of 10.10.2.1. The entry in the routing table matches the destination IP address.

Router 1 knows that it needs to send that data out to interface s0. The next-hop IP address matches the s0 interface of router 2.

Router 1 will encapsulate the packet with layer 2 encapsulation and sent it out through the serial interface.

Router 2 receives the packet. Router 2 will check the FCS(Frame Check Sequence) in the Ethernet frame to check for errors. It will strip the layer 2 frame to check the IP address in the layer 3 packet. The router finds out the IP address of PC2 and compares the IP address to the IP route table. Router 1 has one entry of subnet 192.168.2.0, an interface of s0, and a  next hop of 10.10.3.1. Router 1 has a subnet of 192.168.2.0, which PC2 falls within the subnet. The entry in the routing table matches the destination IP address.

Router 2 knows that it needs to send that data out to interface s0. The next-hop IP address matches the s0 interface of router 3.

Router 2 encapsulate the packet with layer 2 encapsulation and sent it out through the serial interface.

Router 3 receives the packet and realises that the packet is meant for the subnet the router is connected too. It sends the packet out to the Ethernet interface. There are no more hops, because the packet has arrived at the subnet that PC 2 is on. There is no need to send the packet to anyone further. Router 3 will need to find out the layer 2 mac address. It will use the ARP (Address Resolution Protocol) to find the mac address. Got ahead the layer packet into Ethernet fame and send out onto the network, and finally PC 2 receives the frame and then it will go ahead and process that frame. 

[bookmark: _Toc70583408]Task 4
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Step 1: Before configuring routing and remote access to prevent anyone from pinging PrivateNet1, checked that the windows firewall on both server 1 and client 1 was turned off. Checked on server 1 and client 1 and noticed after joining both computers to the domain. The domain section of the windows firewall was turned on. 
[image: ]

Step 2: Turned off the domain section of the window firewall on both server1 and client1 by clicking on the domain section of the firewall, and clicking on turn off.
[image: ]
Step 3: Opened up server manager on server 1, clicked on tools, routing and remote access.
[image: ]

Step 4: In routing and remote access, expanded IPv4 and clicked on general. Right clicked on PrivateNet1 connection and select properties.
[image: ]
Step 5: In PrivateNet1 properties, clicked on inbound filters.
[image: ]

Step 6: In the inbound filter screen, clicked on the add button

[image: ]
In the add filter screen, checked the destination network checkbox and enter the following details:

IP address: 192.168.100.1

Subnet mask:255.255.255.255

Protocol: ICMP

[image: ]
Clicked ok after entering the details.

Step 7: In the inbound filter screen, accepted the default value of ‘Receive all packets those that meet the criteria below’. Clicked on ok to confirm change.
[image: ]

Step 8: Logged into client 1 and pinged privatenet1(192.168.100.1) and got a request timed out. Pinged client 2(192.168.101.2), and got a reply. This confirms the inbound filter worked in PrivateNet1.

[image: ]
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Step 1: On server 1  in routing and remote access, expanded IPv4, clicked on general and right click on Public Net and selected properties. 
[image: ]

Step 2: In Public Net Properties, clicked on outbound filters.
[image: ]
Step 3: In outbound filters, clicked on new.
[image: ]

Step 4: In the Add IP filter screen, checked the destination network checkbox.

Entered the following details:

IP address: 192.168.1.101

Subnet mask 255.255.255.255

Protocol: TCP

Destination Port: 21


[image: ]
Clicked ok after entering the details.

Step 5: In the inbound filter screen, accepted the default value of ‘Receive all packets those that meet the criteria below’. Clicked on ok to confirm change.
[image: ]



Step 6: Opened up a command prompt on Server1. Tried access the FTP service on server 2 (192.168.1.101), got connection timed out.

[image: ]

Step 7: Logged into Client 1 and opened a command prompt. Tried access the FTP service on server 2 (192.168.1.101), got connection timed out.

[image: ]


Step 8: Logged into Client 2 and opened a command prompt. Tried access the FTP service on server 2 (192.168.1.101), connection went through successfully. 

[image: ]


[bookmark: _Toc70583411]Filter 3: Only allow specific host in PrivateNet1 to access the FTP service running on Server 2.

Step 1. On server 1, opened up routing and remote access. Expanded IPv4 and clicked on General.  Right clicked on PublicNet and selected properties.
[image: ]

Step 2: In Public Net Properties, clicked on outbound filters.
[image: ]

Step 3: In outbound filters, clicked on new.
[image: ]
Step 4: Checked both the source network and destination network checkboxes. Enter the following details:

IP address: 192.168.100.2

Subnet mask: 255.255.255.255

IP address: 192.168.1.101

Subnet mask:255.255.255.255

Protocol: TCP

Destination Port: 21

[image: ]
Clicked ok after entering the details.

Step 5: clicked on the ‘Drop all packets except those that meet the criteria below’. Clicked ok and ok again to exit Public Net properties. By specifying only client 2 (192.168.100.2) in the  source IP address, and dropping all packets except from those included in the filter, will ensure that only client 2 can access the FTP server and no other machines can access the FTP server.
[image: ]
Step 6: Logged into Client 1. Tried access the FTP service on server 2 (192.168.1.101), connection went through successfully. 

[image: ]

Step 7: Logged into Server1 and opened a command prompt. Tried access the FTP service on server2 (192.168.1.101), connection timed out.

[image: ]
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[bookmark: _Toc70583413]Failover clustering

According to Microsoft [2] Failover clustering is a collection of servers that work in unison with each other to provide high availability of applications and services to users. Each node in the cluster should have the configuration and capabilities. There can be slight variances, however, you want the same processor, the same amount of memory, the same access to storage, and the same access to the networks. If they are not the same, this could impact the service to users. When a node fails and another node takes over, e.g. if a server fails over to another server which does not have the same storage or network access, this could have impact on the performance of the service provided to users. It is advisable to use failover. Windows Server offers failover clustering as part of the operating system. Failover Cluster can be installed through add\features in server manager, as shown in the screenshot below.

Figure 5.1
[image: ]



In windows server, the failover cluster can be accessed through the Failover Cluster Manager. As shown in the screenshot below.

Figure 5.2
[image: ]

Failover cluster manager allows you validate and create clusters.

Another consideration when implementing failover cluster is how many nodes to include in the cluster, e.g. if you have a 2 node cluster, if one node has been taken down for planned maintenance, and another fails. There are no servers in the cluster to provide services or applications to users. In this case it would have been better to have 3 nodes in the cluster, to avoid the problem above.


When implementing failover clustering, servers may be located in different locations and data centres. If there is a break in communication, you do not want the servers trying access the same storage or SQL database, because this could corrupt data or cause any problems. The way Microsoft has overcome this problem is through the use of a system called Quorum. Quorum ensures that if there is break in communication, that specific servers can access the storage, and no other servers can access the storage. The way Quorum achieves this is through node majority. The part of the cluster that has the most node votes will gain access to the storage. Each node or server in a cluster has a vote. E.g. if there are five servers in a cluster, if 3 servers outvote the other 2 servers in the cluster, the 3 servers will continue to access the storage, while the other 2 server will not be able to access the storage. This is great if you have an odd number of servers. If you have even number of servers, this system is not very effective. This is where you have to implement a witness disk, which has a vote in the cluster. Whichever part of the cluster obtains the witness disk vote, will achieve node majority and only those nodes will have access to the storage. If witness disk cannot be allocated, you can use a file share as witness, which performs the same role as the witness disk. When creating a cluster in windows server, it will detect if you have an odd number of nodes and automatic implement node majority. If there are even number of nodes, it will automatically. Setup a witness disk, using the smallest disk in the cluster. The witness disk, can be viewed in cluster manager by clicking on disks under storage, as shown in the screenshot below.

Figure 5.3
[image: ]

If you wish to change from a witness disk to a witness folder,  you can run the configure cluster quorum wizard. The wizard can be accessed by clicking on the cluster name in Failover Cluster Manager and selecting more actions. A screenshot of the quorum wizard is shown below:

Figure 5.4
[image: ]


[bookmark: _Toc70583414]Task 6:  Network Policy

According to Mike Chapple [3], the network policy should be split into two sections high availability and security.

[bookmark: _Toc70583415]High Availability Policy. 

According to Gerardus Blokdyk [4], below are the types of high availability technology we should be using.

Web servers or stateless applications (servers that do not contain data) we will use load balancing. Network traffic and user workloads will be spread across different servers before the same functionality. This can be implement in a round robin system e.g. user 1 is directed to server 1, because it is first in the list of servers to be contacted, user 2 is directed to server 2 because it is the second server on the list to be contacted. If this is not satisfactory, the network traffic can be directed on which servers are least busiest. E.g. If server 1 is very busy and server 2 is less busy, further network traffic can be diverted to server. Also load balancing will be applied to routers and switches, because they do not contain data. 

For stateful applications that contain data for example SQL servers, failover clustering will be used. For example, server 1 will deal with all network traffic and user requests and server 2 will be on standby. If server 1 fails, server 2 will take over. 

To protect against disk failure we will user RAID (Redundant Array of Independent Disks). There are many different types of RAID systems. E.g. RAID 0 (Stripping), RAID 1 (Mirroring) etc. RAID 6 is the RAID system we will be using. RAID 6 uses 4 disks. RAID 6 stores parity on two disks and data on another two disks. The parity stores what the data consists of. The data and parity is switched between disks, every time data is written. A different disk is used for parity, every time data is written. If one disk fails, then you can still access and recover the data. RAID 6 protects against two disk failures, whereas other RAID system like RAID 0 (Stripping) offer no fault tolerance or  RAID 1 (Mirroring) only offer protection against one disk failure. RAID 6 offers this greatest protection, by protecting against two disk failures.

SAN (Storage Area Network) will be coupled with RAID to offer more high availability. SAN is a high speed dedicated network that stores and provides access to large amounts of data. It contains multiple disk arrays to store data, switch to access the data on the network, and servers which are used to facilitate access to the data. It will use multiple disk arrays, switches and server, because it uses more than one of these devices. It is fault tolerant, because if one of these device fails, another device will take over.  We will be implementing RAID with SAN, to ensure the best fault tolerance.


SANS are not effected by bottlenecks in the LAN (local area network),  because they are partitioned off into separate network. This also make them an ideal solution, when users are accessing data from different locations, because they are not going through the LAN to access the data. 

Maintenance and Monitoring

According to Gerardus Blokdyk [4], a dedicated network and server team will be created to maintain and update the servers and storage systems. They will monitor the servers for a potential problems e.g. disk failures. Then take action to correct, to correct these issue, by replacing the fault disk. 


[bookmark: _Toc70583416][bookmark: _GoBack]Security Policy

According to Ian Neil [5] below are the types of security technology we should be using.

Technical Controls

Firewalls will control network traffic between LAN and the internet. We will use state full firewall. It only allows traffic that originates from the network, or has a firewall rule only allowing certain external trusted sources to access the network. We will use firewalls which contain web security gateway features. This enables the firewall to check the content of the packets at an application level. E.g. if someone was attempting a cross scripting attack the firewall, could stop the attack, by closing the network session.

Anti-virus software will be stored on end devices and servers. To ensure that virus are not installed on clients pcs and servers. The antivirus will detect and block virus infecting a machine. 

Proxy servers will be used to control access to websites. Proxy servers can be used to prohibit users accessing certain websites e.g. gambling websites. Proxy server can block access based on content (content filtering) or based on a URL (URL filtering). 

VPN (virtual private networks) will be setup to allow users to access the data outside of the network. The VPN concentrator will be used on the firewall to allow users to access the network. The VPN will only allow authorised users to access the network and will encrypt all network traffic between the network and the user. 



Non-technical controls. 

According to Hadnagy [6],  user education is very important in protecting your network. Make sure users are aware of how to protect data on the network. Advising users how to lock their machines, if they are not by them. Educating them about phishing and social engineer attacks and not to give their user details freely to the wrong person and that they should not reveal their user credentials to anyone. 

Network security and enforcement
According to Ian Neil [5], a security team will need to be setup that are familiar with the hardware controls so they can take action if a security breach occurs. They will monitor security logs on servers, e.g. to see if someone has failed to login into server etc. They follow why that user failed to logging into that server, were they trying to access a server they did not have permissions to access? Apart from monitoring for security breaches, the security team will be responsible for setting up users accounts and setting up their permissions to access resources e.g. setting up a user in active directory and grant them access to a network share, to created and stored word documents. The security team will also update server, clients pc, network hardware to make sure there are no software vulnerabilities that can be exploited. The security team will also be used to report security issues. If a user comes across a security issue, they can report it to the team who will take action to fix the security issue. 


Bibliography

[1] 	T. Lammle, CCNA : Cisco Certified Network Associate: study guide, Sybex, 2007, pp. 327-415.
[2] 	Microsoft Official Academic Course, 70-412 Configuring Advanced Windows Server 2012 Services R2, Wiley, 2014, pp. 17-60.
[3] 	M. Chapple, CompTIA Security+ Study Guide: Exam SY0–601, Sybex, 2021, pp. 511-535.
[4] 	G. Blokdyk, High Availability Architecture A Complete Guide, 5STARCooks, 2021, pp. 132-134.
[5] 	I. Neil, CompTIA Security+: SY0-601 Certification Guide, Packt Publishing, 2020, pp. 178-226.
[6] 	Hadnagy, Social Engineering: The Science of Human Hacking, Wiley, 2018, pp. 277-287.




image5.png
licrosoft Windows [Version 10.8.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.

:\Users\Adninistrator>ping 192.168.100.2

pinging 192.168.100.2 with 32 bytes of data:
Reply from 192.168.160.2: bytes=32 time=ims
Reply from 192.168.160.2: bytes=32 time<ims
Reply from 192.168.160.2: bytes=32 time<ims
Reply from 192.168.100.2: bytes=32 time<ims

ping statistics for 192.168.160.2
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
pproximate round trip times in milli-seconds:
Minimum = ems, Maximum - ims, Average = ems

:\Users\Administrators.




image95.png
(and Remate ide nte to nrivate netwarks.

and Remote Access Server Setup Wizard

Custom Configuration
Whenthis wizard loses. you can configure the selected services i the Routing
and Remote Access consol.

‘Select the services that you want to enable on his server.
T~ VPN access

T~ Dialup access.

I Demanddial connectons (used for branch ofice routing )
™~ NaT

¥ LANrouting

<Back Next> Cancel





image96.png
ng and Remots covid re remats tn orivate networl

o1 Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote Access
Server Setup Wizard

You have successflly conpleted the Routing and Remote:
Access Server Setup wizard

Summry of selectons:
(AN routing

Afer you dlose this wizad, corfigurethe selected senvices
inthe Routing and Remote Access console.

To cose this wizard, clck Finish.

<Back Fiish Cancel





image97.png
E Routing and Remote Access
Fle Acion View Help

e amEcRz Hm

"L Routing and Remote Access

5 Server Status »
B iesnon ecay || ERoe Type 1P Address Staic Fiters Ad|
B Nt | & pubiictir Dedicoted 162.168.1.101 Disobled o
'3 Remote Access Logging|| B PrivateNet2 Dedicated 192.168.101.1 0 6501 Disabled Up
CE i 2 oopback Loopback 127001 0 0 Disabled w
B Genert Binternal Intemal Notavaiable - - Disabled Unk
osutic NewInterface
H R New Routing Protocol...
Show TCP/IP Informetion...
Show Multicast Forwarding Table...
Show Multicas Satistcs
View >
Refresh
Export List..
Properties
Help





image98.png
New Routing Protocol

Cick the routing protocol that you want to add, then cick OK.
Routing protocols:

¥~ DHCP Relay Agent
¥ IGMP Router and Proxy.
¥ NAT





image99.png
' Routing and Remote Access
Fie Acion View Help
e amEcRz Hm

E Routing and Remote Access
{3 server Status.

v B WIN-ILBOILBLDS local) || IMET2CE Type
E Network Interfaces. 2 publichet Dedicated
&N Remote Access Logging|| & PrivateNet2 Dedicated

v E P &2 Loopback Loopback
T Generl Bintemet ——_—
B static Routes
Ere
Hiee New Interface...
Show Neighbors...
Delete
Refresh
Properties
Help

1P Address
192168.1.101
192168.101.1
127001

Not available

Outgoing bytes
6,501
6,501

Static Fiters
Disabled
Disabled
Disabled
Disabled

A
Up
Up
Up
Uni





image100.png
New Interface for RIP Version 2 for Internet Protocol

“This routing protocol uns on the interface that you sefect below.
Interfaces:

Eprem





image101.png
New Interface for RIP Version 2 for Internet Protocol X

“This routing protocol uns on the interface that you sefect below.





image102.png
= Roting and Remote Access

Fie Acion View Help

e amEcRz Hm
E Routing and Remote Access

=P

Update mode
E Network Interfaces. B privateNet Periodic
&3 Remote Access Logging| | & PublicNet Periodic
v EPv
B Genenal
B static Routes
ERP

5 Sever Status -
v B WIN-ILG91LELDS (ocal) || M€

Responses sent
1
0

Responses received
0
0





image103.emf
Router 1 

192.168.1.3

Router 2 

10.10.2.1

Router 3 

10.10.3.1

Switch 1

Switch 2

PC 1 

192.168.1.1

PC 2 

192.168.2.1

S0 S0 E0

Router 1  –   IP Route Table  

Subnet   Interface  Next Hop  

192.168.2.0  S0  10.10.2.1  

 

Router 2  –   IP Route Table  

Subnet   Interface  Next Hop  

192.168.2.0  S0  10.10.3.1  

 

Router 3  –   IP Route Table  

Subnet   Interface  Next Hop  

192.168.2.0  E0   

 

Figure 3.1


Microsoft_Visio_Drawing.vsdx








Router 1 192.168.1.3
Router 2 10.10.2.1
Router 3 10.10.3.1
Switch 1
Switch 2
PC 1 192.168.1.1
PC 2 192.168.2.1
S0
S0
E0
Figure 3.1



image6.png
C:\Users\Administrator>ARP -A

Interface: 192.168.100.1

Internet Address
192.168.160.2
192.168.100.255
224.0.6.22
224.0.0.251
224.0.0.252

Interface: 192.168.1.100

Internet Address
192.168.1.101
192.168.1.255
224.0.6.22
224.0.0.251
224.0.0.252

C:\Users\Administrator>

ox7
Physical Address
08-00-27-26-89-2a
i
01-00-5e-00-00-16
01-00-5e-00-00-b
01-00-5e-00-00-FC

oxa
Physical Address
08-00-27-9C-C9-7F
eiciicieil
01-00-5e-00-00-16
01-00-5e-00-00-b
01-00-5e-00-00-FC

Type
dynamic
static
static
static
static

Type
dynamic
static
static
static
static




image104.png
M Windows Defender Firewall

S 4 M« Systemand Securty > Windows Defender Firewal

Control Panel Home

Allow an app or feature
through Windows Defender
Firewall

© Change notiication setings

© Tum Windows Defender
Frewallon o off

© Restore defauts
© Advanced settings

Troubleshoot my network

Seealso
Security and Maintenance

Network and Sharing Center

Search Control Panel

v o

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to

your PC through the Intemnet or a network,

Update your Firewall sttings

Windows Defender Firewal s not using the
recommended seftings to protect your

computer.

What are the recommended settings?

B © comain networks

Networks at a workplace that are attached to a domain

Windows Defender Firewall state:

Incoming connections:

Active domain networks:

Notification state:

B rrivete neworks

B cuestor public networks

Uiz i i

Connected

on

Block all connections to apps that are not on the
lit of allowed apps:

B nwtraders.mstt

Notify me when Windows Defender Firewall
blocks a new app.

Not connected

Not connected





image105.png
@ Customize setings

& v 4 M« Windows Defender Frewall > Customize Settings v © | Sesch Control Panel

Customize settings for each type of network
You can modify the irewsl settings for esch type of network that you use.
Domain network setings
° (O Turn on Windows Defender Firewall
Block il ncoming connections, including those inthe s of sllowed 3pps

Notify me when Windows Defender Firewall blocks 2 new app
€ ©Tormof Windows DefenderFreusl (ot recommended)

Private network settings
@ O on Windows Deender Firewal

Block allincoming connections, including those in the st of allowed apps

Notify me when Windows Defender Firewall blocks 2 new app
€ ©Tormof Windows DefenderFreusl (ot recommended)

Public network settings
@ O on Windows Deender Firewal

Block allincoming connections, including those in the st of allowed apps

Notify me when Windows Defender Firewall blocks 2 new app

) ©Tum o Windows Defender Frwall (nct recommended)





image106.png
SERVERS
Al servers| 1 total

Dashboard
i Local Server
i Al Servers
ADDS
& DNs

W& File and Storage Services b
o Is
&l Remote Ac

EVENTS
All events | 0 total

ServerName 1D Severity Source Log  Date and Time

Active Directory Administratve Center
Active Directory Domains and Trusts

Active irectory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Component Services

Computer Management

‘Connection Manager Administration Kit

Defragment and Optimize Drives.
Disk Cleanup

NS

Event Viewer

Group Policy Management

Internet Information Services (IS) Manager
iSCSl Initiator

Local Security Policy

Microsoft Azure Services

Networtk Policy Server

‘ODEC Data Sources (32-bit)

‘ODBC Data Sources (64-bit)

Performance Monitor

Print Management

Recovery Drive

Registry Editor

Remote Access Management

Resource Monitor

Routing and Remote Access

Services





image107.png
" Routing and Remote Access - X
Fie Acion View Help
e amEXECE HE
" Routing and Remote Access
5 SeverStatus 2 " " »
- i Interace e 1P Address comingbytes Ougongbyes S Al
B Network merfaces || E2Publictiet Dedicated 1921681100 0 6657 Dissbled up
3 Remote Access Logging|
CE 83 Loopback Updste Routes 7001 g 0 Dissbled U
5 General intemal Show TCP/IP Information... pavaiable - - Disabled Uk
% Saic Routes Show Address Transatons...
Fie Show P Addresses..
Show P Routing Tabl...
Show TCP Connections.
Show UDP Listener Port,
Detete
Refresh
Properties
Help
Delets the current slecton. T new notiication





image108.png
Type 1P Address Incoming bytes

PrivateNiet1 Properties 70X

General | Muticast Boundaries  Muticast Heartbeat.

89 e

¥ Enable IP router manager
I Enable router discovery advertisements

i =]

I =
St

Wit (rinutes) =

s e (it =

bound en.. | Ouburd P,

I Enable fragmentation checking





image109.png
Type

1P Address

Outgoing bytes

Incoming bytes
sblichlet PrivateNet1 Properties LY o657
ivateNet! 6657
opback]
?
Inbound Fiters X

Fiteraction:

Fiters:

@ Recsive sl packets except those that mest the ciferia below

€ Diop sl packels except those that mest the ciferi bon,

These fites control which packets are fonwarded or processed by tis network

‘Source Address

‘Source Network Mask

Destnation Address





image110.png
el

g

e

gl® 5

Add P Filter
T~ Source network.
1P adess:
‘Subnet mask:

ICMP type:
ICMP code:

152168100 1

255 255 2% 255

=T





image111.png
-
Inbound Fitters

‘These fiters control which packets e forwarded or processed by this netiwork.
Fier acion

& Receive ol packets except those that meet the crteria below

€ Drop all packets except thase that meet the crtera below

Flers:

‘Source Address | Source Network Mask | Destination Address.

oK Cancel





image112.png
Command Prompt

icrosoft Windows [Version 10.6.19642.568]
(c) 2026 Microsoft Corporation. All rights reserved.

C:\Users\Rdministrator>ping 192.168.160.1

pinging 192.168.160.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

ping statistics for 192.168.160.1
Packets: Sent = 4, Received = @, Lost

4 (106% loss),
C:\Users\Administrator>ping 192.168.161.2

pinging 192.168.161.2 with 32 bytes of data:
Reply from 192.168.161.2: bytes=32 time<ims
Reply from 192.168.161.2: bytes=32 time<ims
Reply from 192.168.161.2: bytes=32 time-ims
Reply from 192.168.161.2: bytes=32 time-ims

ping statistics for 192.168.101.2:
Packets: Sent = 4, Received = 4, Lost = © (6% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ims, Average = 6ms

C:\Users\Administrator>,





image113.png
E Routing and Remote Access
Fle Acion View Help

e amEXECE HE

" Routing and Remote Access
5 Sever Status
v ) DCI-NWT (local)
T NetworkInterfaces
&3 Remote Access Logging|
vE e
 Genersl
T sttic Routes
Fre
e

< >

e

Update Routes

Show TCP/IP Information.
Show Address Translations.
Show IP Addresses..
Show IP Routing Table...
Show TCP Connections..
Show UDP Listener Ports...

Delete.
Refresh

Properties
Help

1921681001 0 6657 Disabled
127001 0 0 Dissbled
Notavailable - - Disabled

Up
Up
Uni

‘Show UDP Listner Ports.





image7.png
@ Administrator: Comt

Interface List

10...08 00 27 88
7...08 00 27 6b
1

IPva Route Table

n:tive Routes:
tuork Destination Netmask

127.0.6.0
127.6.0.1
127.255.255.255
192.168.1.0
192.168.1.100
192.168.1.255
192.168.100.0
192.168.160.1
192.168.100.255
224.0.6.0
224.0.0.0
224.0.6.0
255.255.255.255
255.255.255.255
255.255.255.255

IPv6 Route Table

hctive Routes:
If Metric Network Destination

1 331
10 281
7 281
7 2m

persistent Routes:
None.

d Prompt

Users\Administrator>route print

icrosoft Windows [Version 10.6.17763.737]
(c) 2618 Microsoft Corporation. All rights reserved

93 e8 ......Intel(R) PRO/166 MT Desktop Adapter

o8 of

255.0.6.0
255.255.255.255
255.255.255.255
255.255.255.0
255.255.255.255
255.255.255.255
255.255.255.0
255.255.255.255
255.255.255.255
240.0.6.0
240.0.0.0
240.0.0.0
255.255.255.255
255.255.255.255
255.255.255.255

e

Gateway

on-Link
on-link
on-Link
on-link
on-Link
on-link
on-Link
on-link
on-Link
on-link
on-Link
on-link
on-Link
on-link
on-Link

Gateway
on-Link
on-Link
on-link

1fc:3d7:F647:6F51/128

on-Link

10 281 fe80::e59d:cf5:7ae6:e08F/128

192,
192,
192,
192,
192,
192.

192,
192.

192,
192.

Intel(R) PRO/1066 MT Desktop Adapter #2
Software Loopback Interface 1

Interface Metric

127.
127

127

168.
168.
168.
168.
168.
168.
127.
168.
168.
127.
168.
168.

0.0.1

bhobhohbhpbhhod

H T

331
331
331
281
281
281
281
281
281
331
281
281
331
281
281

1544
e g B





image114.png
YPE [P address ‘ncoming bytes

PublicNet Properties 70X

General | Muticast Boundaries  Muticast Heartbeat.

89 e

¥ Enable IP router manager
I Enable router discovery advertisements

Advertisement ifetime (minutes}: 20 El
ISRl —

Send out advertisement within tis interval

Mirimum time (irutes} F El
Masimum time (minutes): 10 El

bound en.. | Ouburd P,

I Enable fragmentation checking





image115.png
ype

P Address. i

6657

ncoming bytes
bl Publicht Properties [
vateNiet!
opback
?
Outbound Fiters x

Fiteraction:

Fiters:

These fites control which packets are received by tis network

@ Trarsmit all packets except those that mest the citeria belon,

€ Diop sl packels except those that mest the ciferi bon,

‘Source Address

‘Source Network Mask

Destnation Address | Destination Mask | Pt





image116.png
=

Add P Filter

T~ Source network.

152168

25 2%

70

25 2%

=T





image117.png
. —
Outbound Fiters

Theseftesconyol ich packets e rosived by s network
Fierscion
@ Transmt al packets except those that meet the crtra below

 Drop al packels except those that meet the crteria below
Fers:

‘Source Address_| Source Network Mask.

Destnation Address | Destination Mask | Pi

ok Cancel





image118.png
. Command Prompt

Microsoft Windows [Version 16.6.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved

C:\Users\Administrator>ftp 192.168.1.101
> ftp: connect :Connection timed out
Ftp> quit

C:\Users\Administrator>hostname
DC1-NT

C:\Users\Administrator>




image119.png
iMicrosoft Windows [Version 16.6.19842.568]
(c) 2026 Microsoft Corporation. All rights reserved.

\Users\administrator.NWTRADERS>Ftp 192.168.1.101
d> ftp: connect :Connection timed out
IFtp> quit

\Users\administrator.NWTRADERS>hostname
WS 1-NuT

C: \Users\administrator . NWTRADERS >,





image120.png
Administ

Microsoft Windows [Version 16.6.19842.568]
(c) 2026 Microsoft Corporation. All rights reserved.

\Users\Administrator>ftp 192.168.1.101

iConnected to 192.168.1.161.

226-Microsoft FTP Service

226 Welcome to PAUL's FTPSERVER.

200 OPTS UTF8 command successful - UTF8 encoding now ON.
User (192.168.1.101: (none)): WIN-1L6491L8LDO\ftpuser
331 Password required

Passuord:

236 User logged in.

Ftp> quit

221 Goodbye.

\Users\Administrator>hostname
DESKTOP-IHGIETL

:\Users\Administrators.





image121.png
& Routing and Remote Access
Fle Acion View Help

e aEXECE HE

" Routing and Remote Access
5 Sever Status
v ) DCI-NWT (local)
T NetworkInterfaces
&3 Remote Access Logging|
vE e
 Genersl
T sttic Routes
Fre
e

- X
N Type 1P Address Incoming bytes Outgoing bytes Static Fitters Ad]

et Update Routes 1921681001 0 56,50 M0
Bloopback 10, 107/1P Informtion. 127001 ° ° v
Bintemet Notovalable - - Disbled unl

Show IP Addresses...

‘Show UDP Listener Ports...

Delete.
Refresh

Properties
Help

Show Address Transations...





image122.png
ace Tpe  PAddes  Incomingbyies  Outgoing by
T PublicNet Properties 7 x 7388
ivateNet] 58,258
o
Thesef{ ¥ Source network
Fiter ac| IP address: 192.168.100. 2
& Tran —
— | [FEE
€ Diof
Fiters: | ¥ Destination network
IP address: 192.168. 1 101 13
— | [EEEE
s = -
o
.
Destination port: 21
Lo o [
| |





image123.png
Outgoing b
217
154906

Type |P Address Incoming bytes
bictiet PublicNet Properties LY
vateNet!

opbact

o | Outbound Fikters 70X

Fiter acton;

Fiters:
‘Source Address

These fiters cortrol which packets are received by tis network

© Transmit o packets except those that meet the crtera below
% Drop all packets except those that meet the crteria below

‘Source Network Mask

New. Edt. Delete

[ o | conen

oK





image8.png
IPv6 Route Table

Active Routes:
If Metric Network Destination
1 331 ::1/128

10 281 feso.
7 281 feso.
7 281 feso.

64
/64

10 281 feso:

1 331 ffee
10 281 ffeo.
7 281 ffeo.

persistent Routes:
None.

C: \Users\Administrators,

©
I

Gateway
on-Link
on-Link
on-link

1fc:3d7:F647:6F51/128

On-Link

e59d: Cf5:7ae6:e08f/128

on-Link
on-Link
on-Link
on-Link

1546
e g B




image124.png
dministr wmand Prompt

[Hicrosoft Windows [Version 16.6.19842.568]
(c) 2026 Microsoft Corporation. All rights reserved.

IC: \Users\administrator . NWTRADERS>Ftp 192.168.1.101
iConnected to 192.168.1.161.

226-Microsoft FTP Service

226 Welcome to PAUL's FTPSERVER.

200 OPTS UTF8 command successful - UTF8 encoding now ON.
lUser (192.168.1.161: (none)): WIN-1L6491L8LDO\Ftpuser
331 Password required

:\Users\administrator.NWTRADERS>





image125.png
Select features

Before You Begin
Installation Type
Server Selection

Server Roles

Select one or more features to install on the selected server.

Features

NET Framework 4.5 Features (Installed)
Background Intelligent Transfer Service (BITS)
BitLocker Drive Encryption

BitLocker Network Unlock

BranchCache

Client for NFS

Data Center Bridging

Enhanced Storage

Failover Clustering (Installed)

Group Policy Management

Ink and Handuwriting Services

Internet Printing Client

1P Address Management (IPAM) Server

DESTINATION SERVER
s3vdalfcd1 savilltech.net

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.





image126.png
File Action View Help

= zE A=

24 Failover Cluster Manager
4 B savdalfclus.savilltech.net
T Roles
4 T3 Nodes

g savdalfcOl

3 savdalfco2
4[5 Storage

&5 Disks

8 Pools
4 [ Networks

& Cluster Internal

& Cluster Public

Cluster Events

i

Search 1| Queries w || v v
Name Status Assigned To Owner Node Disk Number Capacity Information

& Cluster Disk 1 (® Online. savdaffstrad savdalfc02 50GB.

& Cluster Disk 2 (® Online Cluster Shared Volume savdaffc02 50GB

& Cluster Disk 3 (® Oniine Disk Witness in Quorum savdafic02 1GB

<) th

<

v gml}*l

Volumes (1)

Data2 (F:)

= [
37 \TFS 50 GB free of 50 GB

DD D@E@®RR

Add Disk

Move Available Storage
View

Refresh

Help

Bring Online
Take Offline

Information Details...
Show Critical Events

More Actions

Remove from savdalfstrad
Properties

Help




image127.png
File Action View Help

L4
& Fail D 4 Actions
“ Search P || Queres v | v v
4 [ Nodes Name Status Assigned To Owner Node Disk Number  Capacty Information & AddDisk
8 savdalfc0t & Cluster Disk 1 (® Oniine savdaffstrad savdafic02 2 50GB % Move Available Storage »
a Si e 3 Cluster Disk 2 @ Online Cluster Shared Volume savdalfc02 3 50GB View »
ot
‘Pt 3 Cluster Disk 3 @ Orine Disk Winessin Guonm _ savdalicl2 1 168 B
B Pools & Cluster Disk 4 (® Onine Available Storage savdalfc01 4 5GB
Help
4 (53 Networks
& Cluster Internal
& Cluster Public @ Bring Online
Cluster Events
3 Take Offline
Information Details...
Show Critical Events
B More Actions »
< w > Properties
Help
v % Cluster Disk 3
Volumes (1)
Quorum (G)
=, — )
37 NTFS 921 B free of 830 B





image128.png
ﬁ Select Quorum Configuration Option

Before You Begin

Configuratio
Select Quoum
Winess
Confimation

Corfigure Cluster
Quorum Settings

Summary

Select a quorum configuration for your cluster.
O Use typical settings (recommended)
The cluster determines quorum management options and. if necessary. selects the quorum witness.

@® Add or change the quorum witness
Ywmwmmm,mwwmmmmﬁvmms,

O Advanced quorum configuration and witness selection
You determine the quorum management options and the quorum witness.





image9.png




image10.png
[

Bést match

@
[ server Manager
= pecktop app





image11.png
fE Server Manager

B Local Server

Al Servers
W& File and Storage Services b

WELCOME TO SERVER MANAGER

a Configure this local server

QUICK START
Add roles and features

Add other servers to manage
Create a server group

5 Connect this server to cloud services
Hide

A woN

ROLES AND SERVER GROUPS

Roles: 1 | Server groups: 1 | Servers total: 1

File and Storage

S 1 i Local Server 1
@ Manageability @ Manageability

Events Events

Services Services

Performance Performance

BPA results BPA results




image12.png
s Add Roles and Features Wizard

Before you begin

Instalation Type

Server Selection

- o x

DESTINATION SERVER
WIN-1L649115109

“This wizard helps you instal roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verlfy that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current securty updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by defaut

< Previous | [ Next> Install Cancel





image13.png
s Add Roles and Features Wizard - o x

DESTINATION SERVER
WIN-1L649115109

Select installation type

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

Install Cancel

<Previous | [ Next>





image14.png
s Add Roles and Features Wizard

Select destination server

Before You Begin

Instalation Type

Server Roles

Features

Select a server or a virtual hard disk on which to install roles and features.

Select a server from the server pool
O Select a virtual hard disk

Server Pool

o x

DESTINATION SERVER

WIN-1L649115109

Filter:

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and

newly-added servers from which data collection i stllincomplete are not shown.

< Previous.

Install

Cancel





image15.png
s Add Roles and Features Wizard

Select server roles

Before You Begin
Instalation Type
Server Selection

Features

Select one or more roles to install on the selected server.

Roles

] Active Directory Domain Servces
[ Active Directory Federation Services
[ Active Directory Lightueight Directory Servces.
[ Active Directory Rights Management Services.
[ DHCP Server
[ DN Server
O Fax Server.
] File and Storage Servces (4 of 11 instaled)
O Hyper-v
(] Network Policy and Access Services
O Print and Document Services
O Remote Access
(] Remote Desktop Services
O Volume Activation Services.
[ Web Server (ii5)
(] Windows Deployment Services
(] Windows Server Update Services

- o

DESTINATION SERVER
WIN-1L649115109

Description
Active Directory Certficate Services
(AD C5) s used to create
certification authorities and related
role services that allow you to issue
and manage certifcates used in a
variety of applications.

x

< Previous.

Install Cancel





image16.png
., Add Roles snd Festures Wizard

Add features that are required for Web Server (IIS)?

The following tools are required to manage this feature, but do not

1 have to be installed on the same server.

4 Web Server (I5)
4 Management Tools
[Tools] IS Management Console

Include management tools (if applicable)

Add Features

Cancel

e





image17.png
s Add Roles and Features Wizard - o x

DESTINATION SERVER

Select server roles piivny
st vou s Selectone or more oles tointal on the selected sever H
Installation Type Roles Description

| Server selection 1 Actve Direcory Cortfcte Servies Web Server (1) provides 2 reisble,
TR | O o oo Domen e manageable, and scalable Web
- ] Active Diectory Federation Services application infrastructure,
i [ Active Directory Lightweight Directory Services
Web Server Role (IS) [ Active Directory Rights Management Services
S seices g prrsener
Confirmation [ FaxServer
@] File and Storage Services (4 of 11 installed)
0 Hyper-v

(] Network Policy and Access Services
O Print and Document Services

O Remote Access

(] Remote Desktop Services

O Volume Activation Services.

Web Server (IIS)

(] Windows Deployment Services

(] Windows Server Update Services

<Previous | [ Next> Install Cancel

— — — —




image18.png
s Add Roles and Features Wizard

Select featurgs

Before You Begin
Instalation Type
Server Selection
Server Roles
IETEE
Web Server Role (1)
Role Services

Confirmation

Select one or more features to install on the selected server.

Features

ST e oo Feoture
o (8] .NET Framework 47 Features (2 of 7 installed)
v ] Background Inteligent Transfer Service (BTS)

[ BitLocker Drive Encryption

O BitLocker Network Unlock

¥ BranchCache (instaled)

O Client for NFS.

(] Data Center Bridging

[ Direct Pay

[ Enhanced Storage

9 Group Policy Management (installed)

[ VO Quality of Service

[ 11S Hostable Web Core:

[ Internet Printing Client

(] 1P Address Management (PAM) Server

[ iSNS Server service

O LPR Port Monitor

(] Management OData IS Extension

71 Media Foundation

DESTINATION SERVER
WIN-1L649115109

Description
NET Framework 3.5 combines the
power of the NET Framework 20
AP with new technologies for
building applications that offer
appealing user interfaces, protect
‘your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

< Previous.

Next >

Install Cancel

Events

Events





image19.png
s Add Roles and Features Wizard - o x

oesmATO sexves
Web Server Role (IIS) ey
st vou s Web servers are computers that et you shar information over the Internet or through inranets and | —
extranets, The Web Server role includes Intemet Information Services (1IS) 10.0 with enhanced security,
Installation Type diagnostic and administration, a unified Web platform that integrates IS 10.0, ASP.NET, and Windows
RS Commnication Foundation.
Server Roles
Features

* The default installation for the Web Server (IIS) role includes the installation of role services that
ensble you to serve static content, make minor customizations (such s default documents and HTTP.
errors), monitor and log servr actity, and configure satic content comprssion.

Role Services

Confirmation

More information about Web Server IS

<Previous | [ Next> Install Cancel

Events T Events




image20.png
s Add Roles and Features Wizard - o x

DESTINATION SERVER

Select role services piivny
Before You Begin Select the role services to instal for Web Server (IS) =
Installation Type Role services Description
Server Selection 4 Y] Security ~]  FTP Server enables the transfer of
Server Roles Request Filtering files between a client and server by

Basic Authentcation using the FTP protocol. Users can
ReEIs [ Centralized SSL Certficate Support establish an FTP connection and
‘Web Server Role (IIs) [ Client Certificate Mapping Authentication transfer files by using an FTP client.
[ Digest Authentication or FTP-enabled Web browser.
[ 1S Client Certificate Mapping Authenticatic
Confirmation [ 1P and Domain Restrictions.

0 URL Authorization
O Windows Authentication

gggigon Osmer

FTP Service
[ FP Extensibity
Management Tools
1IS Management Console
v CJ 115 6 Management Compatibilty
] 1S Management Scripts and Tools
[ Management Service .

<Previous | [ Next> Install Cancel

— — — —




image21.png
s Add Roles and Features Wizard

Confirm installation selections

Before You Begin
Instalation Type
Server Selection
Server Roles
Features

Web Server Role (IS)

Role Services

o instal the following roles, role services, or features on selected server, click Install.

] Restart the destinston server automatical f required

DESTINATION SERVER
WIN-1L649115109

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

their check boxes.

Web Server (I5)
Web Server
Common HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors
Security
Request Fittering
Health and Diagnostics

Export configuration settings
Specify an alterate source path

< Previous.

Next >

Install

Cancel





image22.png
YEIVER TVidHagsr

T Add Roles and Fetures Wizard —
Installation progress sesTATON senveR

] View installtion progress =

@ Festure nsaliion
Instalstion succeeded on WIN-1LG491LELDS,

Web Server (II5) ~
Web Server

‘Common HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors.

Security
Request Fitering

Health and Diagnostics
HTTP Loaging v

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Detais.

Export configuration settings

<Previous | [ Next> Close. Cancel

Events T Events




image23.png
[ Server Manager

B Local Server

s All servers

W& File and Storage Services b
fous

6 Configure this local ser

Add roles and features
Add other servers to man|
Create a server group

5 Connect this server to clol

ROLES AND SERVER GROUPS

Roles:2 | Servergroups: 1 | Servers total: 1

File and Storage

Services ! B s

@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results

Component Services
Computer Management

Defragment and Optimize Drives.

Disk Cleanup

Event Viewer

Group Policy Management

Internet Information Services (IS) Manager
iSCSl Initiator

Local Security Policy

Microsoft Azure Services

‘ODBC Data Sources (32-bi)

‘ODBC Data Sources (64-bit)

Performance Monitor

Print Management

Recovery Drive

Registry Editor

Resource Monitor

Services

System Configuration

System Information

Task Scheduler

Windows Defender Firevall with Advanced Security
Windows Memory Diagnostic

Windows PowerShell

Windows PowerShell (x36)

Windows PowerShell ISE

Windows PowerShell ISE (x36)

Windows Server Backup.





image24.png
& Computer Management
Fle Acion View Help

5 @ Peformance
& Device Mansger
v € Storage
> ¥ Windows Servr Backu
2 Disk Management
3 Z Senices snd Applications

e amE o= Bm
@ﬁ,mpmwwmm (Loca| Name Full Name.
~ i} System Tools -
- e |
o o . Defuttcco.
> il Shared Folders Boguest i
& Local Users and Groups|| 24 WDAGUAty..
1 Users
1 Groups

A user account managed by the

Bui
A user account managed and use...

account for guest access:





image25.png
v & Local Users and Groups|| = 7

5 Usere
= 6r New User...
> @ Perfor
A Deic >
v 5 storage Refresh
S Wik ppont
= DiskN,

) BySenicesa Help




image26.png
Username:  [fpuser

Password

Confim password: e+

(s e shange pasewerd 2o loger)
[ User cannot change password

[ Password never expires:

[ Account is disabled





image27.png
& Computer Management
Fle Acion View Help

LAY

o

& Computer Management (Locs]
~ i} System Tools
> (@ Task Scheduler
S (@ Event Viewsr
> @i Shered Folders
~ & Local Users and Groups|
1 Users
= Groups
5 @ Peformance
& Device Mansger
v € Storage
> ¥ Windows Servr Backu
2 Disk Management
3 Z Senices snd Applications

Nome FullNome
5 Adminstrtor

i Defautacco.

Wirpuser  fpuser
i Guest

i WoAGUtiy..

Description

Built-in account for administering...

A user account managed by the

B
A user account managed and use...

account for guest access t..





image28.png
§3 Internet Information Services (IS) Manager

@ &) WINILBSILEDS >

File View Help

i
- r @) WIN-1L6491L8LD9 Home
R StertPage —
65 WIN-1L6491L6L00 (WiN-1L64 | " ~ o Show il Seounbys) Ares Mt
Application Pools P
Site a @ 3 L5 =
Add Website. 1GE G G L-Go) G GD
et FIP  FIPDirctory FIPFicwall  FIPIP  FTPLogging FIP Logon
L Adthorist.  Browsng | Support  Addresss Attempt R
AddFTP e P >
cquest
Mesages  Fiteing Islaton
s
b
2 9 (s B &
Adthentic.. Compression _Defout  Dirctory  EvorPeges  Handler HTTP
Document  Browsing Mappings  Respon.
= = e o= =)
5] Pl o= o “@y
logging  MIMETypes Modules  Ouput  Request  Sever  Worker
Cocting  Fitaing  Certfcates  Processes
Management

B8

Configurat.
Editor

=

Shared
Configurat.

&

Feature
Delegation

. ;| e nenven

@

Actions

Manage Server
2 Restart
® Siop

View Application Pools

View Sites

Get New Web Platform
e
@ rer




image29.png
Add FTP Site ?
Resta

W o Site Information Start
stop

View

f— View
STFTPSITE o
G

Content Directory Help

Physical path:

Previous Next Finish Cancel





image30.png
Brdhse For Flder

elect the physical path for the new FTP sie.

> [ Videos
Local Disk (C:)
v [ inetpub
5 1 custer
| fproot
5 [ history
[l togs
5 [ temp
| wwwroot

Make New Folder 3





image31.png
.

Add FTP Site

o Site Information

FIP site name:

1STFTPSITE

Content Directory
Physical path:

[Chinetpub\ftproot

Previous

Finish





image32.png
.

Add FTP Site:
o Binding and SSL Settings
inding
1P Address: Port
[All Unassigned BiE

[ Enable Virtual Host Names:

Virtual Host (example: ftp.contoso.com

tart FTP site automatically

st
® NossL

O Allowsst
O RequiressL
SSL Certcate:
Not Selected

Select.

Finish





image33.png
o

Add FTP Site

W Authentication and Authorization Information Start

Previous Next Finish Cancel





image34.png
9 Intemet Information Services (IIS) Manager
@5 @ > WINMHSRHQUGSST » Stes » ISTFTPSITE »

File View Help

Connections

I @ ISTFTPSITE Home

G SartPage Fitter: - % Go - FShowAl | Group by: Area -E-

v 63 WIN-MHSRHQUGES? (WIN-N
Application Pools TP )

h B B W o
@ 1STFTPSITE Go 1Go GO 0 G T GO
@ Defout Web s Fp FIP  FTP Cunent FIP Directory FIPFewall  FIPIP  FTP Logging

Authentic... Authorizat.. Sessions  Browsing  Support  Addressa

- % & B

FIP FTPRequest FIPSSL  FTP User
| Messages | Fitering  Seftings lsolation

Management

B8

Configurat.
Editor

< 5| [ Features View ] Content View

Actions

Open Feature

B e
i Pemssss
Editsite
it

[ Besic setings.

View Applications
View Virtual Directories
Manage FTP Site
Restart

stop
Advanced Settings.
@ rer

>




image35.png
5 Internet Information Services (IS) Manager
]
<« » WIN-1L6491L8LDY » Sites » ISTFTPSITE »

File View Help

FTP M
lessages
- 12118, @ 9
W5 St Page
v 95 WIN-1L6491L8LD9 (WIN-1L64 Message Behavior
Application Pools [ Suppress defautt banner
v (@] Sites
Supportuser varibles in messages
@ 1sTFPSITE O sup: 9

@ Defaut Wb Ste

Show detailed messages for local requests

Message Tet

Banner:

‘Welcome to PAUL's FTPSERVER.

Welcome:

Bt

Maximum Connections:

0 5| [ Festures View |12 Content View

Configuration: applicationHost.config’

The changes have been
successfully saved.

@® Hep




image36.png
Home  Share

View

<4 [ THSPC » LocalDisk(C) > inetpub [0] [ Searchinetpub

S Quick access
I Desktop

Sitems

1 item selected

Name

1 custerr
| ftproot
1 history
[ togs
[ temp

0 werwroct

Date modified Type

20/03/2021 1118 File folder

* feproot Properies

General Sharing  Securty  Previous Versons  Custorize
Object name:  C:\inetpub\proot

Group or user names:
S8.CREATOR OWNER
82 5YSTEM

52 Administrators (WIN-1L6491LBLD9\Admiristretors)

2 1 1eare NN G511 81 10 o)
<

To change pemissions, lick Edt
Pemissions for CREATOR
OWNER

Fullcontrol

Modfy

Read & execute

Listfolder corterts

Read

Wite

Forspecil permissions or advanced setiings,
ik Advanced.





image37.png
[ % ftproot propertes x |

- Permisions for fproet
Secuty
Object name:  C:\inetpub ftproot

Group or user names
SR SYSTEM
7d | B2 Adminstrators (WIN-1L6491L8LD9\Administrtors)
2 Users (WIN-1L6491LBLD9\Users)
Pl |8 Tnstedinsater
dd Remove
Pemissions for CREATOR
OWNER Mow___Deny
Fullcortrl o o~
Modify [m] [m]
| Resdteeate o o
cif | Listfolder contents [m] [m]
Read o o .
oK Cancel ooty





image38.png
20052021 11:18  Hile folder

x|

x
Select Users o Groups x
o
| electtis abiec tpe:
5| [User. Groups. o Bitin sscusy pncials Object Types.
===
<| [WinLsssieps Locations.
0| nerthe objectnames to select (exampes)
bo| [ B D ouser Check Names
|
|
|| [ Advancea. oK Cancel
|
|| Fullcontrol [m] [
|| Moy [m] [m]
o | Read s crccte O o
ci¢ | Listfolder contents [m] [m]
Read o o.





image39.png
ot ASUMIINIIIIE Cile baldar

- Permisions for fproet
oot Securty
Object name:  C:\inetpub ftproot

Group or user names:

62 CREATOR OWNER

S2.5YSTEM

82 Administrators (WIN-WHSRHQUGES\Adrinitrators)
& fipuser (WIN-MHSRHQUGEStpuser)

2 Users (WIN-MHSRHQUGEST\Users)

82 Trustedinstaller

o

Pemissions forfpuser

Fullcontrol
Modfy
Read & execute.
Listflder cortents
Read

2\l =]
&
oojz
ooooojg %’
D

oK Cancel Aoply





image40.png
View
w € © 2 [ > ThisPC > Local Disk(C) » inetpub » ftproot [ 0| [ Search ftproot
n Name - Date modified Type Size
s Quick access
PS g Desktop - ety
v View
¥ Downloads Sortby >
Documents
i * Group by > [
Shicoes # e
[ This PC Customize this folder.
& Network Paste =
Paste shortcut =
G >
New ] Folder
Properties 2] shorcut
5] Bitmep image
Contact
Rich TextDocument
TextDocument
Compresed (ipped) Folder
Otems

Features View | Content View





image41.png
Ip.
. [ [ = | fproot
home  shore view

<«

Titem

~ 4 [ > ThisPC > Local Disk (C)) > inetpub > ftproot > Search ftproot.
Neme Date modified Type Size
L[l FPuplosts /072021 1213 File folder
»
»
»
1 item selected

[= oy P





image42.png
P Windows Defender Firewall -

€ <1 M@ ConolPanel » System and Securty > Windows Defender ireval /6] | Search Control Panl »

Control Pane Home Help protect your PC with Windows Defender Firewall
Windows Defender Firewl can help prevent hackers o mlicious software from gaiing sccess o your PC
Allow an 3pp or festure thiough the Intemet o s network:
through Windows Defender
Firewal
Updte your Firewsl ettings
© Change notiiction setings pstey N

Windows Deender Fiewal s not sig the et s
© 1o indowsdeendr ecommented sesings to protect your computer L= i
© oo Whot e the recommended stfings
© Advancedsettings
Toublehootmynetwork B rrivete neworks Not connected
B cuestor public networks Connected
Networks i public places sch o iports o coffe shops
Windows Defender Fiewal stte: o b
Incoming connectons: Block l connections t apps thotar ot o the it
of slowcd ppe
Active public networks: T Unidentified network
Noticaton stte: Do nct ntify me when Windows DefenderFrenal

blocks 2 new app.

Seealso

Security and Maintenance

Network and Sharing Center





image43.png
1.

G
~

ENG @ (l)





image44.png
wWIAO=

Share

- Local Disk ()

View | Drive Tools

& v 4 i TSPC s LocalDisk(C) >

s Quick access

Sitems

LR

Name

[ perfLogs

[l Program Files

1| Program Files (x86)
[ Users

] Windows

Date modified

07/12/201908:14
27/09/2020 15:34
27/09/2020 15:36
18/03/2021 10:21
18/03/2021 09:46

Search Local Disk (C:)

Tpe Size

File folder
File folder
File folder
File folder
File folder





image45.png
R E Local Disk (C:) - o X
Home  Share  View | DrieTools ")
« > ThisPC > Local Dk () v | SeorchLocal Disk (C) »
Neme - Date modified Tpe Size
# Quick access
= . [ PerfLogs 07/12/2019 08:14. File folder
Desitop, ] Program Fies 2710972020 15:34 Filefolder
§ Downloads A [ prooram s 689 27/09/2020 15:36 File folder
Documents  # [ Ysers 18/03/2021 10:21 Fie folder
] Pictures # [ Windows 18/03/2021 0946 Fil folder
b Music
B videos View >
@ OneDri STy 4
Group by >
=R Refresh
& Network Paste
Paste shortcut
Undo Delete iz
Give accessto, >
New > Folder
Properties Shorteut
Rich Text Document
< Text Document
Sitems

18 Compressed (zipped) Folder





image46.png
IRE= Local Disk (C:) - o X
Home  Share  View | DriveTools )
« © 4 > ThisPC > LocalDisk () » v | SeorchLocal Disk (C) »

Name - Date modified Tpe Size
# Quick access 2
Perflogs 07/12/201908:14 Fie folder
I Desktop »
] Program Fies 2710972020 15:34 Filefolder
§ Downloads A [ prooram s 689 27/09/2020 15:36 File folder
Documents  # [ Ysers 18/03/2021 10:21 Fie folder
] Pictures # [ Windows 18/03/2021 0345 File folder
B Music || PR 2070872021 1233 File folder
B Videos
@ OneDrive
=R
& Network

Sitems





image47.png
11 & [ = | FiPFiles — o x
Home  Share  View R
« ~ 4 [l ThisPC > Local Disk (C:) > FTPFiles v O SearchFTPFiles P

Name - Date modified Tpe Size
# Quick access
I Desktop P This folder is empty.
Downloads  #
e View >
Documents
& Pictu » STy 2
Group by >
D Music .
Videos
L Custormize this folder.
@ OneDrive
Paste
=R Paste shortcut
Undo Rename iz
& Network

Oitems

Give accessto, >

New >

Rich Text Document
Text Document
1§ Compressed (zipped) Folder





image48.png
01 [ 5 | FIPFiles - o x
[ e [

« ~ 4 [l ThisPC > Local Disk (C:) > FTPFiles

v O | SearchFTPFiles »

Name. Date modified Tpe Size
 Quick access.

o fpfile2upload 20/03/2021 1236 Text Document
& Downloads
Documents
=) Pictures

B Music

B Videos

ok

LR

7@ OneDiive

& Network

Titem  1item selected 0 bytes





image49.png
@ Administrator: Command Prompt

icrosoft Windows [Version 10.6.19842.568]
(c) 2620 Microsoft Corporation. All rights reserved.

:\Users\Administrator>ftp 192.168.161.1
onnected to 192.168.161.1.

226-Microsoft FTP Service

226 Welcome to PAUL's FTPSERVER.

206 OPTS UTF8 command successful - UTF8 encoding now ON.
User (192.168.161.1:(none)): WIN-1L6491L8LDO\Ftpuser
331 Password required

password:

236 User logged in.

Ftp> lcd c:\Ftpfiles

Local directory now C:\FTPFiles.

Ftp> dir

206 PORT command successful.

156 Opening ASCII mode data connection.

3-20-21 12:13PM <DIR> FTPuploads

226 Transfer complete.

ftp> put ftpfileaupload.txt
206 PORT command successful.
556 Access is denied.

ftp> put ftpfileaupload.txt
206 PORT command successful.
556 Access is denied.

Ftp> quit

:\Users\Administrator>

I

Ftp: 54 bytes received in ©.8@Seconds 54660.6eKbytes/sec.

ol ="

A @) NG

1449
20/03/2021





image50.png
20/03/202111:18  File folder

o

23 2

- Permisionsfor fproet
Secuty
Object name:  C:\inetpub ftproot

Group or user names:

62 CREATOR OWNER

S2.5YSTEM

62 Administrators (WIN-1L6491LBLD9\Admiristretors)
& fipuser (WIN-1L6491L8LD9\tpuser)

2 Users (WIN-1L6491LBLD9\Users)

82 Trustedinstaller

Pemissions forfpuser

Fullcontrol
Modfy
Read & execute.
Listflder cortents
Read





image51.png
d Prompt
Users\Administrator>ftp 192.168.101.1

Connected to 192.168.101.1.

220-Microsoft FTP Service

220 Welcome to PAUL'S FTPSERVER.

200 OPTS UTF8 command successful - UTF8 encoding now ON.
User (192.168.101.1:(none)): WIN-1L6491L8LDO\Ftpuser
331 Password required

Passuord:

230 User logged in.

Ftp> lcd c:\FTPFiles

Local directory now C:\FTPFiles.

ftp> dir

200 PORT command successful.

125 Data connection already open; Transfer starting.
63-20-21 12:13PM <DIR> FTPuploads

226 Transfer complete.

ftp: 54 bytes received in 6.86Seconds 54600.00Kbytes/sec.

ftp> put ftpfilezupload.txt

200 PORT command successful.

125 Data connection already open; Transfer starting.
226 Transfer complete.

Ftp> quit

221 Goodbye.

:\Users\Administrator>

I

o m @ ="

A @) NG

151
20/03/2021





image52.png
€ v [l THEPC > LoclDisk(CY » inetpub » fiproot >

s Quick access
I Deskeop.
& Downloads
Documents
=) Pictures

= ThispC

& Network

2items

s | feproot

Share

LRSS

View

Name

] Fipuploads
fipfezuplosd

Date modified

20/03/2021 1213
20/03/2021 1451

vo

Search ftproot

Type
File folder
Text Document

Size

oke





image53.png
T Server Manager

r > Da

i Local Server
i Al Servers
ADDS
& DNs

W& File and Storage Services b

WELCOME TO SERVER MANAGER

a Configure this local server

2 Add roles and features
3 Add other servers to manage
4 Create a server group

5 Connect this server to cloud services
Hide

ROLES AND SERVER GROUPS

Roles:3 | Servergroups: 1 | Servers total: 1

£ DNS 1
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance

BPA results BPA results

2010

20/03/2021




image54.png
s Add Roles and Features Wizard

Before you begin

Instalation Type

Server Selection

LS

DESTINATION SERVER
ST rsdre st

“This wizard helps you instal roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or

hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verlfy that the following tasks have been completed:

* The Administrator account has a strong password

* Network settings, such as static IP addresses, are configured

* The most current securty updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by defaut

< Previous

Next>

Install

Cancel

Events

Events





image1.png
Switch user





image55.png
s Add Roles and Features Wizard - o x

DESTINATION SERVER

Select installation type CT AT st

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual (—
machine, or on an offline virtual hard disk (VHD).

Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

o u7

<Previous | [ Next> Install Cancel

Events I Events T




image56.png
s Add Roles and Features Wizard

DESTINATION SERVER

Select destination server CT AT st

Before You Begin

Instalation Type

Server Roles

Features

Select a server or a virtual hard disk on which to install roles and features.

Select a server from the server pool
Select a virtual hard disk

Server Pool

Filter:

Name 1P Address. Operating System

1 Computer(s) found
This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data colection is stilincomplete are not shown.

<Previous | [ Next> Install Cancel

Events I Events T





image57.png
s Add Roles and Features Wizard - o x

DESTINATION SERVER

Select server roles CT AT st
e Select one or more roles o instal on the selected server. =
Installation Type Roles Description
Senveysslechon [ Active Directory Certficae Services Remote Access provides seamess

IEEETEE 7 i Directory Domain Senvices (nstale) connectivity through DirectAccess,

] Actve Directory Federstion Services VPN, and Web Applcation Proxy.
ares [ Active Directory Lightweight Directory Services DirectAccess provides an Always On
Remote Access [ Active Directory Rights Management Services and Always Managed experience.
[ DHCP Server RAS provides traditional VPN
Role Services ] DNS Server (installed) Services, including site-to-site.
[ Fax Server (branch-office o cloud-based)
8] File and Storage Serices (4 of 11 instaled) connectivity. Web Application Proxy
0 Hyperv ensbles the publishing of selected
0] Network Policy and Access Services HITE oo HITES s
[y el application from your corporate
netuorkto cient devices outside of
L ot Bt services the corporste network. Routing L
Vet et provides traditionslrouting
5 el Scrver (19 capabiites, inclucing NAT and other
] Windows Deployment Services connectiity options. RAS 2nd

Routing can be deployed in single-

Windows Server Update Services
o 't tenant or multi-tenant mode.

<Previous | [ Next> Install Cancel

Events T 1 Events T




image58.png
s Add Roles and Features Wizard

Select features

Before You Begin
Instalation Type
Server Selection
Server Roles

Featur

Remote Access

Role Services

Select one or more features to install on the selected server.

Features

SN Fromeworic 3.5 Featu
o (8] .NET Framework 47 Features (2 of 7 installed)
v ] Background Inteligent Transfer Service (BTS)

[ BitLocker Drive Encryption

O BitLocker Network Unlock

V| BranchCache (Installed)

O Client for NFS.

(] Data Center Bridging

[ Direct Pay

[ Enhanced Storage

9 Group Policy Management (installed)

[ /0 Quality of Senvice

[ 11S Hostable Web Core:

[ Internet Printing Client

(] 1P Address Management (PAM) Server

[ iSNS Server service

O LPR Port Monitor

(] Management OData IS Extension

71 Media Foundation

DESTINATION SERVER
ESRTrA——.

Description
NET Framework 3.5 combines the
power of the NET Framework 20
AP with new technologies for
building applications that offer
appealing user interfaces, protect
‘your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

< Previous.

Next >

Install Cancel

Events ‘ ‘

Events




image59.png
s Add Roles and Features Wizard

Remote Access

Before You Begin
Instalation Type
Server Selection

Server Roles

Features

Role Services

DESTINATION SERVER
ESRTrA——.

Remote Access integrates DirectAccess, VPN, and Web Application Proxy in a single management
console.

Deploy DirectAccess to allow managed domain-joined computers to connect to the internal corporate.
network as DirectAccess clients. Connectiviy is seamless and transparent, and i available any time
client computers are located on the Internet. DirectAccess administrators can remotely manage clients,
‘ensuring that mobile computers are kept up-to-date with security updates and corporate compliance
requirements.

Deploy VPN to allow client computers running operating systems not supported by DirectAccess, or
configured in  workgroup, to remotely access corporate networks over a VPN connection.

Deploy Web Application Proxy to publish selected HTTP- and HTTPS-based applications from your
corporate network to client devices outside of the corporate network. It can use AD FS to ensure that

users are authenticated before they gain access to published applications. Web Application Proxy also
provides proxy functionality for your AD FS servers.

Configure RRAS routing features using the Routing and Remote Access console.

<Previous | [ Next> Install Cancel

T Events T T Events





image60.png
Far Add Roles and Features Wizard

DESTINATION SERVER

Select role servi

7, Add Roles snd Festures Wizard

Add features that are required for DirectAccess and
VPN (RAS)?

You cannot install DirectAccess and VPN (RAS) uniess the following
role services or features are also installed.

RAS Connection Manager Administration Kit (CMAK)
4 Remote Server Administration Tools
4 Role Administration Tools
4 Remote Access Management Tools
[Tools] Remote Access GUI and Command-Line Too
4 Web Server (I5)
4 Web Server
4 Common HTTP Features
Static Content
Defaut Document
Directory Browsing

Include management tools (if applicable)

Add Features | | Cancel

ESRTrA——.

X

btion
cess gives users the
nce of being seamlessly
lted to their corporate.
any time they have Internet

With DirectAccess, mobille
fters can be managed any.
Je computer has Internet
Hivit, ensuring mobile users
}-to-date with security and
health policies. VPN uses the
Hivity of the Internet plus a
hation of tunnelling and data
fon technologies to connect
clients and remote offices.

<Previous | [ Next>

Install Cancel

Events ‘ ‘ Events





image61.png
s Add Roles and Features Wizard

Select role services

Before You Begin
Instalation Type
Server Selection
Server Roles
Features

Remote Access

Web Server Role (IS)
Role Services

Confirmation

Select the role services to install for Remote Access

Role services

DirectAccess and VPN (RAS)
Routi

DESTINATION SERVER
ESRTrA——.

Description

Web Application Proxy enables the
publishing of selected HTTP- and

HTTPS-based applications from your

corporate network to client devices.
outside of the corporate network. It
can use AD FS to ensure that users
are authenticated before they gain
access to published applications.

Web Application Proxy also provides

proxy functionality for your AD FS

<Previous | [ Next> Install Cancel
Events Events
Services Services





image62.png
s Add Roles and Features Wizard - o x

oesmuToN seRves
Web Server Role (IIS) ST st
st vou s Web servers are computers that et you shar information over the Intemnet, or through intranets and |-
extranets, The Web Server role includes Intemet Information Services (1IS) 10.0 with enhanced security,
Installation Type diagnostic and administration, a unified Web platform that integrates IS 10.0, ASP.NET, and Windows
RS Commnication Foundation.
Server Roles
Features

* The default installation for the Web Server (IIS) role includes the installation of role services that
Remote Access enable you to serve static content, make minor customizatins (such as default documents and HTTP.
errors), monitor and log servr actity, and configure satic content comprssion.

Role Services

Role Services

Confirmation

More information about Web Server IS

<Previous | [ Next> Install Cancel

T Events T T Events




image63.png
] e AddRotesand estres Wiz

o

3

Select role services

Before You Begin
Instalation Type
Server Selection
Server Roles
Features

Remote Access

Role Services

Web Server Role (IS)

Confirmation

Select the role services to installfor Web Server (I5)

Role services

‘Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Statc Content
[ HTTP Redirection
] WebDAY Publishing
Heslth and Diagnostcs

HTTP Logging
[ Custom Logging
[ Logging Tools
(] ODEC Logging
[ Request Moritor
[ Tracing
Performance
Statc Content Compression

] Dynamic Content Compression
1 Security

N

- o

DESTINATION SERVER
ESRTrA—.

Description
‘Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
Server extensions. You can use the
Web Server to host an internal or
‘external Web site or to provide an
environment for developers to
create Web-based applications.

< Previous.

Install Cancel

BDA oo T T Rrpa recule





image64.png
T Add Rles an Fetures Wizrd

rve|

rs

Confirm installation selections

Before You Begin
Instalation Type
Server Selection
Server Roles
Features
Remote Access

Role Services
Web Server Role (1)

Role Services

o instal the following roles, role services, or features on selected server, click Install.

] Restart the destinston server automatical f required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

their check boxes.

o

DESTINATION SERVER
ESRTrA—.

X

RAS Connection Manager Administration it (CMAK)
Remote Access
DirectAccess and VPN (RAS)
Routing
Remote Server Administration Tools
Role Administration Tools.
Remote Access Management Tools.

Remote Access GUI and Command-Line Tools:

Web Server (IS)
Management Tools

Export configuration settings
Specify an alterate source path

< Previous.

Next >

Install

Cancel

BDA oo T T Rrpa recule





image2.png
cuments

Best match

i Command Prompt
App

st
"o Command Prompt

= Replace Command Prompt with
Windows PowerShell in the Win

Search the web.
= open
P omd-seew

Run as administrator
Openfile location

Pin to Start

% 24

Pin to taskbar

£ emd





image65.png
. Add Rolesend Festures Wizard E——

vel
DESTINATION SERVER

s| Installation progress CT AT st

View installation progress

@ Festure nsalition
Configuraton required. Instlsion succeeded on DCT-NWT mutracers st

Remote Access ~
irectAccess and VPN (RAS)

Configure the role

Open the Getting Started Wizard

Routing
RAS Connection Manager Administration Kit (CMAK)
Remote Server Administration Tools.
Role Administration Tools.
Remote Access Management Tools.
Remote Access GUI and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Detais.

Export configuration settings

<Previous | [ Next> Close. Cancel

BPA results T BPA results




image66.png
r)

Welcome to Remote Access.
Use the options on this page to configure DirectAccess and VPN,

—> Deploy both DirectAccess and VPN (recommended)
Configure Directhccess and VPN on the server, and enable DirectAccess client computers. Allow
remote client computers not supported for DirectAccess o connect over VPN,

—> Deploy DirectAccess only

Configure DirectAccess on the server, and enable DirectAccess client computers.

—> Deploy VPN only

| Configure VPN using the Routing and Remote Access console. Remote client computers can
connect over VPN, and multiple sites can be connected using VPN site-to-site connections. VPN

1 Combe used b cients ot uppored for Directhceess.





image67.png
E Routing and Remote Access
Fie Acion View Help
e amE XE mﬁﬁ

T Rovting snd Remere Aceess | [REAC

5 Sever Status oo
3 DCI-NWT flocal Confinura tha Dantina and Remote Access Ser

Configure and Enable Routing and Remote Access. Less, on the Action menu, ci
Disable Routing and Remote Access

AlTasks >
View >
Delete

Refresh

Properies





image68.png
t upRautina and Remnte the Ach

i Enahle

Routing and Remote Access Server Setup Wizard

Welcome to the Ro:
Server Setup Wizard

remote clerts.

To continue, cick Next.

g and Remote Access

This wizard helps you set up your server so hat you can
‘connect to other networks and alow connections from

Nex >

Cancel





image69.png
Routing and Remot the At lick Confiaure and Enble Routing

Routing and Remote Access Server Setup Wizard

Configuration
You can enable any of the folowing combinations of senvices, or you can
customize this servr.

© Remote access (dalup or VPN)
Allow remote clients to connect tothis server through ether a diahup connection ora
secure vitual pvate network (VPN) ntemet connection

€ Networ adress translation (NAT)
‘Alow intemal clens to connect to the Intemet using one public [P address.

© Vitualprvate network (VPN) access and NAT
Allow remote clients to connect to this server through the ntemet and localclerts to
‘connect to the Inemet using a sigle publc P address.

€ Secure connection between two pivate networks
Connect this network to a emote network, such as  branch offce.

& Custom corfiguration
‘Select any combination of the features avalable in Routing and Remote Access.

<Back Next> Cancel





image70.png
and Remote Access Server Setup Wizard

Custom Configuration
Whenthis wizard loses. you can configure the selected services i the Routing
and Remote Access consol.

‘Select the services that you want to enable on his server.
T~ VPN access

T~ Dialup access.

I Demanddial connectons (used for branch ofice routing )
™~ NaT

¥ LANrouting

<Back Next> Cancel

o Aemns the Lo licke Canfiaurs and Frakls Rounna





image71.png
tina and Remats the act "

A Enab

Routing and Remote Access Server Setup Wizard

Server Setup Wizard
Access Server Setup wizard

Summry of selectons:
(AN routing

To cose this wizard, clck Finish.

Completing the Routing and Remote Access

You have successflly conpleted the Routing and Remote:

Afer you dlose this wizad, corfigurethe selected senvices
inthe Routing and Remote Access console.

Fiish

Cancel





image72.png
the Act lick Confi i Enable R

ard

Routing and Remote Access Server Setup

Completing the Routing and Remote Access
Server Setup Wizard

You have successfuly completed the Routing and Remote
Access Server Setup wizard

Routing and Remote Access —

‘Start the service

The Routing and Remote Access service is ready to use.

[Satumnice] _comes |

inthe Routing and Remote Access console

“To close this wizard, cick Frish.

<Back Frish Cancel





image73.png
» EEd &S G| M LE
out| Completing Initiaization

50 Please wait whi the Routing and Remote Access
@ service finishes intialzation.





image74.png
T Routing and Remote Access
File Action View Help

e aEEcR Hm

' Routing and Remote Access
D Server st Interface.
v & DCI-NWT (local)
B NetworkInterfaces || S PublicNet
23 Remote Access Logging | &2 PrvateNet?
v E P 2 Loopback
H General Finternal
E St Newlnterface.
Z R NewRouting Potocol..

> B P

Show TCP/IP Information.
Show Multicast Forwarding Table.
‘Show Multicast Statistcs.

View R

Refresh
Export List...

Properties





image3.png
wmand Prompt

Microsoft Windows [Version 16.6.17763.737]

(c) 2018 Microsoft Corporation. All rights reserved

Users\Administrator>hostname
DCL-NWT

:\Users\Administrator>ARP -A

Interface: 192.168.100.1 --- Ox7
Internet Address Physical Address
192.168.100.255 FFFFFE-FF-FFFF
224.0.6.22 01-60-52-00-00-16
224.0.0.251 01-60-52-00-00-b
224.0.0.252 01-60-52-00-00-fc

Interface: 192.168.1.100 --- Oxa
Internet Address Physical Address
192.168.1.255 FFFFFE-FF-FFFF
224.0.6.22 01-60-52-00-00-16
224.0.0.251 01-60-52-00-00-b
224.0.0.252 01-60-52-00-00-fc

C:\Users\Administrator>,

Type
static
static
static
static

Type
static
static
static
static




image75.png
Dedicated 1921681001 0

New Routing Protocol

Cick the routing protocol that you want to add, then cick OK.
Routing protocols:

¥~ DHCP Relay Agent
¥ IGMP Router and Proxy.
¥ NAT





image76.png
Z Routing and Remote Access -
Fle Acion View Help

e @ XEER HE

" Routing and Remote Access
5 Sever Status
v B DCT-NWT (local)
T NetworkInterfaces
53 Remote Access Logging

Updatemode  Responses sent Responses received

There are no items to show in this view.

v E P
& Genenal
T static Routes
R
227 e

Show Neighbors..
View >
Detete
Refresh
BaportLis
Properties
Help





image77.png
New Interface for RIP Version 2 for Internet Protocol

“This routing protocol uns on the interface that you sefect below.

133 PublicNet





image78.png
New Interface for RIP Version 2 for Internet Protocol

“This routing protocol uns on the interface that you sefect below.
Interfaces:





image79.png
H Routing and Remote Access
Fie Acion View Help
e @ XEER HE

" Routing and Remote Access
5 Sever Status -
v [ DCI-NWT (loca) nterace

Update mode
E Network Interfaces. 2 publichet Periodic
&N Remote Access Logging| | & PrivateNet! Periodic
v EPv
B Genenal
B static Routes
ERP
H e

Responses sent

Responses received

No new notifications.





image80.png
T Server Manager — X

WELCOME TO SERVER MANAGER

i Local Server
T All Servers .
= a Configure this local server
i File and Storage Services b
fo s Q
2 Add roles and features
3 Add other servers to manage
4 Create a server group
5 Connect this server to cloud services
Hide
ROLES AND SERVER GROUPS
Roles:2 | Server groups: 1 | Servers total: 1
File and Storage N
. 1 s 1
Services w©
@ Manageability @ Manageability
Events Events N
Services Services
Performance Performance
BPA results BPA results





image81.png
R

T Add Rles and Festures Wizard —
Before you begin seTuToNsERE

This wizard helps you instal roles, role services, or features. You determine which roles, role services, o [~
features to instal based on the computing needs of your organization, such as sharing documents, or
Instalation Type hosting a website.

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verlfy that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current securty updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by defaut

< Previous | [ Next> Install Cancel

T Events T Events




image82.png
s Add Roles and Features Wizard

Select installation type

Before You Begin

Server Selection

Role-based or feature-based installation

Configure a single server by adding roles, role services, and features.

Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based

or session-based desktop deployment.

DESTINATION SERVER

WIN-1L649118109

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

< Previous.

Next>

Install

Cancel

T Events

Events





image83.png
—alll

s Add Roles and Features Wizard

Select destination server

Before You Begin

Instalation Type

Server Roles

Features

Select a server or a virtual hard disk on which to install roles and features.

Select a server from the server pool
Select a virtual hard disk

DESTINATION SERVER

WIN-1L649118109

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data colection is stilincomplete are not shown.

< Previous.

Install

Cancel

Events ‘ ‘





image84.png
s Add Roles and Features Wizard - o x

DESTINATION SERVER

Select server roles W-Ts12150
e Select one or more roles o instal on the selected server. —
Installation Type Roles Description
s seecion [ Actve Diectory Certficste Services Remote Access provides seamess

IEEETE ) i Directory Domain Senvices connectivity through DirectAccess,
-y [ Actve Directory Federstion Services VPN, and Web Applcation Proxy.

= [ Active Directory Lightweight Directory Services DirectAccess provides an Always On
Remote Access [ Active Directory Rights Management Services and Always Managed experience.
] DHCP Server RAS provides traditional VPN
Fole services [ NS Server senices, including ste-to-ite
[ Fax Server (branch-office or cloud-based)
8] File and Storage Serices (4 of 11 instaled) connectivity. Web Application Proxy
0 Hyperv ensbles the publishing of selected
] Network Policy and Access Services T HITES bosed)
1 Prnkand Docorment Servces application from your corporate
T netuorkto cient devices outside of
£ Remote Desetep Senices the corporste network. Routing |
] Volume Actation Sanves provides traditionslrouting
(8] Web Sarver 15 © of 43 mtalled) capabiites, inclucing NAT and other
] Winiows eplayment Semvces connectiity ptions RAS snd
3 Winciows Serrer Unite Serses Routing can be deployed in single-
tenant or muli-tenant mode.

<Previous | [ Next> Install Cancel

Events ‘ ‘ Events

P P




image4.png
dministr wmand Prompt

Microsoft Windows [Version 16.6.17763.737] ~
(c) 2618 Microsoft Corporation. All rights reserved.

C:\Users\Administratorsping 192.168.1.101

Pinging 192.168.1.161 with 32 bytes of data:
Reply from 192.168.1.161: bytes=32 time<ims
Reply from 192.168.1.161: bytes=32 time<ims
Reply from 192.168.1.161 2 time<ins
Reply from 192.168.1.101:

Ping statistics for 192.168.1.161

Packets: Sent = 4, Received = 4, Lost = © (6% loss),
Approximate round trip times in milli-seconds:

Minimum = ems, Maximum - ems, Average = 6ms

C:\Users\Administratorsping 192.168.161.1

Pinging 192.168.101.1 with 32 bytes of data:
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.

Ping statistics for 192.168.101.1
Packets: Sent = 4, Received = ©, Lost = 4 (166% loss),

C:\Users\Administrator>
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—> Deploy both DirectAccess and VPN (recommended)
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Configure DirectAccess on the server, and enable DirectAccess client computers.

—> Deploy VPN only
Configure VPN using the Routing and Remote Access console. Remote client computers can L
connect over VPN, and multiple sites can be connected using VPN site-to-site connections. VPN
can be used by clients not supported for DirectAccess.





image92.png
E Routing and Remote Access
Fle Acion View Help

«=|mEm

- * Remote Access
Configure and Enable Routing and Remote Access

es secure remote access to private networks.
configure the following:

Disable Routing and Remote Access

AlTasks > private networks.
Deete tewsy.

Refresh

Propertes

Help

—-ss server, on the Action menu, dlick Add Server.





image93.png
e oS e remaote tonrate netward

g And.
Routing and Remote Access Server Setup Wizard

Welcome to the Routing and Remote Access
Server Setup Wizard
This wizard hlps you se up your server so tha you can

‘connect to other networks and alow connections from
remote clerts.

To continue, cick Next.

Ba Nex > Cancel





image94.png
g 020

and Remat ik ot to private networks.

Routing and Remote Access Server Setup Wizard

Configuration

You can enable any of the folowing combinations of senvices, or you can
customize this servr.

© Remote access (dalup or VPN)
Allow remote clients to connect tothis server through ether a diahup connection ora
secure vitual pvate network (VPN) ntemet connection

€ Networ adress translation (NAT)
‘Alow intemal clens to connect to the Intemet using one public [P address.

© Vitualprvate network (VPN) access and NAT
Allow remote clients to connect to this server through the ntemet and localclerts to
‘connect to the Inemet using a sigle publc P address.

€ Secure connection between two pivate networks
Connect this network to a emote network, such as  branch offce.

& Custom corfiguration
‘Select any combination of the features avalable in Routing and Remote Access.

<Back Next> Cancel





