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1.0 Introduction

Hyper-Fort Ltd is an established company, that is currently looking to expand their existing systems to meet growing demands of both employee, and guests, wishing to utilise their own personal device for work use.  Users should be able to access and share network resources from anywhere, while ensuring the integrity of their data remains intact.  With network security being the focus of attention, a policy will be produced outlining key security measures, while a working topology will also be produced to demonstrate the network structure required for a BYOD network.

1.1	BYOD Networks

The term BYOD, or bring your own device is one that is being implemented in networks around the world.  Growing popularity for smart devices such as laptops, phones and wearables, see companies taking advantage of this existing technology, to improve the productivity and speed of work, by providing employees with the resources to work anywhere, at any time [1]. 

1.2	Security Threats

Utilising this type of network can deliver many benefits in a big organisation.  However, the security risks can be greater, by allowing employees to store confidential company data on their own personal device, the company is entrusting the individual to manage the security of that devise effectively, by ensuring adequate password protection is set up in case of loss or theft, and that no other unauthorised individual can gain access.

An increase in mobile devices being connected, can cause a strain on the networks bandwidth particularly when considering video conferencing.  This could potentially lead to network downtime causing disruption.  Other security risks can include cyber-attacks, inappropriate use of mobile applications and lack of policy informing user behaiour [2].

2.0	Risk Assessment 

The adaption of Hyper-Forts systems to allow local access to personal devices, and secure information sharing via a remote cloud, carries with it several potential risk factors that need addressing to ensure a secure network is maintained.

2.1	Network Applications and Service Risks

The user can be a substantial risk factor to consider, when looking at a networks from a security perspective.  Staff require training on how to be more vigilant when using the provided network services [3].  Each user on the organisations network will require a different level of security privileges, allowing administrators to easily suspend or delete a user who is no longer authorised to access those services or where there is inappropriate usage.

Other areas of concern include applications, internet, and email usage.  Providing staff with email can be a valuable asset for communication and completing a range of work-related tasks.  However, the service could also be used to share sensitive information [4], or can be an access point for malware, viruses, and other cyber-criminal activity.  

2.2	Information and Data Risks

Users accessing services through their own devices, will require extra levels of security, such as antivirus software.  We must also consider the issue of multitenancy, where the users existing data and applications, should be kept separate from that of the organisations [5].

A cloud service will be required to provide users remote access to files, folders, and applications stored on the organisation’s servers.  Sharing data incurs the risk of data leakage [6], where a user could gain access to information they may not be authorised to see.

By providing users with the ability to work and use services remotely, the organisation risks individuals downloading, replicating and potentially changing that data.  The network will need to incorporate security measures to prevent this.

2.3	Risk Analysis

Regular risk analysis is an important task to undertake, in order to maintain a secure network environment.  There are numerous ways in which a network can be stress tested to ensure its performance [7], including;

· filling a server with spam email messages.
· affecting a system with viruses or other malware.
· hacking into a machine and utilise its resources to spread spam messages.

While stress testing determines how a system holds up under attack, it is also important to understand one of the other many threats that could occur, especially in a BYOD system.  One simple approach to assess these other threats can be observed by using a “step-by-step approach to determine the likelihood of threat occurrence and to prioritise implementation” [8].  

[See Appendix:  Fig 2]

	→ Impact →
	→ Likelihood →

	
	
	High
	Medium
	Low

	
	High
	An unencrypted device connected to the network sharing data
	Unauthorised user gains access to sensitive data whilst using the service
	An unauthorised user gains access due to a weak password

	
	Medium
	A personal device has been stolen whilst using public transport
	Sensitive data has been shared using email to a known receipt
	No audit trail for monitoring staff usage and performance

	
	Low
	An employee has been dismissed but can still access services
	A device connected to the service is using out dated antivirus software
	A user opens a suspicious email from an unknown source



The analysis determines the main risks in a BYOD structure and shows that a secure cloud server will need to be implemented.  An application could also be used to support secure logins, while allowing a separate secure environment for sensitive corporate data.
The second priority is network monitoring, providing an auditing system for staff usage, and facilities to scan both incoming and outgoing email messages.  User privileges should also be reviewed to ensure that sensitive data cannot be viewed, downloaded, edited or redistributed by any unauthorised individual.  Lastly is creating awareness amongst users to ensure they understand the implications of an insecure device, and what they can do to protect themselves and the organisation.

3.0	Policy Scope

As mentioned previously any network needs to be supported by an effective user policy.  For the purpose of a BYOD system the policy show below will apply to all employee’s, guests and contracted third parties of Hyper-Fort Ltd.  It applies to all forms of information including that which is stored on both company and personal devices, databases and is transmitted across networks.  The aim of the policy is to make employees aware of potential cyber risks, promote adherence and provide guidance on important security measures.

3.1	Availability

Network downtime or loss of data, can cause long delays in getting important information to the end user.  It is the responsibility of the organisation to ensure adequate recovery plans are put in place, and data is stored in a manner that is secure.

3.2	Integrity

The data held within the network must remain accurate, for the time that information is held there, and precautions should be put in place to ensure that the data remains unchanged.  Precautions should include access control, authentication for a trustworthy environment while using personal devices and a system that ensures information and services that are being exchanged remain secure [9].

[bookmark: _Hlk533269584]3.3	Confidentiality

Hyper-Fort stores a range of information, including computerised records of customers, employees and business associates.  Both Hyper-Fort and users sharing personal data, have a responsibility to ensure the information is not accessible to anyone, without proper authentication.

3.4	Legislation

The Data Protection Act 2018 is the United Kingdoms General Data Protection Regulation.  The purpose of the legislation is to protect personal information stored by organisations, and to ensure that the data is both being used correctly and stored in a manner that is secure [10].

4.0	Key Responsibilities

4.1 [bookmark: _Hlk532861712]Responsibilities of the Organisation 

· To provide adequate training and awareness to ensure the contents of this policy are adhered to.
· To conduct risk assessments for information security and make improvements to reduce those risks.
· To take appropriate action and conduct proper investigations for each reported incident.

4.2 Responsibilities of the User

· It is the sole responsibility of all employees to ensure that there are no security breaches as a result of their own actions.
· Employees should operate a clear desk, clear screen policy. This means that sensitive data should be locked away when not in use.
· Users should report any security threat or incident to the appropriate manager.

5.0	Policy

[See Appendix:  Fig 1]

5.1	Network Access Control

Access to Hyper-Forts resources will be controlled by usernames and passwords.  Network administrators will ensure the appropriate security levels are given to users.  Audit trails can be used in applications that store personal information [11].  Users can manage their accounts via a company intranet or contacting the network administrators directly.

5.2	Correct Usage of Passwords

Strong passwords are essential to both individuals and organisations because they are the first line of defence in protection against cyber threats [12].  The general guidelines for creating a strong effective password includes;

· Should contain eight or more characters.
· Use a combination of lower, and uppercase letters, numbers and symbols.
· Should not include any easily discoverable information.
· Passwords should be changed regularly.
· Users should not share or keep hand written passwords.
· Users are instructed never reuse an old password.

5.3	Portable Devices and Remote Networking

It is the sole responsibility of all employees to ensure the safety of both their devices, and the information stored on it.  Personal devices that are infected, and are connected to the network, either wired or via wi-fi, can migrate the malware over to the organisation’s network [5]. Antivirus software can help prevent against this by performing regular scans on the device, and other precautionary measures should include; 

· Ensuring the device is properly password protected and the screen locked, when left unattended.
· Being extra cautious when using transportation or in any other public location, ensure the device is locked away in a secure carry case when not in use.
· Reporting loss or theft immediately to the police and relevant manager.


5.4	Network Monitoring

Hyper-Fort reserves the right to monitor the employee’s use of the network, including all network resources, applications, internet and email usage.  The reasons for monitoring include;

· Ensuring that Hyper-Forts policies are adhered to.
· Early detection and prevention of security threats.
· Maintenance of effective operations.

5.5	Internet and Email Use

To avoid inappropriate or illegal internet and email use that creates risk to the organisation, employees are advised to use the organisation’s internet, to assist in their day to day work duties only [13].  Incoming and outgoing emails are also monitored, outgoing messages are scanned for sensitive information and are restricted from being sent to remote destinations, while incoming mail is scanned for spam and viruses [4].

5.6	Malicious Software and Viruses

To protect both the employee and organisation from threats such as malicious software and viruses, the following precautions must be adhered to;

· Ensuring an updated antivirus software is installed on the device and is set up to complete regular scans.
· Employees are advised not to open any suspicious emails or download applications from an untrusted source.
· Ensuring all installed software is properly licenced.

5.7	Employee Leaving Procedure

When an employee is dismissed, resigns, or retires it is important to restrict or remove their access rights from the network.  Any devices provided by the organisation should be returned and company software used to access the organisations network, must be wiped from any personal devices.

5.8	Disposal of Devices and Media

Any equipment or media that has been used to store sensitive data must be professionally destroyed.  Formatting the media will not be enough because the data can be recovered using specialist software.  Instead the media should be destroyed in a manner where the data cannot be recovered [14].
 
5.9	Security Incidents

All incidents and security breaches should be reported to a line manager.  If a user suspects their device contains a virus or other malicious software, it should be reported immediately to the network administrators.  Where necessary, security breaches will be reported to the appropriate bodies and may result in disciplinary or criminal actions being pursued against the user.

6.0  	Implementation
[bookmark: _Hlk533282439]
Understanding the flow of data is key when designing and implementing a new or upgraded network system.  This helps to provides solutions for the key requirements and services that will need to be configured.  The data flow diagram or DFD below shows the authorisation of a user and the process the data goes through to authorise the user for access.
A data flow diagram can be expanded or broken down into different levels for further insight into the subprocesses and datastores of a network structure;




6.1  	Access Control and Administration

User access controls provide network administers with the tools to effectively manage the organisation’s services.  By developing a role-based access system, administrators can set privileges depending on the level of authorisation held by that particular user.  This type of control helps minimise the potential risks of data leakage [6] and ensures where employment is terminated access can easily revoked.

The role of the administrator should include managing the day-to-day activities of the service whilst conducting regular stress testing and risk assessments, to ensure the networks can withstand attacks from the continuously changing methods of cyber criminals.

6.2	Wireless Configuration

The infrastructure will require a number of wireless access points, located in key areas around the site, to ensure good network coverage is achieved.  Ensuring a secure level of encryption is vital when handling sensitive data.  WEP (Wired Equivalent Privacy) uses a strong level of encryption but is vulnerable because it can be easily exploited by hackers.  WPA (Wi-Fi Protected Access) provides a solution to WEP by encrypting the data based on the users password, and integrity checking monitors for data interception [15]. 

WPA2 - PSK	Authentication is achieved using a pre-shared key then converts this to a PMK (Pairwise Master Key) used to encrypt the data.

WPA2 - RADIUS	Authentication is achieved using an employee’s username and password, a random PMK is given to encrypt the data.

The pre-shared key method ensures good levels of security, but will always encrypt data using the same pairwise master key.  Implementing a RADIUS server on the network provides a random PMK for each user on the system, [16] giving an extra level of security.

6.3	Network Monitoring

Millions of emails pass through networks each day.  To minimise the number of spam messages being received, the system can scan messages, and discard any emails containing unsafe content.  The same technology can be utilised to detect sensitive data in a message, and restrict it from leaving the server [4], while auditing systems alert the administrator of the user in question.

Auditing systems allow tracking of user behaviour, the process provides an extra level of security when handling sensitive data.  Smarter systems can be trained to detect such behaviour.  Scanning SQL statements and existing audit logs for feature selection, the system constructs detection patterns, then monitors the network for abnormal activity [17].

6.4	Remote Cloud and Secure Environments

There are a number of models to consider when implementing a cloud service.  For a large organisation, with a number of employees, the more appropriate model, Infrastructure as a Service (IaaS), provides the organisation with the tools required to deliver resources to employees.  This model enables the organisation to keep control over operating systems, deployed applications and network configurations [18].

Deploying applications to personal device users can assist with containing corporate data in a separate, secure environment from that of the users.  Applications should include an email client for secure email messaging, a web browser for company intranet, and a file directory for accessing data.  However, developing applications of this type have both time and cost constraints and as a result third party providers such as MobileIron are often asked to provide “risk-based policies to prevent unauthorised users, endpoints, apps, or services from connecting to enterprise cloud services” [19].

6.5  	Firewall Placement

The firewall should be placed at the point where the private network meets the outside internet, so that all network traffic passes through it.  Each packet of data contains fields of information such as source and destination [20].  To operate, a firewall requires rules, which allows data to be mapped and handled correctly.  The rules are called policies and should be configured carefully to avoid handling conflicts.

[bookmark: _Hlk534154302]6.6	Disaster Recovery Systems

Users of the organisation’s network requiring valuable information stored, should be able to gain timely access to the company resources.  A disaster recovery plan can be used to prevent service downtime.
The implementation of RAID storage systems will ensure data continuity in the event of a disaster by reconstructing the data from the remaining functioning drives.  Backups of other data and applications should be automatic and run regularly.

Redundancy control provides network resilience in the event of hardware failure.  The technique involves duplicating packets of data and transmitting them over multiple paths in a network [21].  The redundancy controller establishes itself within the network, continuing to monitor paths and replace if required.  

7.0  	Conclusion

Hyper-Fort is an already established company looking to implement a secure structure for Bring Your Own Device services.  Utilising existing hardware and resources, we must compare a multitude of security techniques, and provide an in-depth analysis of the most appropriate and secure methods.  Risk analysis was completed to determine the most common risk factors for a BYOD service, using a method of prioritisation, the analysis showed that human factors and cloud services present the majority of risk in an organisation’s network.

Implementing a simpler approach by adding items such as service monitoring, network access control and generating policy awareness, provides an adequate solution to the human risk factors.  By providing a secure Wi-Fi encryption method and correctly configured firewall additionally protects incoming and outgoing traffic.

Cloud services models differ slightly, but mainly outline the level of knowledge, customisation and configuration required by the organisation.  A large enterprise company would be more suited to the Infrastructure as a Service model because it allows the most control over network security options. 
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Appendix

Fig 1 – Network Security Policy, Health and Social Care Information Centre
Obtained from place of work, ABMU NHS Trust
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Fig 2 – Sample Risk Analysis Template, EHR 2.0
https://ehr20.com/services/security-risk-analysis-for-mips-meaningful-use/[image: ]
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1 Purpose

The purpose of this Network Security Example Policy is to provide exemplar guidance
n line with HMG and private sector best practice for the implementation of an
organisation wide Network Security Policy. This Is in order to allow the reader to
produce the necessary policies and guidance for their business area and to ensure
that the applicable and relevant security controls are set in place in line with the
Department for Health, the wider NHS, health and social care and HMG requirements

2 Scope

The drafting of any policy governing the use of any Network in support of NHS or
health and social care business functions.

3 Applicability

This Example Policy is applicable to and designed for use by any NHS, health and
social care or associated organisations that use or have access to NHS systems
and/or information and data at any level

4 Guidance

This Example Policy provides guidance on the production of a Network Security
Policy. The Example Policy is In italics with areas for insertion shown as <> and the
rationale for each paragraph or section, where required, in ....]. This Example Policy
s supported by a more detailed Good Practice Guide on Network Security, which can
be used to assist in determining what is and what is not required i the exemplar
policy shown here.

Terminology
SHALL This term is used to state a Mandatory requirement of this policy
SHOULD This term is used to state a Recommended requirement of this
policy’
MAY This term i used to state an Optional requirement
Policy

Inadequate configuration and management of networks willead fo vuinerabillties that
could be exploited by internal or external attackers. The exploitation of such
vuinerabilities may incur damage to the <insert organisation name> business function
through the loss, compromise or corruption of information or data and/or the loss of
system facilties or system access.

<Insert organisation name> has a requirement that any network empioyed to support
the business function, shall be available when needed and can be accessed only by
legitimate users.

(Copyright © 2017 Hesih snd Social Csre Information Cenire




image9.tmp
Network Security

[The aim of the policy statement is to outiine that the security of an organisation's
network is important as this protects the data and information that is held or flows across
it and that it should only provide access to those who have a legitimate ‘Need to Know in
the course of their business role and function ]

[The sections of this policy should reflect the organisation’s other security policies as per
the section headings ]

General

« Networks shall be able to withstand or recover from attacks (o their availabilty,
integrity and confidentiaity.

Al network hardware, software and information assets under <insert organisation
‘name> control shall be protected. This shall be achieved by implementing a set of
well-balanced technical and non-technical measures.

« <Insert organisation name> shall provide effective and cost-effective protection that is
commensurate With the risks to ts network assets.

« <insert organisation name> shall implement the Network Security Policy in a
consistent, timely and cost effective manner.

[The aim of this section is to set out the minimum requirements for protecting an
organisation's network that transmits, processes o stores sensitive or security classified
information or data and information that otherwise needs to be protected. The policy may
need to be tailored to fit the constraints of the organisation, but it is recommended that
as a minimum the above points are included ]

[Smaller organisations may have outsourced their IT to a third-party provider; where this
Is the case the policy should reflect that the contract with the IT provider must include the
requirement for that provider to have an appropriate and agreed level of Network
Security ]

Physical & Environmental Security

« Gore network equipment shall be housed in a controlled and secure environment.

« Critical or sensitive network equipment shall be housed in an environment that
has a monitored temperature and back-up power Supply.

« Core network equipment shall be housed in secure areas, protected by a secure
‘perimeter, with appropriate security bariers and entry controls.

« Critical or sensitive network equipment shall be protected from power supply
failures.

« Critical or sensitive network equipment shall be protected by fire suppression
systems

« Smoking, eating and drinking shall be forbidden in areas housing critcal or sensitive
network equipment.

Al visitors to secure network areas shall be authorised by a senior member of the
technical support team prior to any visi.

Al visitors to secure network areas shall be made aware of security requirements.

Al visitors to secure network areas shall be logged in and out. The log shall contain
‘name, organisation, purpose of Visit, date, and fime in and out.

2017 Heslthand Socisl Gare Information Centre. 4
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« Entry to secure areas housing critical or sensitive network equipment shall be
restricted to those whose ob requires it <Insert organisation name> shall maintain
and periodically review a lst of those with unsupervised access.

[The physical and environmental security elements are just as important as the technical
elements. The above section lists the recommended minimum requirement. This should
be in line with the core elements of the organisation’s Physical Security Policy and
associated Procedures ]

Access Control

« Access rights to the network shall be on a strict Need to Know’ (NTK) basis and will
allocated on the requirements of the user's role and business need rather than on a
status basis.

« <Insert organisation name> management shall approve user access prior to acoess
being provided by IT Service Ops.

« Access shall only be granted once the Service Desk registers a user.

Al users to the network shall have their own individual user identification and
password.

 Users shall ensure that their password is kept secret and never shared.

« Users shall be sent a Terms of Use agreement on application, which they shall be
required to comply with.

« There shall be a formal, documented user registration and de-registration procedure
for access to any network. Separate authorisation shall be required for Remote
Access (o the nefwork.

« Access to any network shall be via a secure log-on procedure, designed to minimise
the opportunity for unauthorised access. Remote access shall be via secure two-part
authentication.

« Security privileges (i.e. 'Super-user' or nefwork administrator rights) to the nefwork
shall be allocated on the requirements of the user's role, rather than on a status
basis.

« User access rights shall, upon notification from <insert organisation name>
management, be immediately removed or reviewed for those users who have left the
department or changed roles.

[This section should reflect the core elements of the organisation's Access Control
Policy ]

Wireless Networks

« Users shall connect to wireless networks via authorised and managed access points.

« The SSID for staff access should be hidden and not broadcast thus reducing the
potential for inappropriate access.

e SSID for ‘guest’ access (o the Intemet only, should be broadcast so as fo make it
easlly available to authorised visitors. Access will be granted via the IT Service Desk

« Wireless networks shall utiise the latest approved level of encryption.
 Wireless networks shall utiise the latest approved authentication protocol.
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 Unauthorised devices connected to the wireless network shall be blocked with no
warning.

 Staff shall not attempt to connect personally owned wireless devices to the nefwork
without prior approval and authorisation from <insert organisation name>
Management.

[This section should reflect the organisation's Boundary Protection Policy for the wireless
controls ]

Third Party Access Control to the Network

« Third party access to the network shall be based on a formal contract that satisfies all
necessary <insert organisation name> security conditions.

«IT Service Operations shall ensure that all third party access to the network is logged.

External Network Connections

« <Insert organisation name> shall ensure that all connections to exteral networks
and systems conform to the Code of Gompliance and supporting guidance found in
the Information Governance Toolkit

« <Insert organisation name> shall ensure all connections to external networks and
systems are documented and approved before they commence operation.

Maintenance Contracts

« <Insert organisation name> shall ensure that maintenance contracts are established,
'managed and periodically reviewed for all network equipment.

Data and Software Exchange

« Formal agreements for the exchange of data and software between <insert
organisation name> and other organisations shall be approved by the Caldicott
Guardian, the relevant Information Asset Owner (IAO) and the Senior Information
Risk Owner (SIRO).

Fault Logging

« <Insert organisation name> shall ensure that a log of all fauits on the network is
maintained and reviewed; his should be quarterly.

Data Backup and Restoration

« <Insert organisation name> shall ensure that backup copies of switch configuration
and data stored on the network are taken regularly in accordance with the Backup
Policy and specific system requirements.

« <Insert organisation name> shall ensure that a log is maintained of switch
configuration and data backups detailing the date of backup and whether the backup
was successful

 Documented procedures for the backup process shall be produced and
communicated to all relevant staff

« Documented procedures for the storage of backup tapes shall be produced and.
communicated to all relevant staff.
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Al backup tapes shall be stored securely and a copy will be stored off-site.

« Documented procedures for the safe and secure disposal of backup media shall be
produced and communicated to all relevant staff.

« The restoration from a backup shall be tested reguiarly and the process documented;
the restoration testing should be at feast annually.

[This section should reflect the core elements of the organisation's Back-Up Policy ]

Malicious Software

« <Insert organisation name> shall ensure that measures are in place to defect and
protect the nefwork from viruses and other malicious software.

Unauthorised software

« Use of any non-standard software shall be approved by <insert organisation name>
management before installation.

Al software shall have a valid licence agreement - tis the responsibility of the
Information Asset Owner (IAO) to ensure that this s the case.

Secure Disposal or Re-use of Equipment

« <Insert organisation name> shall ensure that where equipment is being disposed of
all data on the equipment (e.g. on hard disks or tapes) is physically destroyed or
sanitised in accordance with the latest Goverment mandated requirements or its
classification, prior to disposal.

« <insert organisation name> shall ensure that where IT equipment cannot be securely

sanitised, itis physically destroyed in accordance with the fatest Government
standard

« <Insert organisation name> shall ensure that where electronic media are to be
removed from the premises for repair, where possible, the data is securely
overwritten.

[This section should reflect the core elements of the organisation's Sanitisation, Reuse,
Disposal and Destruction Policy ]

System Change Control

« <Insert organisation name> shall ensure that appropriate change management
processes are in place to review changes to the nefwork: which would inciude
‘acceptance testing and authorisation

« <Insert organisation name> shall ensure all relevant Network documentation is up to
date.

« <Insert organisation name> shall ensure that selected hardware and software meets
agreed security standards.

« Testing facillies shall be used for all new network systems. Development and
operational facillties should be separatec!

[This section should reflect the core elements of the organisation's Secure Configuration

Policy ]

7 Heath and &





image13.tmp
Security Monitoring
« <Insert organisation name> shall ensure that the network is monitored for potential
security breaches. All monitoring will comply with current legislation.

« <Insert organisation name> shall retain the right to access, modfy or delete all data
stored on or transmitted across its network_This includes data stored in personal
network folders, mailboxes etc. Data of a personal nature should be stored in a folder
marked or called ‘Private’. This does not, however, preclude access or removal of
such a folder on the authority of senior <insert organisation name> management If its
removal is deemed appropriate.

« <Insert organisation name> shall retain the right to disconnect or biock any device
connected either by physical or wireless means o the network
« <Insert organisation name> shall retain the right to block any physical non-approved
device connected to a piece of <insert organisation name> owned equipment.
[This section should reflect the core elements of the organisation’s Protective Monitoring
Policy ]

Training and Awareness

« <Insert organisation name> shall work in conjunction with the IT Trainers to provide
‘security awareness training for all Staff to ensure that they are aware of their
responsibiilties for securiy, and the actions that they need o undertake in order to

discharge those responsibilities.
 Allusers of the network shall be made aware of the contents and implications of the
Network Security Policy.

Reporting Data Security Breaches and Weaknesses

« Data Security Breaches and weaknesses, such as the loss of data or the theft of a
Iaptop, shall be reported in accordance with the requirements of <insert organisation
name> Security Incident Policy.

[This section should refer to the need to follow the organisation’s Securty Incident
Policy ]

System Configuration

« <Insert organisation name> shall ensure that there is an effective configuration
management process for the nefwork.

Disaster Recovery Plans

« <Insert organisation name> shall ensure that disaster recovery plans are produced
for the nefwork and that these are tested on a regular basis; which should be at least

annually.
[This section should reflect and relate to the organisation’s Disaster Recovery Policy ]
Unattended Equipment and Clear Screen
«  Users shall ensure that they protect the network from unauthorised access.
« Users shall log off the network when they have finished working.
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« <Insert organisation name> operates a ciear screen policy that means that Users
shall enstre that any equipment logged on to the network must be protected I they
leave It unattended, even for a short time. Workstations shall be locked or a
password controlled screensaver activated if a workstation is left unattended for a
short ime.

«  Users of dumb terminals shall log out when not using the terminal.
[This section should reflect the core elements of the organisation’s Clear Desk and
Screen Policy ]

Responsibilities
« IT Service Operations shall:

= Actas a central point of contact on nefwork security within <insert organisation
names, for both staff and exteral organisations.

« Implement an effective framework for the management of network security.
« Lead in the formulation of network security Standards and Procedures.

« Go-ordinate network security activities, particularly those related to shared
information systems or IT infrastructures.

« Create and maintain the implementation of network security.

« Ensure that risks to IT systems are reduced to an acceptable level by applying
security countermeasures identified following an assessment of the risk.

« Ensure the development and application of network security Standards and
Procedures in accordance with <insert organisation name> business needs,
policy and guidance.

« Ensure that access to <insert organisation name> nefwork is limited to those who
have the necessary authority and clearance.

« Provide advice and guidance to development teams to ensure that this policy is
complied with.

« Approve tested systems and agree plans for implementation.
« Support security incident investigations and assessments where necessary.
« Provide support on user matters refating to network security

= Ensure the security of the network, (that is information, hardware and software
used by staff and, where appropriate, by third parties) is consistent with legal and
management requirements and obligations and in accordance with <insert
organisation name> business needs, policy and guidance.

« Ensure that staff are aware of their security responsibiliies.
« Ensure that staff have had suitable security training.

« Ensure that the IT Service Desk is promptly notified when new accounts are
required.

« Ensure that the IT Service Desk is promptly notified when existing accounts are to
be reviewed or deleted, e.g. when a member of staff changes roles or leaves the
organisation.

« Users shall:
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« Safeguard hardware, software and information in their care.
« Prevent the introduction of malicious software on the organisation's IT systems.

« Ensure their password is kept secret - passwords shouid not be shared under
any circumstances.

« Report on any suspected or actual breaches in securiy.
* SIROs shall

« Meet the applicable legal requirements and ensure that operational compliance
s further delegated to the Information Asset Owners (AO).

« Ensure that, where appropriate, staff receive Information Security awareness
training.

« Ensure that the network s risk assessed and any risks identified either
mitigated or escalated.

[Itis important that the necessary roles and responsibilities are listed in this section. This
is especially pertinent for smaller organisations where it may not be immediately clear
where these responsibilties rest or where individuals hold multiple responsibilfties ]

5 Key Words

Access, Back-up, Configuration, Control, Core, Critical, Devices, Disposal,
Equipment, Log-on, Monitor, Network, Privilege, Protection, Recovery, Remote,
Responsibilities, Secure, Sensitive, Visitors, Wireless
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Sample Risk Analysis Template
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